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Introduction

The cyber domain presents unique and at times daunting challenges for upholding agreed upon law and 
norms. Cyber threats are both persistent and omnipresent, as the technical capabilities and the tools 
required to generate cyber threats are widely available, and access to them is nearly impossible to control. 
The emergence and widespread adoption of generative artificial intelligence (GenAI) is an accelerant 
of the threat landscape, even as it offers important tools for cyber defense. Malicious cyber activities 
have thus proven difficult to manage through traditional approaches to deterrence, governance, or law 
enforcement. In cyberspace, behavioral norms stem from existing state obligations under international 
law, as well as collective and national interpretations on the application of international law. Other relevant 
foundations that establish guardrails for state and non-state cyber behavior include laws on cybercrime, 
national cybersecurity strategies, and regional policies or frameworks. 

Despite these foundations, an accountability gap persists whether in adherence to law, and the subsequent 
introduction of appropriate and impactful consequences, or in capacities to implement measures that 
keep the digital ecosystem safe and secure. 

Cyberspace in Southeast Asia exists in a peculiar paradox: the region includes some of the fastest-growing 
digital economies in the world, but the legal and institutional frameworks meant to govern that space have 
lagged, and capacities are uneven across the board. 

This report aims to provide policy insights to support a subset of Southeast Asian countries in approaching 
their implementation of relevant legal frameworks and norms and to improve understanding about 
regional views on and approaches to cyber accountability. Its analysis is premised on the concept of 
cyber accountability derived from the Stimson Center’s Cyber Accountability framework that essentially 
investigates how to improve state accountability in cyber behavior.  

UNDERSTANDING CYBER ACCOUNTABILITY

The concept of cyber accountability, or rather, interest in how accountability might be strengthened 
in the cyber policy domain has been steadily growing in recent years. Various scholars and policy 
experts have contributed to a growing body of literature on the topic, at times in relation to concepts 
of transparency and responsible behavior.1 Much of this research builds on other efforts to strengthen 
awareness and understanding of agreed behavioral norms and the applicability of international law to 
cyberspace, and in relation to concepts of “responsible behavior” and transparency. Understandably, 
research and dialogue about cyber accountability often includes consideration of technical, legal, or 
political cyber attribution practices.  

The Stimson Center has been advancing understanding about cyber accountability through research, 
capacity building, and public engagement.2 Much of this has been premised on the UN Framework for 
Responsible State Behavior in Cyberspace (or, the Framework) as an important baseline for state conduct 
in the use of ICTs, supplemented by and reflected in numerous regional and national strategies, laws, and 
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Stimson’s research has affirmed multiple times that cyber capacity building (legal, technical, or around 
policy) is foundational for all aspects of cybersecurity and resilience, and therefore has a role in 
accountability, especially positive accountability, and  can even be viewed as a form of “deterrence by 
denial” insofar as it builds resilience and defense. 

About This Report

This report examines the opportunities and challenges facing Southeast Asia in advancing cyber 
accountability, and builds understanding about regional perspectives and approaches. It focuses on 
Cambodia, Laos, Thailand, The Philippines, and Vietnam as country case studies. These countries do not 
represent the entirety of Southeast Asia. However, they are ideal cases because they are in various stages 
towards developing cybersecurity governance mechanisms and policies and overall cyber maturity. 

The report’s methodology included expert interviews, email consultations, desk research, and two in-
person regional events:

•	 The Stimson Center and ICT4Peace co-organized a regional CCB workshop in Bangkok, Thailand 
in April 2025 that convened representatives of multiple government agencies from Cambodia, 
Laos, Thailand, the Philippines, and Vietnam. The 2.5-day workshop included briefings and expert 
consultations featuring cybersecurity and technology policy scholars, researchers, and practitioners 
from industry, academia, and think tanks. To test the transfer of ideas and insights from the expert 
lectures and consultations, government policymakers participated in a table-top exercise (TTX) 
that simulated a hypothetical cyberattack. The interactive exercise informally gauged participants’ 
knowledge and tested the practical application of the key concepts of cyber accountability. 

•	 The initial findings of the regional workshop were presented in a closed-door roundtable event held 
during the 10th Singapore International Cyber Week (SICW) in October 2025.6 The roundtable’s 
goal was to elicit feedback on the draft findings as well as obtain deeper perspectives about cyber 
accountability from a broader grouping of countries. The roundtable discussion also tackled timely 
developments in the region, from the evolving practice of attribution and the role of the private sector 
in cyber incidents to the rising concerns on cybercrime and online scams. 

This report is divided into three parts. Following this introduction, Section I of the report considers the 
unique regional context of Southeast Asia, including ASEAN-led efforts to advance implementation of 
the Framework, and the impact of rapid digitalization, geopolitical rivalry, and technological innovation. 
Section II presents a snapshot of how the five target countries are approaching norms implementation, 
the applicability of international law, and cyber attribution.  Section III presents the report’s conclusion 
and key policy recommendations to foster and deepen cyber accountability.

The Stimson Center is grateful to Global Affairs Canada for its support to this publication and its broader 
work on cyber accountability.

policies. The Framework is based on four core elements: 1) the consensus understanding that international 
law is applicable to state conduct in the use of ICT, as first set out by a UN Group of Governmental Experts 
in 2013; 2) a set of 11 non-binding, voluntary norms for state behavior focused on peacetime use of ICTs; 
3) confidence-building measures (CBMs), including a set of eight CBMS articulated by a UN Open-ended 
Working Group on ICTs in 2024; and cyber capacity-building. The Framework is viewed as evolving and 
cumulative, meaning that new elements or clarifications can be considered as needed. 

Image 1: The 11 UN Norms of Responsible State Behavior in Cyberspace3

Per Stimson’s prior work, there are two fundamental forms of cyber accountability: 

•	 Negative accountability involves the imposition of threats to coerce and raise the cost to prevent 
malicious behaviors, mainly through state-led efforts of attribution or the use of sanctions.  

•	 Positive accountability emphasizes incentive mechanisms, policies, and instruments that encourage 
the fulfillment or upholding of obligations in collaboration with multiple stakeholders.

Approaching cyber accountability in both its positive and negative dimensions can provide scholars, 
policymakers, and practitioners with a more comprehensive and systematic approach to building cyber 
resilience and capacity while also holding actors to account for their malicious activities.4  Instead of 
merely viewing accountability from the limited lens of threats and consequences or “who did what,” 
it opens up an avenue to also assess what national governments and other actors require in order to 
uphold their commitments and undertake positive action to preserve the safety and integrity of the 
digital ecosystem.5
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However, at the national level, obstacles persist among member states in consistently following through 
with their commitments to fostering cyber accountability due to diverging strategic, political, economic, 
and technological considerations. Moreover, efforts to strengthen cyber accountability across Southeast 
Asia are influenced by outside factors including rapid digitalization, the US-China geopolitical rivalry, and 
technological innovations including those brought by AI. 

Rapid Digitalization

The promise of the digital economy in the post-pandemic era has accelerated the region’s appetite for 
digitalization. The latest e-Conomy Southeast Asia 2025 report predicts that Southeast Asia is on track to 
achieve $300 billion in Gross Merchandise Value with revenues reaching US$135.15 The region’s growth 
trajectory stems from an increasing number of internet users totaling 200 million, combined with the 
consistent and rising boom in e-commerce, and digital payments.16 The drafting and expected finalization 
of the regionwide ASEAN DEFA in 2026 concretely demonstrates Southeast Asia’s positioning as a vibrant 
digital ecosystem. Considered as the world’s first digital economy agreement, DEFA will facilitate the 
region’s cross-border data flow, moratorium on custom duties for electronic transmissions, and the non-
discriminatory treatment of digital products and foreign source code.17 DEFA will also exemplify ASEAN’s 
attempt to test and implement AI-driven solutions to unlock digital payments that encourage more 
inclusive growth and participation of small and medium enterprises across the region.18

Furthermore, Southeast Asia is becoming a key hub for digital infrastructure investments such as data 
centers. The region’s growing data center market is expected to grow with investment figures estimated 
at between $9 billion to $13 billion in the next few years.19 Major trends underlining the growth prospects 
in the region include the rise in data consumption from 9.2. GB per user in 2020 to 28.9 GB per user 
in 2025; a rapid increase in cloud infrastructure demand at 33% year-over-year in 2026; the surge of 
e-government initiatives or the migration to the cloud to spur economic investments; and the rise of 
business to consumer hyper-scalers from Meta to Amazon Web Services.20

With expanding attack surfaces connected to rapid digitalization, nefarious cyber activities pose 
increasingly serious consequences to the region’s thriving digital economy. The downside to Southeast 
Asia’s digital tech drive makes it a prime target of malicious cyber-enabled activities from ransomware and 
online fraud to cyber-enabled scams. 

Cybercrime is often perpetrated by and associated with non-state actors like organized crime syndicates, 
yet states also bear responsibility under the UN Convention on Transnational Crime and recently, the UN 
Convention Against Cybercrime.

According to the UN Human Rights Office in Bangkok, Cambodia, Laos, and Myanmar have become critical 
targets of and hotspots for the recent explosion of cyber-enabled fraud as linked to money laundering 
and illegal gambling.21 Similarly, the UN Office on Drugs and Crime (UNODC) estimated that criminal 
networks targeting victims from Southeast and East Asia gained $18 billion to $37 billion USD in 2023.22 
In recent months, UNODC has raised the alarm further due to the increasing activities of transnational 

I.	 Factors Affecting Cyber Accountability 
in Southeast Asia
 

Despite its complex consensus-driven approach to managing regional affairs, ASEAN has been highly active 
in cybersecurity and combating cybercrime.  This includes several initiatives in support of implementing 
the Framework. In 2018, ASEAN became the first regional organization to endorse the UN Cyber Norms in 
a formal way.7 As a follow through, ASEAN developed a region-specific Norms Implementation Checklist 
outlining actionable steps across five pillars — policy, operational, technical, legal, and diplomacy — 
enabling ASEAN Member States (AMS) to more readily embed the norms in their respective national 
cyber strategies, policies, and regulatory frameworks.8 

Another major milestone for ASEAN was the establishment of the regional cyber points of contact 
directory, a confidence-building measure under the auspices of the ASEAN Regional Forum countries 
that provides a direct means of communication to prevent miscalculation and escalation in the event of 
a major incident.9  Recognizing the variances in digital maturity among its 10 members, ASEAN member 
states have been implementing cyber capacity-building initiatives to address policy and technical gaps 
through various channels like the ASEAN-Japan Cybersecurity Capacity-building Centre and the ASEAN-
Singapore Center for Cybersecurity Excellence.

ASEAN’s efforts to consolidate its cyber governance approaches were further strengthened in 2020 after 
the establishment of the ASEAN Cybersecurity Coordinating Committee (ASEAN Cyber-CC) to oversee 
all cybersecurity matters across the regional bloc’s three community pillars: political-security, economic, 
and socio-economic.10 Apart from enhancing policy coordination and cooperation in information-sharing, 
ASEAN also launched the ASEAN Regional Computer Emergency Response Team (ASEAN CERT) during 
the 9th ASEAN Ministerial Conference in October 2024 with the intention of strengthening regional 
incident response capabilities.11 

Regional and national discussions on the application of international law are also gaining momentum. In 
August 2021, Singapore became the first ASEAN Member State to publish its national position,12 followed 
by Thailand in July 2025.13 Others are currently in varying stages of drafting or considering formulating 
their national positions. ASEAN is also finalizing the latest iteration of the ASEAN Cyber Cooperation 
Strategy 2026 to 2030.14 Collectively, ASEAN is on a positive trajectory in strengthening its approach 
to implementing the UN Framework on Responsible State Behavior in Cyberspace and thus fostering 
accountability. 
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As the regional cyber threat landscape continues to evolve due to the rapid pace of digitalization, ASEAN’s 
Member States (AMS) are confronted with the reality of how to best respond to the growing challenges 
presented by cybercrime, ransomware, and data privacy and security. Extracting accountability among 
state and non-state actors will demand more resources, political will, and clear guidelines to put teeth into 
established norms and legal frameworks. Without accountability measures in place, malicious actors will 
only continue to wreak havoc on the expanding threat surface. 

Geostrategic Competition

Due to its strategic location and trade and economic linkages with both the U.S. and China, Southeast Asia 
has increasingly found itself in the throes of the ongoing geopolitical contest between the two superpowers 
that has increasingly manifested in the cyber domain.

Over the last decade, cyber threat assessment reports mostly from various US-based companies, alongside 
academic and think thank research and open-source platforms, have published extensively on the tactics, 
techniques, and procedures of suspected Chinese-linked state actors conducting sustained cyber-espionage 
campaigns against Southeast Asian countries like the Philippines, Vietnam, and Malaysia — all of whom 
have territorial disputes with China in the South China Sea.34 Chinese hackers have reportedly infiltrated the 
computer systems and networks of government agencies and militaries to gather geopolitical intelligence 
relating to the South China Sea disputes, including information about government departments, academic 
institutions, and international organizations which have direct or indirect involvement in the protracted 
negotiations pertaining to the South China Sea Code of Conduct.35 This activity is not limited to China 
alone, however. The 2023 leaks of Pentagon documents exposed the extent of U.S. espionage activities, even 
on close allies like South Korea, Israel and Ukraine, 36 as well as the use of underwater surveillance nets to 
siphon metadata transmitting through undersea cables in the region.37

As cyberspace has become a theater of great power rivalry, in which most economies and societies are 
increasingly dependent on both of those powers, many countries in Southeast Asia are grappling to find 
effective means to address the issue given the complexity of their relationship with the two powers. For 
instance, Chinese state-owned enterprises like Huawei and ZTE were responsible for building most of the 
5G infrastructure in the region, while American firms have a wide footprint in manufacturing, as well as 
finance and professional services sectors that support the region’s economic growth and development. 
Southeast Asia is walking a tightrope in navigating such multi-layered relationships, where dependence on 
Chinese infrastructure and U.S. capital and manufacturing creates asymmetrical vulnerabilities.

Thus, as the U.S. and China’s rivalry enters uncharted territory, covert cyber operations appear likely 
to continue to accelerate. In the past, China has been prudent and shied away in attributing any cyber 
campaigns directly to the U.S. However, China’s approach has very recently undergone a radical shift. 
In October 2025, China’s Ministry of State Security claimed that the U.S. National Security Agency has 
stolen state secrets and conducted espionage campaigns against the National Time Service Center, a 
research institute that provides timekeeping services in China for national security applications.38 The 
latest episode follows China’s National Computer Virus Emergency Response Center’s public attribution 

organized groups engaged in online scams, and cyberfraud to support money laundering services, as well 
as data harvesting and disinformation. 

Cybercriminals have become increasingly innovative, employing generative AI to devise more sophisticated 
ways to scheme victims.23  This is particularly impactful when targeting critical infrastructure, such as 
seen in recent operations reportedly conducted by Anonymous VNLBN and other hacktivists affecting 
critical infrastructure and services in the Western provinces of Vietnam in April 2025.24

Ransomware also continues to be a growing challenge in Southeast Asia. In 2023, Trend Micro revealed 
that 52% of its global total ransomware detections targeted the region. In 2024, Kaspersky found that 
Southeast Asian businesses confronted approximately 135,274 ransomware attacks. This means that 
businesses across the region faced an average of 400 attempted attacks per day.25 Kaspersky identified 
that Indonesia, Vietnam, the Philippines, Thailand, Malaysia, and Singapore were among the hardest hit 
of ransomware attacks.26 

Relatedly, North Korean cyber threat actors are also operating in the region driven by their distinct 
geopolitical and economic motivations. In 2022, the UN Security Council Committee reports found that 
North Korea’s Reconnaissance General Bureau controls several affiliated hacking teams — Kimsuky, Lazarus 
Group, and Andariel — that were involved in virtual asset theft. North Korean-sponsored hackers are known 
to leverage Southeast Asia for money laundering schemes to support Pyongyang’s nuclear technology 
development program.27 In 2024, the UNODC  identified North Korean hackers involved in information-
sharing among drug traffickers and fraudsters based in the Mekong region.28 Such an activity comes as no 
surprise given North Korea’s track record of cryptocurrency heists and high-profile ransomware attacks 
linked to the Lazarus Group.29 Recently, North Korean hackers were the culprit behind the “Shrouded sleep 
malware campaign” through phishing emails which targeted Cambodia and other Southeast Asian countries. 
Once installed, the malware provides North Korean-linked hackers full access to export data or upload files.30 

Russian-linked cyber hackers are also active in Southeast Asia in ways ranging from profit-motivated 
cybercriminal activities and cyberespionage to hacktivism. Cybersecurity firm Cyberfirma reported in 
November 2024 that Russian-based hacktivist group KyotoSh Security claimed responsibility for infiltrating 
a Vietnamese government website. Russian hackers are also increasingly engaged in cyber espionage in 
Cambodia, seeking geopolitical intelligence and sensitive information.31 Russia’s growing cyber espionage, 
ransomware, and financial fraud facilitated by its state-sponsored hackers or cyber mercenaries highlight 
its increasing presence in the region, beyond that of the U.S. and Europe.

Cyber threats have also played a small but visible role in the Thailand-Cambodia conflict, adding a digital 
dimension to physical tensions. In June 2025, Cambodian hacktivist group AnonSecKh launched dozens of 
distributed denial of service (DDoS) attacks on Thai government and military websites, prompting a rare 
public statement from the Thai military condemning the campaign and naming the group.32 A month later, 
the KH Nightmare hack targeted Cambodian government agencies, exfiltrating hundreds of gigabytes of 
sensitive data.33 These incidents, while limited in scale, signal a growing use of hack and leak operations 
as tools of influence and retaliation.
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II.. Assessing the State of Cyber 
Accountability in Southeast Asia

The confluence of rapid digitalization, deepening US-China strategic competition, and rapid digital 
transformation makes AMS more vulnerable to geopolitically motivated cyber-attacks and widespread 
ransomware, cybercrime, and online scams. These challenges to regional peace and stability must urge 
Southeast Asian policymakers to move more assuredly to implement the UN Framework. With the existing 
practical tools and modalities stacked in ASEAN’s cyber governance toolkit, the regional bloc could exact 
responsibility and achieve accountability in the cyber domain.

This section outlines how the five target countries are approaching key dimensions of cyber accountability 
at a national level through norms implementation, legal statements, and political attribution processes 
or approaches. While details of some of the countries’ approaches are still being contemplated or drafted, 
the findings below offer vital insights that sketch potential pathways on how they intend to progress in 
the future.

Global Cyber Norms

As noted earlier, ASEAN became the first regional organization to subscribe to UN Cyber Norms through 
a formal endorsement in 2018. In 2024 it developed a region-specific Norms Implementation Checklist, 
a strategic document outlining actionable steps that can enable ASEAN Member States to more readily 
embed the norms in their respective national cyber strategies, policies, and regulatory frameworks.

NATIONAL POSITIONS

In 2025, Thailand’s National Cybersecurity Agency chaired the ASEAN Cyber-CC to discuss the 
implementation on the 11 norms within the regional bloc. For its part, Thailand has started the 
process of reviewing its Cybersecurity Action Plan to support the implementation of the ASEAN norms 
implementation checklist in collaboration with concerned agencies. It should be noted that Thailand’s 
Cybersecurity Act, which passed in 2019, emphasizes the UN cyber norm on the protection of critical 
national infrastructures.48 However, according to interviews with Thai experts and policymakers, increased 
public awareness among public and private sector stakeholders on the 11 norms is needed to further 
support their broader implementation.49 In this regard, Thailand will also benefit from more capacity-
building engagements in cyber incident response.

to the U.S. of a cyberattack that infiltrated the Chinese military university, Northwestern Polytechnical 
University, in September 2022. 

The changing cyber attribution dynamics between the U.S. and China increases the likelihood of 
possible escalation in already tense bilateral relations, with implications for Southeast Asia. It raises the 
prospects of a conflict or crisis that could advertently or inadvertently spark because of miscalculation or 
misinterpretation — a worst-case scenario that Southeast Asian countries will seek to avoid. Thus, this 
risk necessitates urgency to strengthen guardrails to manage potential conflicts.

Technological Disruption

Critical and emerging technologies like artificial intelligence (AI) and quantum computing are no longer 
just a means to an end in cybersecurity but have become sources of novel threats and vulnerabilities. 
Malicious cyber actors continue to exploit AI in augmenting traditional cyberattacks such as automated 
phishing, bot automation, reconnaissance, deep fakes, malware generation, domain impersonation, and 
so forth.39 More recent breakthroughs like generative AI allow threat actors to engage in indirect prompt 
injection that can generate deliberate and planned bias into large language models, automate attacks, or 
compromise systems. This is likely contributing to an uptick in recent DDoS attacks against states within 
the region. For example, in March 2024, the Philippines House of Representatives website received 480M+ 
access requests, knocking it offline for hours.40 Authorities attributed this attack to external actors, and 
they increased national cyber defense budgets as a result.41 Another emerging issue is model theft where 
threat actors replicate an AI system’s training data.42 

The race to develop quantum technologies — computing, communications, and sensing — have serious 
implications for cybersecurity. Countries are increasing investments in research and development while 
others are also engaging in cyber espionage to strengthen their innovation edge. The “race to the bottom” 
surrounding quantum technologies is warranted. Quantum computers can redefine current cryptography 
and break widely used public key encryption algorithms, undermining digital communications and data.43  

Policy discussions on quantum-resistant cryptography are gaining traction amid the growing number of 
cyber criminals engaging in Harvest Now, Decrypt Later (HNDL).44 Although malicious actors cannot 
crack the encryption, they hold on to it hoping that quantum computers will soon break them.45 Thus, 
the adoption of post-quantum cryptography (PQD), which can defend against cyberattacks created by 
quantum computers, has been growing.46 However, adopting post-quantum cryptography (PQD) is easier 
said than done. Transitioning to PQD will require updating cybersecurity products, services, and protocols 
while also removing obsolete and vulnerable algorithms.47 

As the pace and scope of cyber threats intensify, especially with the advent of AI and quantum computing, 
raising capacity and resilience in cyberspace will become even more pressing in ASEAN’s portfolio. While 
powerful quantum computers have yet to be developed, it is crucial to be proactive and think about the 
implications of quantum cryptography in cybersecurity.
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Three government organizations are leading Laos’ cybersecurity governance and initiatives. The Ministry 
of Foreign Affairs overseas regional and international cooperation on cybersecurity and cybercrime. Laos’ 
National CERT under the Ministry of Technology and Communications serves as the technical point of 
contact and collaborates with key stakeholders from the private sector, especially domestic ICT service 
providers and critical national infrastructure operators. Laos CERT is also crucial in providing technical 
input to the Ministry of Foreign Affairs.   

REGIONAL INITIATIVES

Seven years after ASEAN’s endorsement of the 11 UN Cyber Norms, Cambodia, Laos, Thailand, 
The Philippines, and Vietnam have made positive strides in integrating many of the norms into their 
cybersecurity-related polices and regulatory and legislative frameworks. But upon closer examination, the 
awareness surrounding each norm still varies, which consequently impacts implementation. For instance, 
norms covering the misuse of ICTs, critical infrastructure protection, and interstate cooperation on 
cybercrime are widely emphasized in each country’s national cybersecurity strategies and policies and 
legislations; in contrast, norms pertaining to human rights continue to face implementation challenges due 
to the socio-political and strategic context of each country. In the past, operationalizing norms on crime 
and terrorism, and requests for assistance, were impacted by the lack of a region-wide legal framework 
to effectively facilitate mutual assistance among law enforcement agencies to gather electronic evidence 
based on robust investigations and forensics to address cybercrime-related incidents.68 The signing of 
the UN Convention Against Cybercrime, also known as the Hanoi Convention, in October 2024 offers 
renewed optimism towards regional cooperation on mutual legal assistance and expedited disclosure of 
and access to electronic evidence, including traffic data and subscriber information.69 It is noteworthy to 
highlight that  Cambodia, Laos, Thailand, The Philippines, and Vietnam have signed the convention.70 

Tellingly, due to the current reconfiguration of the global manufacturing value chain, the norm surrounding 
supply-chain security is an emerging topic of interest among policymakers to safeguard the resilience 
of semiconductors and critical minerals. However, due to the low level of trust and uncertainty, amid 
increasing weaponization of trade and supply-chains, rallying countries to tackle such a norm may not be 
politically viable in the foreseeable future.

To address the uneven uptake of the cyber norms at the national level across ASEAN, Singapore supported 
the creation of the ASEAN norm implementation checklist in 2024 — an effort that was subsequently 
carried over by Malaysia in 2025.71 As the ASEAN chair in 2025, Malaysia leveraged its leadership role to 
initiate development of the Regional Action Plan Matrix to support ASEAN Sectoral Bodies and Working 
Groups to support the implementation of the cyber norms. To further raise awareness on the checklist, the 
document was also endorsed during the ASEAN Digital Ministers Meeting in January 2025. Interestingly, 
Malaysia also noted that the checklist is a living document, and thus, implementing existing norms can go 
hand in hand with the development of new norms given the evolving cyber landscape.72

The Philippines has mainstreamed the 11 cyber norms through its National Cybersecurity Plan 2023 
- 2028, and National Security Policy 2023 - 2028. In following the ASEAN-led norms implementation 
checklist, the Philippines is in the process of applying the norms but in different phases due to limited 
personnel and institutional capacity.50 Further discussion about this during the Stimson-ICT4Peace 
workshop held in April 2025 highlighted that the Philippines has tended to prioritize norms 1 , 2 , 4, and 
5, while indicating that more capacity is needed to implement norms 7 and 8. In addressing such gaps, the 
Philippines seeks to enhance its workforce development and strengthen the cybersecurity of its critical 
national infrastructure. While not strictly related to norms, another major priority for the Philippines 
is confidence-building measures, especially in fortifying greater public-private partnerships in threat 
information-sharing.51

Vietnam continues to adopt a top-down approach to its cybersecurity governance frameworks and 
initiatives. The 11 norms are supported and implemented through the National Standard for Critical 
Information Infrastructure, as well as various existing legal frameworks like the Cybersecurity 
(2018),52 Personal Data Protection Law (2025),53 the Law on Artificial Intelligence (2025)54 and 
Decree No, 13 on Personal Data Protection.55 The Ministry of Public Security serves as the main 
coordinating body of the National Cybersecurity Agency, established in 202256, and the National 
Cybersecurity Association, a multisectoral body formalized in 2020 and composed of representatives 
from the public and  private sectors.57 It serves as Vietnam’s main focal point in coordinating and 
managing cybersecurity incidents. Vietnam’s national CERT is under the jurisdiction of the National 
Cybersecurity Agency and maintains active collaboration with its international CERT counterparts to 
facilitate the exchange of threat information.58

Since ASEAN’s endorsement in principle of the 11 norms in 2018, Cambodia has proactively promoted 
them through a range of its existing policies, strategies, and frameworks. These include Cambodia Digital 
Government Policy 2022 – 2035:59 Cambodia Digital Economic and Society Policy Framework 2021 – 
2035;60 Pentagonal Strategy Phase 1 2023-2028;61 regulatory frameworks such as Prakas on Cambodian 
Standard Digital Section (2021),62 Technology Risk Management Guidelines (2019),63 and the Sub-Decree 
on Digital Signature (2017)64. It also includes forthcoming legal instruments on cybersecurity, cybercrime, 
personal data protection, and on ICT and Digital Data Governance. The parliament also recently passed 
the country’s first law dedicated to cracking down on scam centers.65 To ensure enforcement and oversight, 
the Executive body, particularly the Digital Security Committee, which is chaired by the Prime Minister, 
with the Deputy Prime Minister as Standing vice-chair, coordinates with key representatives from four 
governmental bodies, namely, the Ministry of Post and Telecommunications, the Ministry of Interior, the 
Ministry of Defense, and the Ministry of Foreign Affairs and International Cooperations.66

With its relatively maturing digital economy, Laos has been embarking on a steady journey of strengthening 
its cybersecurity governance frameworks. Internally, it has focused on aligning cybersecurity-related 
initiatives with national laws and implementing cybersecurity measures in accordance with the national 
strategic plan. For instance, the 11 cyber norms are embedded in Laos’ strategic framework, namely, 
the 20-year National Digital Economy Development Vision (2021 – 2040)67 and the Cybersecurity 
Development Strategy (2025 – 2035).
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Cambodia has yet to formally begin the process of drafting its national position on the application of 
international law in cyberspace. Cambodian policymakers argue that various factors should be considered 
if such a process begins.82 Externally, Cambodia is keen to project itself as a responsible member of the 
international community, aligning itself with shared norms and regional and international standards.83 
However, Cambodia must first assess internal considerations like national interests, economic benefits, 
social order, and political stability implications. If Cambodia pushes through, three organizations would 
likely lead the process: the Ministry of Justice, the Office of the Council of Ministers, and the National 
Assembly.84 The King will also be involved in the ratification process. As discussions on formulating its 
national position in international law remain under consideration, Cambodia is focused on prioritizing 
confidence-building measures, capacity-building, deepening international partnerships, and raising public 
awareness on cybersecurity issues.85 It also continues to participate in multilateral discussions in ASEAN 
and the UN. Cambodian policymakers also see the inherent advantages of engaging formal and informal 
intergovernmental bodies.86

Laos has yet to publish its official national position on international law. In the interim, policymakers 
in Laos continue to adopt ASEAN outcome documents/statements and frameworks. As a standard 
approach to any international legal convention or obligation, policymakers are reviewing and evaluating 
international best practices and case studies to inform the country’s positioning on international law.87 
Lao PDR is placing priority on strengthening the technical capacity of its national CERT. 

Vietnam has yet to publish its national position on international law. Over the past years, Vietnam has 
been focusing on the amendment of cybersecurity-related national legislation, strengthening diplomatic 
engagements, and improving internal communication channels with the public.88 Recently, Vietnam has 
been recalibrating its approach to cyber policy and legislation that will have domestic and international 
implications. With the ongoing government restructuring that merged the Ministry of Information 
and Communications Technology with the Ministry of Public Security, Vietnam’s 2018 Cybersecurity 
law is undergoing revisions to integrate the ICT law with the Cybersecurity law to strengthen national 
cybersecurity and enhance enforcement.89 Under the anticipated revised law, the Ministry of Public Security 
becomes the primary focal point, while the Ministry of Foreign Affairs will manage the international 
aspects of the ICT law with the technical support provided by the Ministry of Public Security.90

OVERCOMING BARRIERS IN DEVELOPING A NATIONAL POSITION ON 
INTERNATIONAL LAW

Despite the incremental progress in the development of national positions on international law among 
the Philippines, Vietnam, Cambodia, and Laos, the outlook is promising due to the availability of cyber 
capacity-building opportunities among government policymakers offered by various international 
organizations, think tanks, and academic and research institutions.91 

While prospects for publishing a national position are not far-fetched, there are a few possible obstacles 
and gaps to be overcome, as identified by states:
 

International Law

States are increasingly publishing documents containing national interpretations of how international law 
applies to their use of ICTs and conduct in cyberspace. As of late 2025, more than 37countries73 and two 
regional blocs (the African Union74 and the European Union75) have published such statements. In Southeast 
Asia, there is a growing consensus among policymakers and scholars that having a national position enhances 
their preparedness to respond to, and operate, cyber operations within the bounds of law. In clarifying the 
legal expectations of other parties, it establishes the redlines of unacceptable behavior and thus signals a 
country’s resolve in confronting malicious actors should a violation of the principles have been determined. 
This means that it carries a “deterrent effect” because it communicates the potential consequences, including 
attribution or even possible retaliation, to other states. After Singapore, Thailand became the second AMS 
to have published a national position on the application of international law in the cyber domain, while the 
Philippines, Laos, Cambodia, and Vietnam have yet to formalize a process for doing so. 

NATIONAL POSITIONS

In the final substantive session of the UN Open-Ended Working Group in July 2025, Thailand launched 
its national position on the application of international law in cyberspace covering key principles such as 
sovereignty and due diligence, in addition to its views on the applicability of international humanitarian 
law.76 Three organizations led the process, namely the Department of Treaties and Legal Affairs under 
the Ministry of Foreign Affairs, the National Cybersecurity Agency, and the Ministry of Defense. The 
Ministry of Defense has drafted the rules of engagement concerning international humanitarian law, 
which are inspired by guidance from the Tallinn Manual.77 To ensure that the process was inclusive, 
Thailand conducted multistakeholder consultations involving various departments and agencies of the 
government, alongside private sector representatives, members of academic institutions, and civil society 
groups. Thailand also consulted with other countries that have published their national positions, including 
Singapore. In applying international law during peace time, Thailand adopts a tiered approach based on 
its Cybersecurity Act 2019, section 60 that classifies cybersecurity threats based on three levels: non-
critical, critical, and crisis.78 While most civilian or private sector concerns are managed by the National 
Cybersecurity Agency, the National Security Council will be responsible for dealing with cybersecurity 
incidents at the crisis levels that threaten national security.79 

At the time of publication, the Philippines has yet to begin drafting its national position on the applicability 
of international law in cyberspace but has expressed interest in doing so. Should the Philippine government 
commence the process, the primary motivation and purpose is to protect its national interests. The process 
would likely be spearheaded by the National Cybersecurity Inter-Agency Committee, the country’s primary 
inter-agency body that deliberates on cybersecurity matters. The Department of Foreign Affairs, the 
Department of Information and Communications Technology, and the Department of Justice may lead the 
drafting process as the issue falls squarely within their mandates.80 Other crucial considerations that will 
influence the Philippines’ national position include sovereignty, territorial integrity, protection of critical 
national infrastructures, protection of citizens, and data privacy. To raise awareness and achieve broader 
support, the process will likely involve national consultations and publication of official statements.81 
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Attribution

Attribution is a foundational ingredient for accountability because it determines responsibility for 
wrongful action. Attribution occurs in three ways: technical attribution, which uses forensic investigation 
to identify the source of an attack; political attribution, which is the discretionary decision of a State to 
single out a certain entity, whether a State or a non-State actor, as the author of a certain cyber operation; 
and legal attribution, which determines responsibility under international law.93

To date, states are increasingly engaging in public attribution statements following major cyber incidents 
or operations, which, broadly speaking, build on technical evidence to make legal judgements and 
political statements.94 In general, such statements have been more common among Western countries, 
with some recent notable exceptions, including China, 95 Singapore,96 the Philippines,97 Samoa,98 Palau,99 
Iran,100 and Venezuela.101 

As mentioned, the regional CCB workshop in Bangkok employed a TTX that simulated hypothetical 
cyberattacks. The TTX was a central piece to the workshop because it stress tested existing attribution 
mechanisms or exposed the lack of such mechanisms to respond to cyberattacks. It also served as a 
capacity-building exercise to link attribution activities to the UN Framework. Overall, it catalyzed deeper 
introspection among policymakers on the importance of having a national position in international law, 
and relatedly, the role of attribution. Notwithstanding the fact that most Southeast Asian countries do not 
have formal attribution mechanisms, the goal of the TTX was to tease out how each country could likely 
engage (or not) in attribution during a heightened cybersecurity crisis that had region-wide implications, 
and to determine how states would identify which international legal principles or cyber norms were 
affected by the malign act in question. 

After employing an interactive TTX that simulated a massive destruction to critical national infrastructures 
that escalated into a regional crisis requiring cooperation and possible collective attribution, what 
emerged was a common general approach to attribution among the five countries, which mirrors the 
general approach to attribution taken by many other states: a three-pronged framework that utilizes technical, 
legal, and strategic factors, supported by formal and informal diplomatic channels. Specifically, this includes the 
use of technical evidence to support the legal implications of cybersecurity threats, alongside strategic 
calculations, to determine the best channel or course of action. 

While the exercise was purely informal, it did help to unpack current views, approaches, and blockages to 
political attribution and cooperation in addressing cyber operations. The discussion offers insights as to 
how Southeast Asian states can respond in the event of a major cyberattack with regional implications. 
Some of the anonymized and high-level findings are below: 

•	 Country A recognized that publishing its national position in international law has deterrent effects 
because it sets the baseline for the country’s institutionalized response against cybersecurity threats, 
especially during a major incident. However, key obstacles in the implementation of the principles 
in international law persist, including technical capabilities and the government’s political appetite 
to conduct public attribution. Given such considerations, Country A remains highly circumspect 

First, the prevailing bureaucratic siloing inherent in complex government structures can prevent relevant 
government ministries and departments from collaborating. Some countries do not have a singular 
dedicated government agency tasked to convene the process. Although international organizations can 
undertake the convening role during the earlier stages, the challenge is determining who shoulders the 
responsibility to shepherd the process in the long haul. Such dynamics emphasize the prevailing mistrust 
among government departments, ministries, and their relevant stakeholders. Overcoming the bureaucratic 
siloing and the absence of a central coordinating body is a prerequisite to cementing political buy-in from 
the government, especially from the top leadership to push through with the formal process of developing 
a national position, and eventually, guaranteeing its coherent implementation after its adoption. 

Secondly, equally important considerations are more external and political in nature. There are perceptions 
among some government elites in Southeast Asia that publishing a national position may be viewed as a tacit 
allegiance to a Western style internet governance that embraces democratic principles and a multistakeholder 
approach. Another vital factor pertains to ASEAN’s paradox as a regional body. Internally, there remains the 
underlying tension between advancing a singular and unified position to demonstrate coherence as a regional 
organization on one hand, and the longstanding notion of sovereignty and principles of non-interreference 
among member states on the other. While balancing such a tension is not unique to cybersecurity, the 
mounting pressures on AMS policymakers to act beyond rhetorical statements are evident because of the 
three drivers identified above — rapid digitalization, geopolitical competition, and technological disruptions. 
Some experts interviewed for this report even contend that formulating a national position will soon become 
an urgent priority among AMS to avoid simply subscribing to the regional position that ASEAN may develop, 
which could, in theory, risk sidelining national priorities. Thus, having a draft national position — whether 
publicly available or not — can help AMS preserve their strategic autonomy in the event that ASEAN as the 
regional organization puts forward a position.

Because of such considerations, international organizations seeking to build capacity have tended to 
adopt more entrepreneurial and tailored approaches to compel some AMS to start drafting a national 
position. For instance, some organizations like the United Nations Institute for Disarmament Research 
(UNIDIR) have conducted TTXs or scenario-based exercises to demonstrate the large-scale implications 
of cyberattacks against a country’s major source of economic revenue or a vital critical infrastructure, 
and where and how international law provides protection and options for recourse.92 Other capacity-
building initiatives include activities on practical measures for states to develop a national position 
on international law and cyber, which have been organized by the NATO Cooperative Cyber Defence 
Centre of Excellence (CCDCOE), the International Committee of the Red Cross, and other national 
and academic organizations. Additional efforts have focused on cybercrime such as online scams and 
ransomware. There is a capacity-building value in such exercises because they enable a country to better 
understand how existing international law corresponds with the realities of the cyber threats they face.
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transactions, penal codes, and civil law.  A national ministry deals with cyberattacks that are committed 
within the domestic borders, while the national CERT tackles most of the external threats through 
IP identification and responds accordingly. If the cyber incident has broader political, diplomatic, 
and socio-economic implications, authorities in Country D assess the situation and often address it 
through established diplomatic channels.

•	 Country E does not currently have any formal attribution mechanisms. However, it employs a 
classification approach to address cybersecurity threats based on a case-by-case basis to determine 
the corresponding countermeasures. In responding to cyberattacks, Country E stressed the integrated 
approach involving its key governmental cybersecurity bodies. The leading cybersecurity agency 
manages the technical operations of the National CERT, as well as an operations center that integrates 
the Critical Information Infrastructure System. Such highly integrated set-ups permit the continuous 
monitoring, threat prediction, and proactive prevention of cyberattacks. Furthermore, the leading 
agency also regularly convenes a group of key representatives from defense, public security, commerce, 
economy, education, and the private sector. 

TESTING A REGIONAL APPROACH TO ATTRIBUTION

In tackling the regional implications of the hypothetical cyberattack during the TTX, all countries agreed 
on the importance of incident response and information-sharing to contain any further damage to their 
economies and prevent spill-over effects to other critical infrastructures. It was observed that the five 
countries prioritized maintaining public safety and order through timely updates regarding the incident. 
One country also supported confidence-building measures to diffuse potential ruptures and unintended 
escalation of the cyberattack.

While a collective response through joint attribution was considered, most of the countries noted that 
there is a prevailing trust deficit that can halt such a process. One state was also concerned about the 
lack of a regional approach grounded in international law, while another even downplayed the strategic 
utility of issuing joint statements of attribution regarding the fictional cyber incident, likely given their 
experience with how geopolitical divisions among member states can undermine consensus as evidenced 
by contentious maritime disputes, for example with the South China Sea. Such a statement underscores a 
simmering skepticism towards the potential role of ASEAN as a regional bloc to formulate a consolidated 
and concrete response during a heightened cyber crisis. Amid the pressure of addressing the fictional 
cyber crisis, two countries remained prudent in conducting collective attribution, emphasizing a more 
calibrated approach towards dialogue through informal channels.  

CALIBRATED ATTRIBUTION: AN EMERGING PRACTICE?

The project’s research activities and stakeholder consultations have shown that a “calibrated” approach 
to attribution is emerging in Southeast Asia.  While not an official term, it is the author’s proposal that 
calibrated attribution illustrates that there is not a “one size fits all” approach to cyber attribution, but 
rather that states, separately or together, may employ a range of tactics, both public and private. In 
practice, it involves calling out the malicious actor publicly but maintaining a degree of ambiguity of 

when dealing with cybersecurity threats. Policymakers in Country A contend that responding to 
cybersecurity incidents must be evaluated on a case-by-case basis based on a thorough triangulation 
of relevant technical assessments, legal frameworks and regulations, and strategic considerations. 
Conversely, experts in Country A promote and support quiet diplomacy as an effective method in 
remedying or resolving cyberattacks.

•	 Country B has been engaging in an ad-hoc style of attributing cyberattacks to state-sponsored hackers 
and hacktivists against technical, legal, and strategic considerations. Technical reports, including 
recommended mitigation or remediation measures, are then shared with affected agencies, as well 
as with law enforcement agencies, to determine if the cyber incident has breached domestic or 
international law. Finally, the technical and legal inputs are assessed with strategic considerations 
such as national security, territorial integrity, economic security, and the protection of critical national 
infrastructures. 

•	 Country B’s modus operandi in conducting public attribution involves a technical public advisory 
published by its National CERT. For instance, recently, the National CERT released a statement 
about a cyber incident which was found to be targeting government agencies in Southeast Asia in 
search of information related to trade and tariff measures. The attribution remained largely technical 
without linking it to a nation-state or contextualizing the geopolitical environment. In recent high-
profile cyber incidents involving foreign hackers attempting to infiltrate Country B’s government 
agencies, the National ICT Agency has exercised restraint in conducting political attribution to the 
foreign country in question. Despite forensic investigations that point to the hackers’ command 
and control servers operating in the foreign country, Country B’s government refuses to confirm the 
direct involvement of that government. Instead, Country B government officials welcome the other 
government’s cooperation to resolve the issue.

 
•	 Country C does not have formal attribution mechanisms but employs and combines technical inputs, 

legal considerations, and strategic calculations in formulating its national response to cyberattacks. 
The gathering of technical inputs, which involves the identification of cybersecurity risks, data 
breaches, and incidents, is led by ministries that oversee ICTs, public administration, law enforcement, 
and defense. In determining legal recourse and repercussions, the government seeks guidance from 
the offices and ministries overseeing judicial issues. Finally, strategic calculations that weigh the 
pros and cons of responding to or attributing an attack and deciding through which channels involve 
ministries charged with economic affairs and foreign relations. In the case of Country C, it would likely 
attribute in an ad-hoc manner, at the discretion of country leadership, based on the technical, legal, 
and strategic factors mentioned.

•	 Country D also does not have any formal attribution mechanisms. During major cyber incidents, the 
National CERT coordinates with the national ministry tasked to identify the appropriate mitigation 
measures. The most recent national cybersecurity law in Country D outlines the specific penalties 
against perpetrators based on the severity and nature of unlawful acts. Some cases, such as data 
leakages and online scams, fall outside the remit of such laws. In those cases, Country D’s authorities 
employ relevant provisions from other legislation regarding data protection, e-commerce, digital 
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•	 Leveraging diplomatic or other channels. There is a preference to conduct attribution within 
established communication and relationship channels to minimize political friction with the adversary/
attacking state. In this way, affected states are given flexibility to address the cyber incident in a 
cooperative fashion, avoiding any escalation. This is done mostly through diplomatic backchanneling, 
while minimizing potential frictions in the political and economic relationship with the suspected 
nation-state. 

•	 Broadening the aperture. Emerging instances of calibrated attribution allow for expansion of cyber 
accountability. In addition to state responsibility, accountability also rests with relevant private sector 
actors, a point that was stressed often throughout the roundtable and workshop. As policymakers 
note, most computer networks and systems are operated by third-party contractors that have full-
visibility and access; therefore, such companies share the burden for accountability and building 
resilience against future incidents in collaboration with government and civil society.

•	 Region-wide good practice. Calibrated attribution practices may facilitate region-wide attribution 
practices or standards, or other important forms of cooperation. Several experts emphasized that this 
can be pursued under the ASEAN-CERT to consolidate efforts among existing national CERTs in the 
region that are already conducting technical attribution.

who is behind it. It thus defies the conventional ambit of the highly politicized “naming and shaming” 
methods employed most often by the U.S. and its allies. But crucially, calibrated attribution highlights 
the triangulation of technical, legal, and strategic factors implemented through formal and/or informal 
diplomatic channels.

For example, Malaysia’s Computer Emergency Response Team (MyCERT) issued a security 
alert in 2020 regarding a hacking campaign linked to APT40, a Chinese state-sponsored group, 
infiltrating Malaysian government officials. Similarly, the Philippines National Computer 
Emergency Response Team also issued technical reports concerning key cyber threat actors 
based on recorded incidents. Malaysia and the Philippines did attribute the attacks but 
emphasized   the technical evidence rather than undertaking a political route.

Singapore’s attribution of the cyber threat actor UNC3886 in July 2025 also resembled a 
similar approach. UNC3886 was found to have persistently targeted a wide range of critical 
infrastructures from energy, water, banking, finance, healthcare, transport, government, 
communication, and media to emergency services.102 While Singapore’s Ministry for Home 
Affairs called out the threat actor publicly, there was a deliberate exercise of restraint through 
ambiguity. Such display of calibrated attribution signaled Singapore’s commitment to and 
resolve for upholding international law and norms in cyberspace while still mindful of 
averting possible diplomatic escalation should it directly chose to undertake a direct political 
attribution against the suspected nation-state.103 

As shown in Southeast Asia, and possibly other regions, attribution should be conducted in a calibrated 
fashion supported by pragmatic actions as elaborated below:

�Balancing other foreign policy and strategic priorities. The decision to undertake political attribution 
is one that must be balanced against numerous and at times complicated considerations tied to a country’s 
broader relationships and priorities with the state or actor responsible for the attack. Views on attribution 
in the region are also deeply cultural, rooted in Asia’s emphasis on restraint and harmony. States are 
reluctant to call out others publicly given their numerous other dependencies and relationships. 

•	 Emphasizing technical cooperation and capacity-building. Beyond political attribution, there is 
increasing appetite for establishing a common framework on evidentiary standards that supports 
technical attribution. However, due to the variances in capacity, states must continue to upgrade 
their expertise in malware analysis and network forensics, as well as the establishment of more robust 
frameworks on information-sharing.
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•	 Develop a strategic roadmap to guide the development of collective statements or joint 
efforts in the event of cyber crises that can affect multiple countries in the region. Establishing 
a standing committee on possible joint-cyber attribution at the ASEAN-Regional Forum can be an 
initial step on advancing dialogue on common evidentiary standards for making technical attributions. 
This can be added as part of the region’s CBM that builds on the Points of Contact Directory. 

•	 Donor countries and non-governmental partners are encouraged to adopt a priority-based 
approach to CCB to improve coordination and maximization of resources. Establishing a CCB 
clearinghouse or leveraging existing platforms like the Global Forum on Cyber Expertise (GFCE) 
to support the optimization of resources and avoid waste and inefficacy could be a useful tool for 
preventing the duplication of initiatives and encouraging greater maximization of public-private 
partnerships. Amid resource constraints, CCB should be directed to countries with the greatest need 
for sustained capacity-building support.

As ASEAN elevates its digital ambitions with the highly anticipated conclusion of the Digital Economic 
Framework Agreement in 2026, the notion of cyber accountability becomes even more pressing to ensure 
that every stakeholder in the public and private sectors upholds their commitments and contributes to 
the formation of a secure and interoperable regional tech ecosystem that minimizes malicious efforts 
that can disrupt the smooth flow of digital trade and data across borders. With continuous, targeted, and 
contextualized approaches to cyber capacity-building, Southeast Asia can enhance coordination, build 
trust, and strengthen both the policy and practice of accountability.

III. .Fostering Accountability:  
Conclusion and Policy Recommendations

This report has reviewed how five Southeast Asian countries are approaching the implementation of 
global norms, international law, and attribution capabilities, as part of a broader understanding about 
cyber accountability gaps, needs, and approaches in the region. 

To capitalize on the positive momentum of Southeast Asia, the report offers the following recommendations:

•	 Implement targeted and tailored CCB to address context-specific needs and gaps of AMS to 
further advance cyber accountability. ASEAN and its dialogue partners through the ASEAN CC, as 
well as the ASEAN-Japan Cybersecurity Capacity-building Centre and the ASEAN-Singapore Center 
for Cybersecurity Excellence, should redouble efforts towards conducting targeted CCB on topics 
and in ways that raise technical and policy knowledge and awareness, including towards common 
understandings and approaches on the negative and positive dimensions of cyber accountability.

•	 Support and encourage efforts of governments in the region to establish a national position on 
the application of international law in cyberspace. Doing so helps to establish and further deepen 
common understanding about how existing international law is interpreted and applied to state 
conduct in the use of ICTs, which is important for accountability, transparency, and predictability 
amid heightened geopolitical tensions and proliferation of novel cyber threats and vulnerabilities. 

•	 Fast-track the operationalization of the ASEAN-CERT. Because most of the countries still lack 
formal attribution mechanisms, enhancing regional information-sharing in both crisis and non-
crisis situations will become even more crucial. Another platform worth engaging in region-wide 
information-sharing and incident response is the Asia Pacific-CERT. National CERTs must maximize 
their linkages to both organizations. 

•	 Establish a roster of national experts to support countries’ progress in implementing the 
ASEAN Norms Implementation Checklist, and stock-taking on confidence-building measures. 
ASEAN should increase peer-to-peer learning opportunities to share best practices with stakeholders, 
especially those in the private sector, on core aspects of cyber accountability. For instance, in discussing 
public-private partnerships in cybersecurity, AMS are encouraged to make use of the checklist and use 
relevant convenings to report against their progress in norms implementation and enhance threat 
information-sharing.
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