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ABSTRACT 

Emerging technologies present a unique set of challenges to operators and regulators. 

While emerging technologies can be used to strengthen nuclear security systems, they also can 

increase risks to nuclear facilities. The disruptive nature of emerging technologies could also 

leave operators unprepared for threats to nuclear materials or facilities. To address the 

potentially dangerous consequences associated with these innovations, strong adaptative 

mechanisms and international cooperation about threat mitigation and technological integration 

are vital. This paper examines the nuclear security implications of emerging technologies from 

an institutional (as opposed to technology-specific) perspective. Drawing on insights from a 

recent workshop series hosted by the Stimson Center and the National Nuclear Security 

Administration (NNSA)’s Office of Global Material Security (GMS) as well as recent research, the 

paper begins with a definition of emerging technology that bounds the scope of the problem 

while leaving some margin for expert interpretation. The subsequent sections highlight the 

challenges as well as potential benefits that these technologies pose at each level of the nuclear 

security establishment, from the operators of sites hosting radiological or nuclear material, to 

regulators and national policymakers, to international institutions. Each section also includes 

specific recommendations for incorporating emerging technologies into radiological and nuclear 

security planning. 

 

Introduction 

The Stimson Center’s Nuclear Security program and the National Nuclear Security 

Administration co-sponsored a series of workshops in 2020 with the goal of developing principles 

and guidelines for how operators, regulators can adapt to the challenges of emerging 

technologies; determining how international institutions can support them in this endeavor; and 

identifying key questions, concerns, and knowledge gaps on this topic. Attended by over 30 

international experts, regulators, and industry partners, the workshops yielded important 
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insights on how to think about the application of emerging technologies, the utilization of non-

governmental pathways to cooperation, the reliance on existing international platforms to 

promote continued discussion, and the stagnation of national response imposed by regulatory 

hurdles. This paper draws upon findings and recommendations from those workshops. 

Definitions and examples of emerging technologies are abundant, which makes any effort 

to characterize them a challenge. Our definition builds on important attributes that tend to be 

consistent across these definitions. For the purposes of this paper, we define emerging 

technologies as technological innovations that are likely to have a significant impact on nuclear 

security operations in the near future as they continue to mature and proliferate, but whose 

precise implications and uses are still uncertain.1  

Despite some common characteristics, not all emerging technologies follow the same 

development path or timeline. Some feature evolutionary improvement over previous iterations, 

such as the structural and design enhancements of the 5G standard over previous networking 

technologies. Others combine multiple streams of technological development into a new novel 

application. For example, as commercially available unmanned aerial systems (UAS) and artificial 

intelligence (AI) capabilities both improve independently, AI-based autonomous UAS platforms 

are quickly becoming a commercial and military commodity.2 

 

Risks and opportunities 

Emerging technologies present a range of unique risks and opportunities for the security 

of radiological and nuclear materials, both from operational and institutional points of view. In 

some cases, technologies that mature and become more easily accessible to adversaries can 

close capability gaps that would otherwise prevent material theft or sabotage. Others have the 

potential to strengthen physical protection capabilities, but only after development, 

implementation and integration into existing plans and procedures. Because the potential 

impacts of these technological developments are not yet fully understood, they must compete 

for resources and attention with more immediate and well-defined priorities.  

The most immediately apparent risk is that of technological surprise: a novel application 

of an emerging technology that presents a threat to radiological and nuclear R/N material 

security that planners and regulators fail to anticipate, suddenly leaving material vulnerable to 

theft or sabotage and operators without a way to address it. For example, recent attacks using 

Unmanned Aerial Systems (UAS) such recent attacks against oil processing facilities in Saudi 

Arabia demonstrate the vulnerability of even well-defended targets against a new adversary 

capability for which they lack effective countermeasures.3,4 Technological surprise is an ever-

present risk in emerging technologies because they often result from the convergence of multiple 

lines of technical development into an application whose effectiveness may not become 

apparent until used by an adversary. 
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Another related risk that emerging technologies present is the introduction of new 

vulnerabilities as emerging technologies are adopted at various points in R/N material 

production, storage and use. Technologies that enable increased digitalization, connectivity and 

automation can improve the efficiency of nuclear power plants, but they also underscore the 

challenge that new attack surfaces represent. Although there have been no known successful 

cyberattacks that successfully compromised the operational controls of nuclear power plants, 

malware and software malfunctions have previously  rendered key monitoring systems 

inaccessible5 and infected internal networks at nuclear plants. 6 Other cyberattacks against non-

nuclear infrastructure, such as the May 2021 ransomware attack against Colonial Pipeline’s billing 

system, demonstrate that attackers need not access operational technology systems to severely 

impact operations.7 

The risk of missed opportunities to harness positive effects of emerging technologies 

remains an important one for the R/N security mission space, particularly because of safety and 

security concerns and implementation procedures that may inhibit technology adoption and 

integration into physical protection systems (PPS) or other security infrastructure. Longstanding 

challenges to R/N security, such as the effect of cognitive stress and fatigue on security 

personnel,8 insider threats,9 and the challenge of providing realistic training for low-frequency 

security events, may lessen as emerging technologies provide more potential solutions, but only 

if those solutions are identified and implemented effectively. Similarly, opportunities to use UAS 

in security applications are growing along with the technology’s capabilities,10 but the pace and 

scope of adoption will ultimately determine the impact of this development on global R/N 

security. Failure to apply these innovations to nuclear security will leave material at unnecessary 

risk. 

In subsequent sections, we will argue that addressing these risks and opportunities in a 

way that maximizes the security of R/N material worldwide against theft or sabotage requires 

coordination across institutional and international boundaries to avoid information silos and 

ensure maximum awareness of both threats and opportunities. In particular, state regulatory 

bodies must incorporate technical assessments into their threat planning, and develop and share 

best practices for integrating novel technologies and techniques into operations at sites where 

r/n material is located or during transportation. Similarly, international engagement to develop 

common standards and performance-based metrics with which to assess technology-based risks 

could have a major impact in supporting nuclear security worldwide.  

International institutions’ role in strengthening approaches to emerging technologies 

Every country is responsible for ensuring the security of its nuclear materials and facilities, 
but countries are more effective at reducing risks if they work together. Multilateral and bilateral 
nuclear security cooperation leads to stronger nuclear security implementation. As the rate of 
technological evolution increases, this cooperation will become increasingly important. In an 
interconnected world, nuclear security threats, especially those involving emerging technologies, 
often cross international boundaries. What may originate in one country could easily result in 
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disruptions in another. Because of the interdependent nature of nuclear security and the use and 
response to emerging technologies, international institutions should play a central role as hubs 
for nuclear security capacity building, leadership and innovation. This cooperation can take place 
through several different modes.11  
 
International Atomic Energy Agency 
 

As the focal point for all multilateral nuclear security cooperation, the International 
Atomic Energy Agency (IAEA) should play a leading role in supporting states efforts to adapt to 
emerging technological challenges. The IAEA can offer support through implementation 
guidance, coordinated research projects, peer review, industry engagement, information and 
best practices exchanges, and in its support for legally binding agreements.  

The IAEA has already demonstrated how it can provide support for emerging technologies 
with its approach to cybersecurity over the last 20+ years. In 1998, the IAEA published a technical 
report on incorporating digital technology into nuclear power plants. The report identified that 
the incorporation of “modern” technology could improve productivity and safety while reducing 
costs. It also acknowledged that emerging digital technologies present new dangers to the 
nuclear sector.12 Since then, the IAEA has continued to support states as they have embraced 
digital technologies. INFCIRC 225 Rev. 5 emphasizes the importance of cybersecurity, stating 
“Computer based systems used for physical protection, nuclear safety, and nuclear material 
accountancy and control should be protected against compromise…”13 That same year, the IAEA 
printed a technical guide on Computer Security at Nuclear Facilities.14 The IAEA has also held 
nuclear security trainings for member states. 

The IAEA has also demonstrated that it has the ability to serve as an information hub 
during an emergent security crisis.15 During the COVID-19 pandemic, the IAEA encouraged its 
members to use the information-sharing tools it created to help operators learn from experience, 
including the International Reporting System for Operating Experience for nuclear power plants 
and the Incident Reporting System for Research Reactors.16 In April 2020, the IAEA created the 
COVID-19 Nuclear Power Plant Operating Experience (OPEX) Network to help operators share 
information and operating experience. The IAEA also organized a survey of how the pandemic 
was impacting nuclear regulators.17 These newly developed frameworks for information sharing 
could adapted to experiences with emerging technologies, and such a tool could be used for 
sharing best practices. 

Another potential multilateral information sharing and innovation tool are IAEA 
Coordinated Research Projects (CRPs). Even though the IAEA is recognized as the international 
authority and facilitator on nuclear related issues, the consensus process for decision-making and 
action is time consuming and can stymie important discussions among member states. Because 
of this, CRPs can play a role in developing and sharing scientific and operational understandings 
of the threats and benefits posed by emerging technologies in the nuclear security space. Similar 
CRP efforts centered on specific emerging technologies such as artificial intelligence or 
autonomous systems, or more broadly on guidelines for assessing a technological development’s 
impact on nuclear security or incorporating new capabilities into a nuclear facility’s security 
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posture, stand to provide valuable information for regulators and operators responsible for 
securing nuclear material. 

CRPs support coordination across multiple states through the investigation of a well-
defined problem, framing the member states as part of the solution and fostering higher levels 
of buy-in from the participating states. CRPs enhance understanding and awareness of emerging 
technology-related questions, building expert capacity within the member states, while 
promoting sustained cooperation among project stakeholders who worked together on a 
solution. 

 
Legally Binding Agreements 
 

The upcoming review of the amended Convention on the Physical Protection of Nuclear 

Material (amended CPPNM) is another potential opportunity for information sharing. The text of 

the amendment states that the conference should include a review of the convention’s 

implementation “in the light of the then prevailing situation.” Any such review should include 

discussions of some of the issues and technologies discussed in this paper, including detailed 

sharing of information on how states are approaching nuclear security. These reviews should also 

occur on a regular basis, a decision which some states have already endorsed.  Additionally, UN 

Security Council 1540 could serve as a platform for information sharing in this area. It has already 

held discussions on some emerging technology topics. 18 

Government Commitments 

Beyond addressing the technical risks presented by emerging technologies, nuclear 

security stakeholders face several structural challenges. The rapid pace of change in technological 

development compared to the implementation of effective guidance and regulations, the 

tendency against information sharing in the nuclear security field, and the ever-present need to 

address immediate threats all complicate the task of maintaining a forward-looking security 

posture that accounts for technological change.  

Effective policy development at the state level is a challenge even for the most advanced 

countries, which can be slow to incorporate new threats into their security plans and regulations. 

In the United States, for example, the threat the UAS pose to nuclear security has become more 

prominent as more unauthorized UAS sightings near nuclear power plants are reported19, but 

the US Nuclear Regulatory Commission (NRC) has not issued any requirement to date for 

licensees to defend against them, claiming that they do not improve adversary capabilities 

beyond current assessments. In fact, according to the NRC, security personnel “do not have 

authority to attempt to interdict or shoot down aircraft flying over their facilities,” including 

UAS.20 The developmental trajectory of UAS technology in particular, which now combines 

autonomous guidance and targeting with lethal armament21, demonstrates the need to update 

security guidance and capabilities in response to rapidly changing technological threats.  
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However, countries such as the United States that possess robust industry and research 

and development infrastructure can play a key role in helping the broader nuclear security 

community overcome these challenges. These states can identify and commit to best practices 

in assessing technological risks and opportunity, and in adopting new technologies into nuclear 

security planning. They can also proactively share key information with partner countries and the 

international community via technical meetings, workshops and collaborative research efforts.  

Developing an Analytical Framework 

States can begin by developing a technology assessment framework (or adapting an 

existing one) to capture technological maturity, time horizon for developmental milestones, and 

impact to nuclear security for those concepts and applications that qualify as emerging 

technologies. While such a framework tailored specifically to nuclear security does not appear to 

be available to the public, there are existing models that can be adapted. One such example is 

the US Department of Energy (DOE)’s Technology Readiness Level (TRL) a metric “used by many 

U.S. government agencies to assess maturity of evolving technologies (materials, components, 

devices, etc.) prior to incorporating that technology into a system or subsystem.”22 Although it is 

primarily used within the US government, the overall methodology for conducting TRL 

assessments is freely available to others and easily adapted to specific attributes of concern to 

nuclear security stakeholders. A TRL-like metric, accompanied by guidance on the key 

characteristics that compose each level, could be used to inform which technological applications 

pose a threat and which ones warrant a high priority for adoption by security forces. A similar 

scoring rubric, developed and populated through an interdisciplinary engagement process 

involving technical experts from industry and academia, could also help identify developmental 

milestones that are relevant to nuclear security practitioners. Such milestones include a 

technological application reaching consumer markets, key capability improvements, and the 

point at which it no longer possesses “emerging” characteristics.  

While horizon scanning and assessments of new technologies are not new practices and 

are ongoing across the nuclear security enterprise, a coherent emerging technology strategy 

requires that these activities be standardized and incorporated into binding regulations to 

significantly benefit nuclear security. In many countries with a nuclear fuel cycle, the primary 

regulator is responsible for maintaining a Design Basis Threat (DBT), a characterization of the 

adversary force that nuclear power plant licensees must be able to defend against.23 Updates to 

the DBT are often based on current threat intelligence, but linking it to a technical assessment 

such as the framework described above will help guard against the potential threats that these 

technologies present by mandating planning and action to mitigate them. While the specifics of 

any technical input into the DBT would likely be classified, committing to including evolving 

technology-based threats and sharing general guidelines for doing so would reinforce it as a best 

practice for nuclear security. The roots of this concept already appear in international guidance. 
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Assessing Threats 

Recognizing the key role of the DBT tool outlined in INFCIRC/225, the IAEA designed 

methodology and implementation guidance on how to design, administer, and assess a state 

DBT.24 Some emerging technology challenges like cyber security are mentioned, but no 

comprehensive approach is described.  NSS No. 10, however, does state that maintaining the DBT 

and keeping it up to date is in the purview of the state and will vary depending on the context.25 

Moreover, the document does provide examples of why a DBT would need to be updated and 

review. Justification includes significant changes to the threat environment, government policy, 

nuclear material related activities, and third-party review of the DBT.26 Any of these events could 

explicitly incorporate emerging technologies related triggers for the modification of the DBT. This 

guidance is further elaborated upon in other IAEA documents.27 

Apart from addressing technology-based threats, a comprehensive nuclear security 

strategy for emerging technologies must also guide the adoption of technologies that can aid in 

protecting material against theft or sabotage. However, technology adoption carries the risk of 

adding new vulnerabilities, and tends to be a slow process where critical infrastructure is 

affected.28 Balancing the potential security benefits of a new capability with the need for 

thorough assessment and testing ahead of implementation requires a broad range of resources 

and expertise. Executive-level bodies such as the National Science and Technology Council (NSTC) 

in the United States are well-positioned to coordinate research, development and 

implementation efforts across interagency boundaries, and solicit expertise from the academy 

and private sector in developing technology adoption strategies for the nuclear security 

establishment. Moreover, states can develop of strategies and guidance for adapting to rapid 

changes in threat environments by establishing pre-determined adaptable systems that adjust to 

elevated threats with corresponding pre-determined levels of additional nuclear security. 

 States should also proactively engage the international community in developing and 

implementing training courses, technical exchanges, and workshops that target technology-

specific issues as well as strategic approaches to emerging technologies. Best practice exchanges 

don’t need to be limited to IAEA initiatives. States could commit to including information 

exchanges on the challenges of adapting to emerging technologies as part of dialogue within the 

Nuclear Security Contact Group (NSCG). One of the important innovations stemming from the 

Nuclear Security Summit Process was the NSCG. The NCSG is supposed to meet “annually on the 

margins of the General Conference of the International Atomic Energy Agency, and, as may be 

useful, in connection with other related meetings” to discuss “a broad range of nuclear security-

related issues, including identifying emerging trends that may require more focused attention.”29 

States participating in the NSCG could create sub-group of the NCSG consisting of government 

and non-government experts focused emerging technology trends and their near- and long-term 

impacts on nuclear security. The sub-group would publish assessments to be shared with 

member states.  
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States, international organizations, and groups could incorporate emerging technologies 

into nuclear security-related exercises. The Global Initiative to Combat Nuclear Terrorism could 

include emerging technologies into its exercises. Nuclear Security Training and Support Centers 

or Nuclear Security Centers of Excellence could serve as international hubs for assessing 

emerging technology trends and for the research and development of emerging technologies to 

be incorporated into physical protection systems. Additionally, through international networks, 

professional associations, and expert gatherings, nuclear security practitioners could reinforce 

best practices on the development and maintenance of nuclear security threat assessments, 

design basis threats, and representative threat statements associated with emerging 

technologies. 

Conclusion 

 This workshop series helped to illuminate many of the challenges nuclear operators will 

face as they adapt to the rapid pace of technological evolution. Emerging technologies will 

continue to challenge those responsible for maintaining security for nuclear facilities. The risks 

posed by these technologies, however, can be mitigated through focused engagement by 

international institutions and national commitments to proactive nuclear security 

implementation.  
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