
STEP examines the intersection of WMD 
non-proliferation and trade by engaging 
partner countries with critical global trade 
ecosystems in identifying, analyzing, and 
securing supply chains involving “dual-
use” chemical / biological / radiological / 
nuclear (CBRN) materials. 

Stimson Center experts, in collabor- 
ation with trade analytics firm NTELX,  
interface with local public and private 
stakeholders in partner countries to  
“dissect” dual-use supply chains by  
mapping operational and information 
flows, convening critical government  
and industry stakeholders, and reviewing 
regulatory infrastructure. 

STEP helps governments and  
industry acknowledge the symbiosis  
between local trade and economic  
development, and global commitments 
under key nonproliferation mechanisms 
(i.e. UNSCR 1540). Through this in-depth 
analysis, STEP offers operational- and  
policy-level recommendations that 
strengthen supply chain security while 
enhancing trade efficiency.

Policy gaps, lapse enforcement, and 
vulnerabilities in supply chains can be 
exploited by bad actors for the illicit 
trafficking of dangerous materials,  
including “dual-use” items that can  
be used to develop weapons of mass  
destruction. These vulnerabilities  
can undermine countries’ abilities  
to effectively facilitate regional  
and international trade. 
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Caribbean 
JAMAICA 

In 2017, the STEP team along with the Caribbean 
Maritime University (CMU) and the CARICOM 
UNSCR 1540 Implementation Programme, studied 

the supply chain involving the import and export  
of HAZMAT-designated, dual-use precursor  
chemicals, which if not secured could be diverted  
to non-peaceful means including chemical weapons. 
After interviews with key representatives from the 
public and private sectors, the STEP team mapped 
regulatory gaps and operational inefficiencies in 
tracking dual-use items in the chemical supply chain, 
which in turn could negatively impact Jamaica’s 
ability to develop its manufacturing sector as part  
of its Global Logistics Hub initiative. Stimson and 
NTELX also developed a STEP curriculum for CMU 
to help educators teach the next generation of traders 
and maritime security specialists about the STEP  
principles and methodology. 

STEP SUCCESS



Southeast Asia  
PHILIPPINES 

Beginning in 2019, the STEP team partnered with 
the Philippine Strategic Trade Management 
Office (STMO) to develop operational maps, 

industry outreach resources, and inter-agency 
coordination strategies to implement the recently 
passed Strategic Trade Management Act (STMA).  
By providing these tools, STEP assisted STMO in 
executing plans to begin export licensing for the 
country. (Work on imports and transshipment  
are forthcoming.) Moreover, STEP facilitated  
dialogue among select government and industry 
representatives from the Southeast Asia region to 
consider recommendations and build consensus  
on strengthening linkages between security 
commitments under UNSCR 1540 and trade and 
economic development goals in line with the UN 
Sustainable Development Goals for the region.

These projects have received financial support from Global 
Affairs Canada and the United States Department of Energy. 

STEP SUCCESS

STEP  recognizes that supply chains handling dual- 
use items can be heavily bureaucratic and tightly coupled 
systems, making them easily exploitable by malicious actors  
in ways that could comprise security and trade, both locally 
and globally. There is often a perceived tradeoff between 
security and operational efficiency, namely that added security 
measures increase the burden on the overall system. 

STEP challenges this narrow perspective by working  
closely with public and private stakeholders to emphasize 
the following principles:

SECURITY REINFORCES TRADE 
Secure supply chains boost trade by increasing stakeholder / 
client confidence that cargo will not be sabotaged, diverted,  
or stolen.

SECURITY BEYOND THE PORT 
Actors within a supply chain must understand their respective 
roles and take responsibility for ensuring that cargo is secure, 
following relevant regulatory guidelines and maintaining  
operational efficiency.

KNOW YOUR SUPPLY CHAIN 
Stakeholders often have a narrow understanding of their  
duties, viewing their interests in isolation without recognizing 
how it impacts the rest of the supply chain. 

 

 
 

Awareness
Developing effective industry outreach  
about a country’s trade landscape for  
dual-use goods and how a company’s  
trade activities may be affected. 

Information
Knowing how trade data flows from  
companies or organizations are used  
and affect each other. 

Process
Understanding communication channels 
among government entities, especially  
between those responsible for economic  
and security affairs. 

Technology
Deciding when to use low-cost technology 
systems to help streamline awareness,  
information, and process as described above.

STEP FUNDAMENTALS                                                                            SHARED RESPONSIBILITIES                                                                          

These complementary skillsets, applied through a  
systems-design approach, give STEP its unique  
ability to create solutions that enable sustainable  
CBRN security impacts, and transform elements  
of the core trade information and organizational  
infrastructure to embed security into their processes.

STEP USES TWO CRITICAL PERSPECTIVES:  
Stimson’s policy, non-proliferation, and strategic trade  
expertise and NTELX’s technology, risk management,  
and operational implementation experience in the  
global trade space. 

MULTIDISCIPLINARY COLLABORATION                                                                          
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FOR DUAL-USE SUPPLY CHAIN  
SECURITY AND EFFICIENCY

Assistance programs to address trade security  
are often packaged as “templates” or “trainings,” 
generic in scope and narrowly targeted to particular 
stakeholders (typically regulators, customs, port 
security, etc.). STEP’s advantage is its customized 
and modular approach — it promotes fundamental 
principles that are easily replicable and implement-
able across countries with diverse needs and 
priorities. By engaging directly with government and 
industry stakeholders, STEP can better understand 
local challenges and opportunities, and socialize 
attainable and sustainable results in securing and 
managing CBRN supply chains. This ensures the needs 
of a partner country are being met, resulting in highly 
tailored policy and operational recommendations.

  STEP uses CBRN security and nonproliferation 
obligations to pave the way for improved supply 
chain productivity.

FOR MORE INFORMATION, PLEASE CONTACT:
step@stimson.org

Visit the Stimson Center website: stimson.org

SUSTAINABLE SOLUTIONS     


