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an informed national debate on US foreign policy and America's role in the post-Cold War era.  The Project
was co-chaired by Barry M. Blechman, Chairman of the Stimson Center, and Catherine Gwin, Senior Vice
President of the Overseas Development Council (ODC), and co-directed by William J. Durch of the
Stimson Center and David F. Gordon of ODC.  Project research staff include Todd Moss and Jolie Wood.

The project’s five main components included:

The Strategy Group.  Meeting at regular intervals throughout the life of the project, the Strategy
Group served as the core component of the project.  Composed of experts from disparate fields and
backgrounds (in research, public policy, the media, and business) from different parts of the country, the
group oversaw the project's research program and debated its results. 

Regional Workshops were held in Los Angeles, Austin, and Milwaukee to explore issues relevant
to those areas and to incorporate local perspectives, interests, and expertise.

Washington Foreign Policy Roundtable.  This series provided a forum for Washington area
executive branch and congressional staffers, researchers from think tanks and universities, and
representatives of private voluntary organizations to discuss important, foreign-policy-related issues.  It also
provided an opportunity for members of Washington's several foreign policy communities to share insights
and create new networks of communication.

Research.   Background papers were prepared by Strategy Group members, project staff and other
experts to supplement existing literature on topics such as the use of force, technology in foreign policy,
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1.1

 Steven R. Mann, “The Reaction to Chaos,” in Complexity, Global Politics, and National Security, edited by1

David S. Alberts and Thomas J. Czerwinski (Washington, D.C.: National Defense University Press, 1997), Ch. 6.  (Internet:
http://198.80.36.91/ndu/inss/books/complexity/ch06.html).
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Part One: Introduction

[T]he great Cold War struggle diverted us from the accelerating chaos, the true
dynamism, in the world and only now are we perceiving the scale of the global
challenges: in terms of environmental disaster, water shortages, climate change,
dysfunctional national cultures, and the breakdown of the nation-state.  The response
to this reordering is by no means complete...1

Six years after the collapse of the Soviet Union, Americans are living in a new world, and maybe even an emerging
new world order, but almost certainly not the one imagined when President Bush coined the phrase.  Technology-driven
change is rapidly reshaping the world’s economic, social, and political relations at a clip that threatens to outpace the ability
of economic, social, and political structures to cope.  An explosion of computer, communications, and transport capacity
undergirds the expansion of the global marketplace.  The same explosion is altering the context for U.S. foreign policy, in
some ways faster and more profoundly than at any time in the nation’s peacetime history, and its foreign affairs institutions
face unaccustomed pressures to adapt, and adapt quickly.  

This paper looks at four key areas—information, security, environment, and health—where technological change
is reshaping the lives of people and the contours of their society, and will have a profound effect on how the U.S. government
conducts its foreign policy business. The information and communications section looks at the implications of technology
for diplomacy, commerce, privacy, and transnational crime.  The next section examines military technologies and the
elements of what some are calling a “revolution in military affairs,” seen as the future of a profoundly status-quo oriented
set of institutions.  Technology and the global environment are included here because humanity’s raging success as a species
in the last 200 years—all of its plagues, wars, and famines notwithstanding—has been such that, within another 200 years,
we might succeed ourselves right out of business unless certain trends are halted and reversed.  Indeed, all the quarreling
tribes of humanity have vital interests in the health of the global commons, despite their competitive interests in the use of
its resources.  Finally, with rapidly evolving knowledge and technique, medicine and public health have beaten back
contagions that once routinely claimed thousands of lives, but they fight an uphill battle in a world where  people and disease
vectors roam the globe in growing numbers.  

A basic premise of this paper, captured in its title, is that technology-driven change, like most change, produces
simultaneous costs and benefits.  Reflexive technophiles and technophobes miss a significant part of the picture:  While
elements of the information revolution like electronic mail (e-mail) and the World Wide Web are helping to diffuse political
and economic power outward and down from central elites, other elements of the same revolution are giving greater market
power to fewer and larger corporate entities in communications and news production.  While modern medical technology
has made life better for millions in the last fifty years, poverty remains a barrier to better health for millions more.   Both
under- and overexposure to the tools of disease control, moreover, have encouraged the emergence of tougher, drug resistant
bugs both at home and abroad.

Balancing cost and benefit will be a key task of public policy, including foreign policy, as the pace of technology-
driven change accelerates.  One difficult but necessary task will be to find and maintain a balance between the
entrepreneurial impulse that drives the engine of innovation and wealth, and the egalitarian impulse that helps to bind
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 For further discussion, see Carl H. Builder, “Rethinking National Security and the Role of the Military,” RAND2

paper P-7943, October 1995.  Builder argues that, due in part to the information revolution, governments have increasing
difficulty promoting egalitarian ends by national policy instruments alone, yet the broader, global public policy instruments
that would be needed to restore the balance between the two tendencies do not yet exist and, indeed, have very little political
support among existing governments.  
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societies together.   One without the other produces either a society bitterly divided between the wealthy few and the2

miserable many or one bitterly united in uniform underachievement. 



2.1

 Air transport used less than half the energy per seat-mile in 1992 that it did in 1972.  Three quarters of that gain3

derived from more efficient turbofan engines, and one quarter from higher load factors on most flights.  See US Department
of Transportation, Transportation Statistics Annual Report 1995 (Washington, D.C.: USDOT Bureau of Transportation
Statistics), 60-61. 

 In early 1999, for example, a new fiber optic cable that is able to carry the equivalent of 120,000 simultaneous4

voice conversations will connect Europe with South, Southeast, and East Asia, and Australia. Alan Cane, “70 Nations Agree
to Lay Longest Undersea Cable,” Financial Times, 16 January 1997, 4.

 Brian Nichiporuk and Carl H. Builder, Information Technologies and the Future of Land Warfare (Santa5

Monica: The RAND Corporation, 1995), 11-13, 15-17.  See also "Survey of the World Economy: Making Waves,” The
Economist, 28 September 1996, 8.

 For maps of global connectivity that are updated periodically, log onto the Internet Society’s page at6

http://info.isoc.org:80/images/.  For good definitions of what is and is not part of the Internet, see John S. Quarterman and
Carl-Mitchell Smoot, “What is the Internet, Anyway?” at http://www.mids.org/what.html, or Jack Rickard, “Internet
Architecture,” Boardwatch Magazine (fall 1996), also  http://www.boardwatch.com/isp/fallisp/ARCHI.HTML.  

 Data derived from Robert H. Zakon, Hobbes’ Internet Timeline v3.0, an online document hosted by the Internet7

Society (http://info.isoc.org). For a count of Internet hosts from August 1981 through January 1997, see the Net Wizards
page (http://www.nw.com/zone/host-count-history).  For a count comparing US and non-US hosts and their respective rates
of growth, see Matrix Information and Directory Services (MIDS), at http://www.mids.org/prdomreg.html.  Current
measurement tools do not directly count numbers of users or their rates of usage, Net-wide.  Such data remains scattered
among thousands of host sites. (ftp://nic.merit.edu/nsfnet/statistics/history.hosts. Downloaded 26 September 1996.) 
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Part Two: Information and Communications

Twenty-five years ago, international communications were conducted by personal visit, postal mail, voice telephony
costing several dollars a minute, text-only cablegrams, or very slow facsimile.  Frequent visits, faxes, and cables were
affordable only to governments, corporations, and wealthy individuals.  Today, although commercial flight speeds are no
greater than a quarter-century ago, passenger fares have plummeted in real terms, as international transport has become more
efficient, opening international travel to large segments of humanity.   The cost of overseas voice calls has fallen below one3

dollar per minute in current dollars and to just pennies in 1972 dollars, as satellite and fiber optic connections open up
bandwidth.   Individuals can send “e-mail” to any online address in the world for the cost of the local Internet connect time,4

partly because the cost of computing has been falling at thirty percent per year in real (inflation-adjusted) terms for about
two decades, so that computing power is only one-hundredth of one percent as costly today as in the early 1970s.  The cost
of computing is expected to continue dropping for at least two more decades, by which time a machine costing the same as
a present-day Pentium will have one million times its computing capacity.    By 1996, in all but a handful of countries it was5

possible to acquire at least e-mail connectivity to the rest of the world, at least in major urban areas.   The number of Internet-6

connected computers (or “hosts”) expanded globally to about 16.5 million as of January 1997.  Forty percent of them linked
up to the Net only in the previous 12 months.  The number of World Wide Web sites passed the one-million mark in the
spring of 1997, growing at a rate of 100,000 sites per month.  While the United States continues to be the dominant
geographic location for Internet hosts, non-US-based sites are also proliferating.  7

Net surfers’ ability  to plug into any point on the globe that has an unrestricted Internet Protocol (IP) address makes
possible the creation of virtual communities of interest, the sociological and political implications of which are hotly debated
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 See, for example, Lawrence E. Grossman, The Electronic Republic: Reshaping Democracy in the Information8

Age (New York: Penguin Books, 1995); or David Bollier, rapporteur, The Information Evolution: How New Information
Technologies are Spurring Complex Patterns of Change, report of a conference on the Impact of Information Technology,
Aspen, Colorado, 6-9 August 1992 (Washington, D.C.: The Aspen Institute, 1993).  

 The MIDS “Internet Weather Report” tracks communications latencies and transmission disruptions (or “storms”)9

on the “Matrix,” which MIDS defines as the Internet plus email networks. Internet: http://www.mids.org/weather.  China
is making every effort to restrict global Internet access within the country, funneling international access through six
designated gateways and limiting the available bandwidth.  A politically controllable domestic network, Chinanet, is offered
instead.  (An English-language promotion for Chinanet can be found at Internet: http://pc21.com/pc21chnt.html.)  

 On foreign assistance, see David F. Gordon, Catherine Gwin, and Steven W. Sinding, What Future for Aid? FPP10

Occasional Paper No. 2 (Washington, D.C.: The Overseas Development Council and the Henry L. Stimson Center,
November 1996).  On foreign direct investment, see Benjamin J. Cohen, “Phoenix Risen: The Resurrection of Global
Finance,” World Politics Vol. 48, No. 2 (January 1996), 268-296.  On the adaptation of businesses to online commerce, see
Steve Lohr, “Business to Business on the Internet,” The New York Times, 28 April 1997, D1.
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both on and off the Net.   Indisputable, however, is the Internet’s utility for the distribution of specialized information, for8

which it has long been used by US academics and other researchers.  As users come increasingly to expect to find such
information on the Net, providers will feel increasingly compelled to put it there.  For non-profit, non-governmental
organizations, the Net represents a cheap and effective way of offering content to a potentially global audience.  The audience
has to know where to look, and must find useful and reliable content when it does look, but demonstrated utility quickly
generates cross-links from other sites.

For sites oriented toward international issues, such links are likely to cross national and regional boundaries, since
the marginal cost of a link across the sea is currently the same as that of a link across town.  Indeed, until service providers
figure out a way of billing for mileage, proximity on the Net will be more a function of transmission delays (or “latency”)
and reliability of data transfer than a function of geographic separation. By such measures, Antarctic research stations are
currently “closer” to North America than is Brazil, and China is much farther away than Taiwan.   9

While the Internet is bringing a world of interactive information and commerce into American homes for the first
time, the business and financial worlds have been linking up globally for decades and the linkages are rapidly growing denser
as the pace of interaction accelerates.  Rapid communications and electronic funds transfers have created huge global
markets.  Foreign currency exchange has been expanding at a rate of thirteen percent a year in the 1990s, with a total daily
volume ($244 billion in US markets alone in 1995) that dwarfs any government’s foreign exchange reserves.  As mutual
funds and other large institutions have moved into overseas securities and other portfolio investments, the private sector’s
impact on economic development has, dollar for dollar, swamped public sector aid.  Governmental assistance and World
Bank programs do still help developing governments open up their markets and adjust to outside demands on economic
management, but the market and private foreign direct investment are the engines of growth.   (For further information on10

new actors in the global marketplace, see the annex to this paper.)

Diplomacy in the Information Age
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 For a wide range of views on the future of diplomacy in the information age, from semi-traditional to libertarian,11

see papers and proceedings of the April 1997 conference on “Virtual Diplomacy” sponsored by the US Institute of Peace,
available at http://www.usip.org/oc/virtual_dipl.html. 

 Jim Larocco, “Embassy Tel Aviv,” in Mary Locke and Casimir A. Yost, eds., Who Needs Embassies?12

(Washington, D.C.: Georgetown University, Institute for the Study of Diplomacy, 1997), 51-52.

 By 1995, virtually the entire State Department was hooked into e-mail, and was looking to add other foreign13

affairs and defense agencies.  The Foreign Agricultural Service and the Foreign Commercial Service, headquartered in those
departments, not State, maintain separate email systems for communicating with their overseas legates.  (See Jim Anderson,
“Chugging Up the Onramp of the Info Interstate,” Foreign Service Journal (March 1995), 34.)  It goes without saying that
the Defense Department and the intelligence agencies have had independent overseas communications links for decades.

 Roughly 2.5 million cables and 25 million e-mails reach Main State from the field every year, or roughly 6,50014

cables and 65,000 e-mails per day.  (Tim Zimmermann, “The Twilight of the Diplomats,” US News & World Report, 27
December 1997.
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Information technology is changing the way diplomacy works and, in the process, changing the diplomatic
establishment.   At the most basic level, automated processing of visas and other documentation can help US consulates11

process growing demand with the shrinking workforce that reduced budgets necessitate.  E-mail and other channels for the
electronic dissemination of classified information will eventually result in the elimination of costly, dedicated
communications centers in US embassies abroad, along with the technicians who have operated them, while giving
embassies 24-hour ability to communicate with Washington.   On the other hand, where there used to be just one or two12

secure channels of communications back to Washington, with cables coordinated and approved at the highest levels of the
embassy, there are now multiple channels back to Washington operated by each of the 40-plus agencies that may be part
of the embassy “team,” the better to manage Washington’s interagency squabbles in the field.   Foreign Service officers13

posted abroad maintain classified e-mail contact with their counterparts at Main State. Although such connections could be
used, in theory, to raise dissenting voices, they are frequently used to vet draft cables with the country desk in Washington,
so that what was once independent reporting from the field now builds-in the views of the home office. A technology that
promotes new channels of communication everywhere is used, in this case, to help reinforce conformity and central control.

Such usage highlights the fact that, while the information revolution may be changing the environment for
diplomacy, thus far technology is being bent to the will of the State Department’s prevailing organizational culture more than
State is being altered by trends in technology.  This was the prevailing sentiment at a recent working group convened by the
Stimson Center’s project on Advocacy of US Interests Abroad, where speakers stressed that, since increasing amounts of
open-source information are becoming available on topics of interest to embassies’ political and economic officers, their
role should shift from gathering data and reporting on events to the analysis of events and the provision of context and
understanding.  In this role, they would help decision makers sift through conflicting data reported by the media, and help
to reduce information overload at headquarters, instead of adding to it.  14

Thus far, working group members argued, State’s organizational culture doesn’t take information technology
seriously, that is, it views information technology as an administrative tool and a tool for point-to-point written
communications.  But its information management system grew out of the office of diplomatic security, which considered
long-distance communications a chink in the country’s armor that the bad guys could exploit, and so security became (and
remains) the primary consideration in diplomatic communications, not flexibility, innovation, or access to third party nets.
The system’s minders resist weakening the firewalls that fence off State’s communications networks from the unclassified
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 Examples of the Internet as propaganda battleground can be found by pointing to15

http://www.netiran.com/news/IRNA/ or http://www.IranOL.com (“Iran On-Line”) for the views of the current Iranian
establishment, or to http://www.iran-e-azad.org/english/index.html, the home page (English version) of the Europe-based
National Council of Resistance of Iran.  

 Working Group on US Representation Overseas, Meeting on the Role of Embassies and the Impact of High16

Technology, Washington, D.C., 24 July 1997.  Proceedings will be posted on the website of the Project on Advocacy of US
Interests Abroad (http://www.stimson.org/ausia).

 Doug Jones, “Embassy Bonn,” in Locke and Yost, 105.17

 Jim Larocco, “Embassy Tel Aviv,” in Locke and Yost, 41.18
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world of the Internet, wary of intruders and disinformation.   As a result, State Department officers who wish to tap into the15

Net to see what their foreign counterparts have posted that day, or to see what they are reading on the news pages, must do
so on standalone machines: not impossible but not very efficient, as anyone who has had to share a keyboard and screen with
several colleagues can attest.  However, as the Net grows in information density, this will become a less and less feasible
make-do solution, and State will face a choice between buying second computers, modems, and phone lines for each of its
officers, or integrating unclassified applications and Internet access into an upgraded information system.   16

But what officers in the field can read on their Internet screens can be read just as well by officers in Washington
or by regional specialists in the intelligence agencies, because the Net makes available the same information without regard
to the physical location of the requesting workstation.  So then the question becomes one of value added by people on the
scene.  This occurs in a number of ways.

First, as the information density of the Net increases, one working group member suggested, the need for face-to-
face meetings to conduct important diplomatic (and commercial) business will not go away.  Teleconferencing will prove
no substitute for personal negotiations.  But more and more information will need to be assimilated before engaging in such
meetings, to demonstrate currency and to prevent blind-siding, in a kind of information arms race.  Should that information
be gathered and digested in the field or back home, for transmittal to the field? Veteran diplomats argue that there is no
substitute for first-hand sense of the local situation.  

Second, in some instances, notably in Germany, foreign ministry officials will only deal with the diplomats
accredited to embassies on their own soil.  Faxes and other attempts at direct capital to capital communications are returned
to the relevant embassy for “translation” into German and retransmission through proper diplomatic channels.   In such17

cases, the value of the embassy is obvious: the need for its presence is politically and procedurally rather than technically
based.  

Third, people on the scene can serve as information smoke jumpers, verifying or debunking local events for
Washington in time to answer press queries at the daily noon (Washington time) press briefing.  Their detailed knowledge
of the current local situation can put inflammatory press coverage in context.   18

Public Diplomacy at Home

While the information highway is making inroads into traditional diplomacy, it also allows government foreign
affairs agencies to provide information to the US public (as well as to international audiences that tend, disproportionately,
to be made up of other countries’ elites) in a way that has not been possible before.  Agencies traditionally have generated
reams of prosaic hardcopy documents whose format said, “put me down,” and finding public documents used to require a
trip to a designated government depository library.  Document availability was subject to lengthy printing and distribution
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 This new approach to “customer service” is also a product of the Reinventing Government initiative of the last19

few years.  See, for example, Albert Gore, Jr. The Best Kept Secrets in Government: National Performance Review,
September 1996 (Washington, D.C.: US GPO, 1996), and http://www.npr.gov. 

 To investigate, look up http://www.state.gov, http://www.usia.gov, or http://www.un.org. See also the20

comprehensive federal and international resource site provided by the University of Michigan library system
(http://www.lib.umich.edu/libhome/Documents.center/).

© 1997, The Henry L. Stimson Center

delays.  Speeches, news releases, and other “mimeographed” items once were available only to the press who covered an
event; later, they reached those on the agency’s broadcast fax distribution list.  Now, astute agencies can immediately upload
materials to the Web and connect with anyone who is trolling for the sorts of data they produce.  The visual orientation of
the Web and the need to attract users who are accustomed to flashy private sector sites also mean that agencies have had to
attend to marketing their wares in more visually appealing and useful ways.   19

As more and more Americans hook up to the Web, and more schools incorporate Web searches into their civics
classes, government may literally take on a whole new look to its citizens.  They can get a better idea of what it does for
them—in particular, the information and services that it generates—without having to wend their way through layers of
bureaucracy or reams of newspapers to do it.  From the agency’s standpoint, the distribution costs of materials loaded onto
the Web, while not zero (Websites must be efficiently and attractively set up, and constantly updated), are vanishingly small
compared to hardcopy output.  As connection speeds increase, even larger reports are increasingly convenient to download
and view in finished form.  

Databases too large to download conveniently now may be available in CD-ROM format.  CD’s are stable storage
devices that are cheap to produce and mail.  They replace bulky reels of magnetic tape—that is, something readable only
by people with access to corporate or collegiate computer centers—with something accessible by desktop and laptop
computers anywhere.  Thus they promote data democracy.  Cds or their successors will not soon supplant printed materials
entirely because printed text remains a more durable and universal archival material.  But for general distribution of large
amounts of public data CDs are cheap, convenient, and easy to store.

The State Department, US Information Agency (USIA), and other foreign affairs offices and departments are among
those recognizing these opportunities for low-cost data distribution, public education, and constituency-building.   While20

their websites are accessible from anywhere in the world, and are thus adjunct diplomatic tools, they are equally accessible
domestically.  For domestic and foreign audiences alike, and for a modest investment, the Net promises to extend the reach
and potentially raise the visibility of all the international affairs agencies.  

Issues of Privacy and Public Order

The information revolution is raising new versions of old questions about privacy, free speech, and public order,
from pornography to wiretapping, as technologies with global reach invade what used to be domestic policy issues.  Some
people who are otherwise strong advocates of open markets and maximum private initiative take a quite different approach
to the Internet, partly because its global marketplace reaches directly into the home without being readily subject to policies
designed to promote truth in advertising, consumer safety, environmental protection, even public morality.  The Internet’s
purveyors may be anywhere and anyone with a computer, a modem, and an Internet account, and they may sit beyond the
reach of domestic law.  Efforts to curtail Internet content, such as the Communications Decency Act of 1996, have run into
roadblocks in the courts.  (The Supreme Court invalidated key elements of the Act in July 1997.)  

Cryptography and Security
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“how_about_them_bulls” do not provide much security.
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But privacy and public order concerns need not clash.  Indeed, as a far-reaching report from the National Research
Council argued, what serves the interests of one often serves the other as well.  The report focused on the role of
cryptography in public policy and national security, but its analysis shed light on many aspects of the information revolution’s
impact on privacy and order.   21

Encryption technology is making surveillance of electronic communications more difficult as electronic data streams
come to be protected by essentially unbreakable codes.   For many years, the US government prevented the export of so-22

called “strong encryption” technology and argued for an approach known as “key recovery” to ensure that law enforcement
agencies would always be able to tap into and make sense of data streams suspected of supporting criminal activity.   But23

US policy hampered US companies’ ability to match foreign competitors’ offerings of strong encryption to their customers.
The export ban was relaxed somewhat by presidential executive order in October 1996 but only for firms that promised to
participate in developing a key recovery system.   24

Given less attention until recently was cryptography’s potential to protect legitimate personal and proprietary data,
reduce electronic industrial espionage, and protect critical information systems from unauthorized use or disruption,
possibilities that are now sources of growing concern in official quarters.  As modern society becomes ever more integrated
through networks of information and finance, it becomes more vulnerable to the disruption of those networks, from banking,
to air traffic control, to the Internet itself, that may originate from any point on the planet.  25

Dealing with Organized Crime
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The NRC study weighed the merits of tapping organized crime against the merits of making it harder for criminals,
terrorists, and joy riders to steal from and to disrupt society at large, and came down heavily in favor of the latter protections.
It concluded that US policy should support the broad use of encryption technology by all legitimate elements of US society.26

Supporters of strong encryption were further heartened in March 1997 when the Organization for Economic
Cooperation and Development (OECD), to which all industrial countries belong, issued its new guidelines for national
cryptography policy.  The guidelines favored strong encryption and were much less assertive about the “key recovery”
approach than the United States, France, and Britain would have preferred.   27

Looking beyond the current cryptography debate, some analysts worry that transnational organized crime will be
the principal nemesis of peaceable society in the 21st century.  One analyst directly associates its rise with the computer
revolution and the challenge that information technology poses not just to law enforcement but to national sovereignty.28

Just as countries are finding it difficult to control their physical borders—illegal immigrants and drug running are near-
universal problems in the industrial world—they are finding it even more difficult to protect their “fiscal borders,” as
electronic cash sloshes around the world, and their “information borders,” as data come and go globally at the click of a
mouse button.  Buried, for example, in the two trillion dollars that moves around the world each day in wire transfers is a
steady flow of laundered cash from narcotics and other illegal transactions.   Controlling ill-gotten cash that returns to the29

country after hop-scotching through several foreign banks is particularly difficult.  Effective enforcement requires these
banks’ cooperation in tracing the custodial histories of the funds they handle, but some of these institutions operate in
countries whose financial solvency depends upon laissez-faire banking regulation, making cooperation problematic.30
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Policy Implications of the Information Revolution

Technology alone would not have been enough to spawn the kinds of international connections that have been made
in the last twenty years, and especially those of the last three or four.  Technological change was spurred on by and in turn
accelerated the opening up of national markets to local and international competition, including the relaxation of
governments’ close holds on telecommunications.  The same spirit of openness and enterprise has percolated, in many cases,
into the political sphere, stimulating the activities of thousands of grass-roots organizations in micro-enterprise development,
population planning, public health, training in how to build political parties and run election campaigns, human rights
monitoring, and conflict resolution.  Most of them, with increasingly modest investment, can maintain information lifelines
with similar groups worldwide.  They no longer work alone.

Official policy complements the activities of the private sector, opening the doors, running interference, and
otherwise helping to provide a level and stable playing field, free of governmental aggression, on which the above sorts of
activities can evolve.  Government agencies are beginning to grasp the need to adapt their operations to the new information
technologies, and to see them as allies, not enemies (with some exceptions).  The new technologies offer a way to make
America’s case, inexpensively, to elites abroad who are jumping onto the Net in growing numbers.  At home, in a time of
declining budgets, it offers a way to interact with a public that may otherwise deal with the international affairs agencies only
to get a passport or clear customs, a public that has been trained by its media to respond only to large, impending threats and
is thus now indifferent to foreign policy.  

The cost-to-capability ratios on the information highway seem to be nowhere near their efficiency limits, but
bandwidth-hungry applications routinely soak up new computing power as soon as it hits the market.  This keeps the real
cost of joining and pacing the communications revolution fairly high, and potentially out of reach for large segments of even
the wealthiest societies.  As William Mitchell, Dean of the School of Architecture and Planning at MIT, puts it:

It is pleasant to imagine a nation of networked Aspens and cyberspaced Santa Monicas peopled by
convivial, bicycle-riding locals, but the obvious danger is that such restructuring will instead produce
electronic Jakartas—well-connected, well-serviced, fortified enclaves of privilege surrounded by
miserable hyper ghettoes, where investments in information infrastructure and appliances are not made,
electronically delivered services do not reach, and few economic opportunities are to be found.  The poor
could be left with the obsolete and decaying urban infrastructure and isolated rural settlements that the
more privileged no longer need.31

Taking a step in the right direction, the US Federal Communications Commission (FCC) recently promulgated rules
implementing the Telecommunications Act of 1996 designed to facilitate universal access to high-speed communications,
if not by every individual, then at least by every school and public library.   American initiatives in the World Trade32

Organization have aimed at similarly opening up competition in telecommunications abroad, where there is, in many places,
a long tradition of public sector monopoly that evolved out of national postal services.  A combination of market principles,
economically less heavy-handed and politically more accountable governments, and new technologies may enable some
countries that barely knew the twentieth century to move smartly into the twenty-first.   If those left behind become angry
enough to look for ways to pull the plug on their elites, the result will be what is known, euphemistically, in humanitarian
relief and intervention circles as a “complex emergency.” If issues of equity are left out of the information revolution and
the development it brings, expect to see a lot of such emergencies.  
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Part Three: Military Technologies

Over the last four decades, the American defense establishment built a military machine second to none (although
hand wringing about Soviet capabilities, come budget time, was customary).  Since the end of the Cold War, its force
structure and budget have been reduced, but not changed in any fundamental way, with the possible exception of a much-
reduced emphasis on nuclear weapons and nuclear war.  It remains primed to fight conventional wars in Korea or the Persian
Gulf, and heavy forces remain stationed in Europe, where the North Atlantic Treaty Organization has voted to admit three
new states, all former members of the Soviet-led Warsaw Pact.  In another venue, the Foreign Policy Project weighed the
purposes of American fighting forces in the new era.   Here, we weigh the implications of changing technology for33

America’s military and America’s security interests. In brief:  

C  military analysts have written a lot about a technology-based “revolution in military affairs,” but the services have
not behaved as though revolutionary change is their top priority, perhaps because the revolution entails not just
changes in hardware and operations but changes in the basic philosophy of battlefield command and control, where
the concepts of “complexity theory” are making inroads; 

C  many technologies behind the would-be revolution are “spin-ons” from the rapidly-changing civilian market, and
are thus available to potential adversaries as well—not just other states but the world’s mafias, militias, and
mujahedeen; and, finally, 

C there is the risk that even more deadly technologies, for weapons of mass destruction, may fall into the hands of
such groups.  

The Revolution in Military Affairs

The United States has traditionally preferred to wage war with firepower rather than people.  That is, in historian
Russell Weigley’s apt phrase, “the American way of war.”  Its emphasis on military hardware over the past three decades
has shifted, however, from quantity to quality, from massed air raids and artillery barrages to small numbers of aircraft,
mobile artillery, and missile launchers that send precision-guided weapons to destroy even deeply buried and hardened
targets.  In the works to back up these brilliant weapons are technologies of intelligence, surveillance, communications, and
information designed to find and track targets, communicate their whereabouts, and transmit not only guidance data but
“situational awareness,” or dynamic pictures of an evolving battlefield.  The same explosion in computing power and
software sophistication that is building the Internet also made these elements of the emerging “revolution” possible. 

The Impact of Information Warfare  

The growing reliance of modern militaries on electronic networking and data transfer has spawned growing interest
in and meetings on “information warfare,” a term that encompasses virtually any activity that involves the use, distortion,
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denial, or protection of the information a military needs to function.   The goal of much military information warfare is34

“dominant battle space knowledge” that  can be used to out-wit, out-maneuver, and out-fight an adversary.   National35

Defense University analyst Martin Libicki and others argue, however, that distributed information systems may change the
look of air/land battle so radically that the era of “platform-heavy” warfare (tanks, fighter-bombers, and other equipment
designed to arm and protect humans carried directly into battle) is essentially over, after an 80-year run.  The face of battle
will change from a “few complex items” such as tanks and fighter bombers to “many simple items” (sensors, smart mines,
smart missiles) that are networked together by computers and software into a “mesh” (Libicki’s term for the resulting
network of objects, intelligence, and datalinks) that literally overlays the battlefield, giving remotely-located control centers
the ability to direct firepower to specified locations at will.  36

War on such an electronically monitored battlefield would less resemble Operation Desert Storm than it would a
slow game of chess, or a siege, with either side probing for weaknesses with Special Forces units while attempting to hide
their own moves and thus preserve surprise.  The result would be a contest of “pop-up” engagements that just as quickly
subside.  Commanders might see such engagements as they happen, but not necessarily be able to predict them, because
adversaries will make every effort to hide or mask their capabilities.  The result would be what Eliot Cohen calls “tactical
clarity...at the price of strategic obscurity.”37

Coping with Complexity  

The consensus among scientists is that all human endeavors, indeed, all living organisms, exhibit the properties
of what are called “complex adaptive systems.”  These include:

C parts or agents that self-organize their behavior into an orderly whole that is continually changing (or
“emergent”);
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C adaptation to, indeed, “co-evolution” with their external environments in a pattern of “punctuated equilibrium,”
where lengthy periods of stability may be disrupted by sudden, large changes;

C the power of minor events to trigger major change (that is, the relations between elements of the system, or
between the system and its environment, are non-linear); and 

C end results that are sensitive to initial conditions (change the starting point a little, change the result a lot).  38

The non-linearities and uncertainties in complex systems are what make them fundamentally different from
machines.  Most machines are designed to produce the same outcomes from the same inputs, utterly reliably, time after time,
and to react linearly and predictably to changes in input (double the input, double the output).  Complex systems do not react
that way.  They straddle the line between stability and chaos, unstable yet not out of control, like a nimble jet fighter, whose
natural instability contributes to its  maneuverability.  In the same way, a complex system’s instability lets it react quickly
to environmental stimuli (both threats and opportunities). 

If military organizations and the wars they fight are re-visioned not as machines but as complex systems, what does
this mean for the “revolution in military affairs”?  The old command hierarchy is now to be thought of as a “system of
systems,” each one plugged into and grazing from multiple levels of a more or less common data network.  Limiting the flow
of unwanted clutter is the task of “data fusion” and, eventually, of expert software systems and “agents” that will scout the
virtual world for operational information relevant to their biological masters.  Observing the “system of systems” in its
operational infancy at work in Bosnia, Col. Kenneth Allard judged it a “system of kludges,” made to work only by constant
seat-of-the-pants innovation by clever people in the field.  39

Because Marine Corps consultant John Schmitt sees war as a fundamentally uncertain and uncontrollable evolution
of events, it is a “dangerous delusion,” in his view, to believe that information technology will “blow away the fog of war”
and permit dominant battle space knowledge of a sort that renders warfare predictable.  A battlefield commander controls
a battle, he argues, no more than a kayaker controls the rapids she is running; both are in the business of coping with forces
much larger than themselves.  Instead of top down, authoritative micro management, the goal in battle should be “mission
command and control,” giving objectives to subordinates who achieve them in detail as conditions on the ground dictate,
coordinating and synchronizing their actions locally with other units, while providing feedback to higher ups about what’s
going on in the weeds.  40

The war of the coping commander and the war of the all-seeing eye reflect very different conceptions of modern
battle that may reflect, in turn, the tasks and techniques of the Army and Marines, on the one hand, and the Air Force and
Navy, on the other.  The former see battle close up, the latter generally do not. Whose revolution in military affairs is likely
to take place, the grunt’s or the pilot’s?

Michael Mazarr argues that, at the rate things are going, neither one will come to fruition, because military leaders
have opted to protect force structure at the expense of research and modernization, and continue to stress large, traditional
platforms like tanks, fighters, and destroyers when they should be seeking other, lighter, stealthier, or smarter (robotic)
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equipment.  Force structure, in his view, should be cut another 25 percent and a whole generation of platform procurement
skipped, allowing the services to leap directly from the technologies of the 1980s to those of the 21st century.   41

Whether such a strategy produces a true revolution in military affairs depends in part on whom the United States
plans to fight.

Facing Up to “Low Intensity” Problems  

Although it is certainly too soon to declare major interstate war obsolete,  the prospects for war in the developed
industrial world now seem quite limited.  Strong norms have grown up against seizing territory by force as industrial states
have democratized, as their economies have become ever more interdependent, and as things of great value are less closely
tied to territory.  Indeed, they may not even be things, that is, the greatest value may now reside in information and know-
how, not agricultural land, or mineral resources, or even steel production.  This is not to say that countries will be throwing
open their borders anytime soon (at least, not on purpose) or auctioning off their territory, but to suggest that seizing more
land, in most cases, no longer pays dividends.  

Indeed, in some cases, holding onto territory against determined local opposition may be almost as costly as trying
to gain more.  The rebellion against Russian rule in Chechnya, for example, demonstrated as clearly as the wars in Vietnam
and Afghanistan before it that intense, ethnic or religious nationalism is every bit as powerful a tool as an armored division,
if it has effective leadership and a supply of basic, not necessarily sophisticated, weapons and the local terrain offers cover.
If basic elements of information warfare (night vision, GPS location gear, encrypted communications) were added to that
mix, the balance of power could swing against an intervening “outsider.”  The Chiapas rebels in southern Mexico, for
example, used electronic access to the outside world to rally outsiders to their support, truncate Mexican army operations
against them, and improve the army’s human rights behavior. 

While some developing regions of the world retain substantial rural populations, all regions are rapidly urbanizing.
Not very far into the next century, the great majority of humanity will live in and around urban areas.  A “mesh” thrown over
a city would prove much less useful than one deployed in the bush: people and movement are everywhere, even smart remote
weapons would have difficulty telling civilians from combatants.   As urban guerrillas have a penchant for using civilians
as shields, the problem becomes even more complicated.

John Arquilla and David Ronfeldt looked at the cellular, interlinked, structures of many guerrilla forces, organized
crime syndicates, terrorist groups, and private militias that use a mix of low and high technology and dubbed their activities
“netwar.”  They consider netwar a potential foe not only of conventional military expeditions but of modern society.42

Potential future adversaries of American forces, they argue, will try to avoid facing US power directly.  They will use
whatever unconventional means are at their disposal, including terrorism against US interests far from the battlefield—yet
another reason to look hard at the relative vulnerability of domestic power, transport, and communications networks.  43

Weapons of Mass Destruction: Issues of Diffusion and Control
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In parallel with the revolution in conventional military affairs, an evolutionary process is also underway.  The
technologies of nuclear, chemical, and some types of biological weapons of mass destruction (WMD) have been in the
intellectual marketplace for more than a half-century.  Significant arms control measures are whittling away at states’ use,
possession, and development of all three classes of these weapons.  But even as treaties constrain governments, there is still
dangerous potential for motivated non-state actors to gain access to such weapons or their components.

Nuclear weapons are so closely associated with the Cold War that its end has more or less ended public anxiety
about them. Yet most of the warheads and virtually all of the fissile materials created during the Cold War still exist, and the
ailing strategic forces of the Russian Federation seem to have increasing difficulty maintaining either effective nuclear
materials security or effective command and control of current nuclear forces.   In early 1995, an errant Norwegian sounding44

rocket triggered Russian early warning systems and sent an alert to President Boris Yeltsin.  In early February 1997, then-
defense minister Igor Rodionov warned that Russia’s nuclear command and control system was severely underfunded and
falling into disrepair; he later denied, on a visit to Washington, that anything was amiss.  A CIA report the previous fall
concluded that the Russian nuclear forces control system was safe enough under normal conditions, but that launch authority
and capability was sufficiently distributed to make any political crisis that factionalized the Russian military extremely
dangerous.   45

To reduce the risks of accidental or unauthorized launch of nuclear systems in such crisis situations, Brookings
analyst Bruce Blair has argued that all strategic forces should be taken off alert and warheads should be stored separately
from launch vehicles.   Accidental launch of nuclear-armed forces then would be impossible and unauthorized use would46

be much more difficult.  

Taking all strategic nuclear forces off line would present political problems for Russian leaders, however.  Since
Russian conventional forces are in such miserable shape—having been drubbed severely by the Chechen
separatists—nuclear forces are one of the sole remaining symbols of Russia’s great power status.  They are, unfortunately,
very dangerous symbols for anybody within range, which includes all but the ten percent of humanity living in Central or
South America, South Africa, Australia, or New Zealand.  

Former Soviet President Mikhail Gorbachev requested US assistance in dismantling Soviet nuclear arsenals, and
the United States responded with a Cooperative Threat Reduction (CTR) program, initially managed by the Defense
Department.  Since 1996 it has directly involved the Departments of State and Energy (DOE) as well.  State oversees two
International Science and Technology Centers, which provide funds for non-military-related projects for some 5,000 Russian
nuclear scientists, to reduce the likelihood of unpaid scientists trading knowledge on the black market or offering their
services to rogue regimes.  DOE oversees program elements dealing with security of fissile materials.  
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 Robert Taylor, “All Fall Down,” New Scientist, 11 May 1996, 32-37.  An international ad hoc group of50

government experts has been meeting to determine potential bio-weapon verification measures in what has come to be
known as the VEREX process.  For discussion (and a good introduction to modern biology and its implications for weapon
development), see Malcolm Dando, Biological Warfare in the 21st Century (New York: Brassey’s, 1994), 158–179.

 While seven in ten Americans think there is a chance “that terrorists could use a nuclear, chemical, or biological51

weapon to attack a US city,” a majority do not worry about it very much. However,  roughly the same number think that anti-
terrorism laws should be strengthened, and believe this could be done without sacrificing civil liberties, suggesting that the
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Since fiscal year 1992, the United States has committed roughly $1.6 billion to CTR, or about one-tenth of one
percent of its annual defense budget, on average.  Just over one-third of the total has been committed to dismantling nuclear
delivery systems and weapons.  Activities supported included the secure shipping of 1,000 warheads from ex-Soviet
installations in Belarus, Ukraine, and Kazakhstan to storage in Russia, and dismantling of more than 600 strategic missile
launchers and bombers.   47

Just under one-third of CTR funds have gone to shoring up nuclear weapons control and security, from transport,
to storage and accounting, to export controls (what DoD calls the “chain of custody”).  About one-fifth has been spent on
industrial demilitarization and about five percent on improving security and facilitating destruction of Russia’s 40,000 tons
of chemical agent.   48

Lethal chemical weapons are in the process of being outlawed by an international treaty that includes provisions
for extensive on-site inspection of suspect chemical production facilities.  The Chemical Weapons Convention (CWC)
commits signatories to eliminate chemical weapon stockpiles within 15 years, and will make it more difficult for states to
develop and produce militarily useful quantities of chemical weapons without detection.  Since chemical weapons are the
only type of WMD to have been used on the battlefield in the last half-century, this is a true watershed.   49

Biological weapons have been outlawed by treaty since 1972 but the agreement has neither enforcement nor
inspection provisions built in.  Strengthening it is one of the next objectives of arms control supporters, but of the three
categories of mass destruction weapons, biologicals and toxics may be the hardest to effectively control, in part because they
are far more lethal per unit mass than chemicals, and in part because the “components” of some potential weapons, such as
anthrax, are endemic to the countryside in a number of locales and, once acquired, reproduce themselves.  50

Biological agents are potentially the most fear-inducing of the three types of WMD.  They are much better than a
neutron bomb at “killing people and leaving buildings intact.”   A biological weapon may have a longish gestation period
(say, hours to days), so the victims may not even know for some time that they have been attacked.  An epidemic may not
be recognized as such until it is well underway and its origins and the perpetrators may be difficult to trace.

Key WMD technologies have already reached private hands but this has not, as yet, caused much anxiety among
the public.   Because basic fission weapon schematics have long been accessible to diligent researchers, it is the fissile51



Military Technologies 3.7

problem of terrorism and free societies has yet to be fully thought through by the public.  (Survey conducted by Princeton
Survey Associates, 28-31 March 1996, for the Pew Research Center for the People and the Press.  Internet:
http://www.people-press.org/terrep.htm.

 For an extensive review of the literature on chemical and biological weapons, their components, and threatened52

terrorist use, see Ronald Purver, “Chemical and Biological Terrorism: The Threat According to the Open Literature”
(Ottawa: Canadian Security Intelligence Service, 1995).  Mimeograph available on the Internet at http://www.csis-
scrs.gc.ca/eng/comment/com60e.html. 

 U.S. Department of State, “Overview of State-Sponsored Terrorism,” in Patterns of Global Terrorism, 1996.53

Internet:  http://www.state.gov/www/global/terrorism/1996Report/overview.html. 

 James K. Campbell, Cdr., U.S. Navy, “Weapons of Mass Destruction in Terrorism: The Emerging Threat Posed54

by Non-State Proliferation,” 27 October 1996. Internet: http://www.emergency.com/cntrterr.htm.
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material itself that is crucial to control nuclear weapon proliferation—hence the importance of supporting safe and secure
storage of warheads and materials in Russia.  Highly enriched uranium can be used in a relatively simple gun-type weapon;
in 1945, American scientists were so confident of the design that they did not even test it before the “Little Boy” uranium
bomb was dropped on Hiroshima, Japan.  Plutonium weapons require a much more complicated implosion design, but the
mix of plutonium isotopes extractable from spent reactor fuel is sufficiently radioactive to constitute a health threat without
further weaponization.  

Aum Shinrikyo’s gassing of the Tokyo subway system in 1995, and subsequent investigation of the cult’s activities,
demonstrated the extent to which lethal chemical weaponry can be made by determined groups or individuals.  The basic
chemical precursors of lethal gases—phosphorus, sulfur, and fluorine—are also, in different combinations, the precursors
for a number of legitimate commercial products.   The availability of these chemicals in the relatively small quantities useful52

to potential terrorists will continue to depend upon the domestic laws in each signatory country.  In Australia, for example,
anyone who works with the precursors of prohibited chemicals must have a permit from government to do so.  In the United
States, such licensing is not required, which makes it easier for would-be domestic terrorists to get hold of CW components.

WMD have not been involved in many terrorist actions to date in part because political terror continues to dominate
the field, as the US State Department concluded in its 1996 report on the subject, and WMD are still considered politically
counterproductive.   Most politically-motivated terrorists want recognition of their cause and its legitimacy; using53

illegitimate and/or indiscriminate weapons cannot further that end.  Even conventional high explosives that hurt or kill non-
combatants erode claims to legitimacy, as the IRA and Hamas both have discovered. How much greater the backlash, then,
from use of a mass destruction weapon?

Yet the growth of transnational organized crime and simultaneous evolution of terrorist groups bent not on political
status but vengeance or victory in self-declared wars have troubling implications for the future security of society.  The New
York World Trade Center bombers, for example, included a cannister of cyanide in their weapon. The explosion destroyed
the cannister and incinerated the gas, but the intent was clear: to kill as many of the tower’s occupants as possible.   The54

same can be said of the destruction of the Alfred P. Murrah Building in Oklahoma City, or the bombing of the Khobar
Towers apartments in Saudi Arabia.  If the cause is transcendent and the objective is the destruction of, not recognition by,
mainstream society, any means to that end may be acceptable.  

Policy Implications of New or Proliferated Military Technologies
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Technology may hold out the prospect of a revolution in military affairs but that doesn’t mean there will be one,
and if it happens, there is little likelihood that opponents will waste time fighting fair.  The first point goes to Michael
Mazaar’s assessment of military spending patterns, and the policy inertia they evince.  Large institutions that they are, the
country’s military services still prepare to fight the last wars, hot and cold, in new and better ways, with an overlay of
information technology.  Such preparations may indeed create formidable capabilities, so formidable that no opponent in
its right mind would try to face them squarely in battle.  The theory of complex systems predicts that they will adapt, co-
evolve, choosing indirect means of confrontation instead: Float like a butterfly, sting like a bee.  Ali and Liston; U.S. and
Vietnam; USSR and Afghanistan; UN and Somalia.  We have been there before, it wasn’t pleasant, and it is unlikely to be
more pleasant the next time.  

Prevailing modes of conflict in the last ten years, the Second Gulf War notwithstanding, have been civil wars and
terrorism, their counterpoints being various forms of peacekeeping, special operations, or law enforcement.  None of these
involve more than modest amounts of combined arms maneuver.  (Stopping the war in Bosnia entailed a “constabulary” use
of air power alone, and nothing like the amount used in the Gulf.)  All three endeavors benefit from good intelligence, but
that may be better provided by language and cultural training that improves face time with local people than by sensor nets
that observe at a distance.  

While civil wars may spread chaos into neighboring states, and sometimes invite the intervention of international
forces, their contestants do not often seek out targets far from home, except to kill expatriate opponents or lobby for
assistance.  Criminal gangs and terrorist groups, on the other hand, do seek targets at a distance.  In the language of the Net,
they are the “push technology” of international affairs.  Filtering them out of modern society, and keeping the tools of mass
destruction out of their hands, while preserving civil liberties, may be the premier tasks of security agencies— and the
premier tension in their work— in the decades to come.
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Part Four: Technology and Environment

Environmental challenges become more acute with growing human population, economic development, and energy
demands.   All three trends increase humanity’s impact on planetary systems.  Concern that environmental resources55

continue to be used as if they were free, global public goods led University of Maryland ecologist Robert Costanza and
colleagues to attempt to put a price tag on the natural world’s contribution to human civilization.  They looked at such areas
as climate regulation, water supply and regulation, erosion and sedimentation control, soil formation, waste treatment,
pollination of crops, biological pest control, food production, genetic resources, and recreation.  A preliminary “minimum
estimate” of the annual value of these services is roughly $33 trillion per year (the cost of replacing such services artificially),
which is about double the value of the global gross national product, as conventionally measured.   In other words, the56

natural environment is of great, if underappreciated value to humankind and measures to limit human damage to it will loom
increasingly large in American foreign policy.  Technology plays an important role as a contributor both to environmental
problems and to their solutions.   

Environment and Security

Some analysts consider looming environmental troubles to be sufficiently serious that they should be considered
“national security” issues, stretching the traditional definition dealing with security from interstate violence so that it includes
“quality of life” issues, of which environmental preservation is one, and public health is another.   (Health issues are57
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Case Against Linking Environmental Degradation and National Security,” Millenium 19 (1990), 461.  

  Dabelko and Dabelko, “Environmental Security,” 5.  58

 For details on how the Vienna, Montreal, and Copenhagen accords deal with ozone depletion, and their impact59

on everyday life, see Internet: http://www.epa.gov/ozone/intpol/intpol.html.

 World Meteorological Organization/United Nations Environment Program Scientific Assessment of Ozone60

Depletion: 1994. Internet: http://www.al.noaa.gov/WWWHD/pubdocs/Assessment94/executive
-summary.html#C.  The timelines that the study projects are predicated on international compliance with the ozone treaties.
Because different countries have different deadlines for shutting down CFC production, there is wide latitude for smuggling
of refrigerants into countries like the United States where production is now largely illegal,   CFC imports are subject to steep
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addressed in a subsequent section of this paper.)  Arguments about whether environmental threats rise to the level of
“national security” revolve in part around the degree to which these issues currently endanger the well-being of Americans
or can be predicted to do so within a politically salient time frame.  But there is also a forty-year tradition in American
politics of gaining salience for any given issue by draping the national security mantle around it; thus in the 1950s and 1960s,
federal programs as disparate as superhighways and student loans had “National Defense” in their titles.  With the end of
the Cold War, the association with larger, urgent national purposes that such piggybacking used to produce is no longer
automatic. 

There is, however, another motivation for incorporating quality of life issues into the notion of  security, and that
is to challenge the notion that security is obtainable by independent, unilateral action and to elevate the notion of “human
security” to co-equal status with the security of states.  Unilateral action as envisioned in statist models of security is of
limited utility in dealing with environmental challenges.  Problems like ozone depletion, or climate change, have global
impact, and problems of resource depletion may be regional in scope.  Although the sources of these problems are not evenly
distributed among the countries of the world, their solution or management requires international cooperation, and often the
collaboration of international institutions and non-governmental organizations.  The growing participation of these groups
in the search for solutions contributes to the further repositioning of security issues within a global or “human” framework
of interests.   Working within such an expanded framework entails, almost by definition, cooperative problem-solving, yet58

some very sticky problems, such as allocation of cost and responsibility for reducing or cleaning up environmental damage,
ensure that competing interests and objectives will continue to affect both policies and outcomes.  

Dealing with Atmospheric Ozone Depletion

Global environmental issues have already begun to have a direct and measurable impact on the average American.
Depletion of atmospheric ozone and rising risks of skin cancer from exposure to ultraviolet (UV) radiation led to a series
of international accords that together banned the production and use of chlorofluorocarbons (CFCs) and other “ozone
depleting substances” (ODS) on a timescale varying from 1995 to 2020.  CFC-12 (Freon) was ubiquitous in automotive air
conditioning units manufactured before 1991; after production became illegal in December 1995, the cost of repairing or
recharging units in 30 million older vehicles still operating in the United States skyrocketed.  Once existing CFC-12
inventories are depleted, retrofits to permit use of more environmentally friendly refrigerants will be necessary, at an
estimated to cost of $150–650 per vehicle.   59

Balancing these costs, however, are already-measurable benefits:  The presence of ODS in the atmosphere’s UV-
trapping ozone layer will peak by 1998 and decline thereafter.  If the agreements are effectively enforced by their signatories,
the ozone layer will stabilize, then repair itself, by 2045, well within the lifetimes of children, born since the conventions
were signed, for whom sunlight itself would otherwise have become an increasingly dangerous enemy.  60
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excise taxes, but CFC-using appliances remain widespread.  Sources of contraband CFC include excess stocks from Russia,
India, and China, where production is still legal for several more years to facilitate the transition to substitute products.  See
Ozone Action, “Deadly Complacency: US CFC Production, the Black Market, and Ozone Depletion,” Executive Summary,
September 1995, Internet: http://www.ozone.org/deadly.html.  Also Robert D. Wasconick, “Freon (Refrigerant R-12) is
Being Smuggled into the United States,” SBAP Newsletter, 14 February 1997. Internet:
http://www.deq.state.la.us/oarp/sbap/97v5n1a4.htm. 

 See The Ozone Secretariat WWW Home Page, http://www.unep.org/unep/secretar/ozone/home.htm; summary61

phase out regulations for ozone-depleting substances (.../ozone/issues.htm) and UNEP’s FAQ’s on ozone
(.../ozone/question.htm).

 World Resources Institute [WRI], World Resources 1996–97 (Washington, D.C.: WRI, April 1997), Chapter62

12: “Energy and Materials,” sect. 4, “Future Energy Demand.”  Internet: http://www.wri.org/
wri/wr-96-97/em_txt4.html.

  Ibid. 63
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The international ozone agreements are administered by the United Nations Environment Program (UNEP), based
in Nairobi, Kenya, although the agreements are enforced nationally.   UNEP’s Ozone Secretariat “represents the
conventions” before other international bodies, tracks implementation, and maintains an informative website in all official
UN languages.  61

Implementation of the ozone conventions provides a glimpse at the future of “global governance,” the collaborative
resolution of international issues without formal global government.  The degree of intrusion on Western lifestyles that the
ozone conventions represent is a foreshadowing of what is likely to be required to grapple with the larger problem of
“greenhouse gas” emissions, and the weather and climatic changes they are helping to induce, because reducing emissions
will require fundamental adjustments in the production and use of energy.

Energy Use and the Competition for Resources

In the past fifty years, world energy use has tripled. Significant growth in demand is expected to continue: The
London-based World Energy Council predicts a fifty percent rise in demand by 2020, and the International Energy Agency
(IEA) and the US Department of Energy (DOE) predict an increase of 34–44 percent by 2010.  All three organizations
expect much of the growth in demand to come from Asia and Latin America in the same period, with energy use in Asia more
than doubling and demand rising by 50–77 percent in Latin America.  In all three scenarios, fossil fuels will continue to be
the source of at least three-quarters of the energy produced over the next three to four decades, with petroleum the dominant
source, followed by coal.   62

While the modelers expect increases in all forms of energy supplies to meet the expected increase in demand, the
environmental consequences of such heavy dependence upon fossil fuels include increased concentrations of atmospheric
carbon dioxide, which contribute to the “greenhouse effect”; high emissions of sulphur, which combines with oxygen to
produce sulphur dioxide, the most important contributor to acid rain; and general air pollution, which has been tied to
increased incidence of respiratory disease and other impacts on public health.63

There is no guarantee that individual countries will have access to adequate energy supplies.  With demand
expected to rise fifty percent in the next two decades, there may be increased competition regionally and globally for reserves
of petroleum and other fuels, which could trigger sharp increases in energy prices, and potentially a risk of conflict.  A factor
in the regional contest for control of the Spratly Islands in the South China Sea, for example, is their potential to be
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significant sources of petroleum.  China’s rising demand for oil in particular is sure to have an impact on production in the
Persian Gulf, Central Asia, and Siberia.  

Earth’s energy and environmental balance is also affected by growing human impacts on theoretically renewable
resources.  Analysts estimate that 60–80 percent of global deforestation is due to pressure for agricultural land.  One third
of the world’s fertile cropland (1.5 billion hectares) has been lost to erosion over the past 40 years,  and forested land64

increasingly marginal for agriculture has been cleared in exchange, mostly by people with few other economic options. 
Because forests and other vegetation provide an important “sink” for carbon dioxide emissions, their elimination increases
the net accumulation of carbon dioxide in the atmosphere, contributing to climate change.   In 1990, a report by the Food65

and Agriculture Organization of the United Nations (FAO) estimated that from 1980 to 1990, the world’s forests and other
wooded land area declined by two percent, or 100 million hectares, an area about the size of Egypt.  Almost all the change
happened in tropical countries, where forest and other wooded land declined by 3.6 percent.   66

Climate Change  

Of all the environmental issues to arise in the past ten to twenty years, the threat of human-induced climate change
is the one that potentially affects most deeply and directly both the lifestyles of people in the developed industrial world and
the aspirations of people in the developing world.  Its origins lie not in human failings (discounting failure of vision) but in
humanity’s overall success as a species.  Advances in technology in the last century have stimulated industrialization,
electrification, automotive transport, and modern medicine, contributing to astounding worldwide economic growth and
equally astounding population growth.  The world economy has increased five-fold in the last the fifty years, while global
population has more than tripled in this century and doubled in last fifty years.   The fact that world economic growth in the67

last fifty years has been two and a half times the growth in population indicates dramatically increased economic productivity,
a result of technological change that has also increased humanity’s use of stored energy.

Due partly to the emissions of industrial society and partly to reduction of land-based carbon dioxide sinks under
pressure from human economic and population growth, atmospheric concentrations of greenhouse gases have grown
significantly since pre-industrial times: the concentration of carbon dioxide has increased by 29 percent, methane by 146
percent, and nitrous oxide by 13 percent.  This rise in greenhouse gases corresponds with an increase of 0.3–0.6EC in the
global mean surface temperature since the late nineteenth century. One possible effect of this rise in temperature has been
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a melting of polar ice caps: the global sea level has risen by 10–25 centimeters (4–10 inches) over the past one hundred
years.68

In the absence of mitigation policies that reduce emissions, increase absorption, or both, concentrations of all three
major greenhouse gases are expected to grow, leading to an increase of global mean surface temperature of 1–3.5EC before
2100.  This would be the greatest warming seen in the last ten thousand years.   Sea levels would be expected to rise 15–9569

centimeters (6–38 inches) during that time, threatening human settlements in coastal and low-lying areas.  Warmer
temperatures would also lead to a more vigorous hydrological cycle, meaning more severe floods or droughts in some areas,
less severe in others.   One-third to one-half of mountain glacier mass could disappear, affecting the seasonal distribution70

of river flow and water supply for hydroelectric power generation and agriculture.71

These changes in the environment are projected to have a wide variety of effects on ecosystems.  For example, one
third of the globe’s total forested area is expected to undergo major changes in vegetation types, with the greatest changes
in high latitudes and the least in the tropics.  Deserts are likely to become more extreme and desertification irreversible.  In
aquatic and coastal ecosystems, warming is expected to have the greatest biological effects at the highest latitudes, where
biological activity would increase, and in the lowest latitudes, where cool- and cold-water species would become extinct.72

The United States alone produces nearly 22 percent of greenhouse gases and its per capita emissions are by far the
highest, at 19.1 metric tons per year.  This is well above the developed industrial states’ average of 11.5 metric tons per year.
Such facts may cause some tension in Kyoto in late 1997, where 160 governments will participate in an international
conference on climate change, to set the level at which greenhouse gas emissions are to be capped.73

Mitigating the Damage

Technology, perhaps the single greatest contributor to the greenhouse effect, is likely to be central to the solution
as well, but this does not necessarily mean that technological advancement and economic growth by themselves will reverse
the trend.  The Intergovernmental Panel on Climate Change calculates that “stabilization of atmospheric concentrations of
carbon dioxide at today’s levels would require that carbon dioxide emissions be cut sixty percent and that emissions be
maintained at these reduced levels throughout the next century.”  Stabilizing concentrations at today’s level would not
prevent additional greenhouse warming; it could, however, moderate the pace and magnitude of warming.   74
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© 1997, The Henry L. Stimson Center

The situation calls for an environmental strategy to reduce emissions that will not seriously stunt worldwide
economic growth and development.  Necessary components of this strategy will include conservation, developing alternative
energy resources, and fully participating in international efforts to reduce emissions, exchange information, and assist poorer
countries along alternative paths of development.

At the mid-summer 1997 UN summit on climate change, President Clinton placed the United States on record as
agreeing that human activities were indeed a source of global warming, and that it was important to take action to minimize
that warming.  He did not, however, agree to commit the country to specific emissions limits.  Advocates of specific limits
hold out hope for Kyoto.

The main stumbling blocks to definitive policy action remain the anticipated costs and socio-economic dislocation,
and the need to sell the program to the public.  While some estimates of the annual costs of holding national carbon dioxide
emissions at their 1990 levels are “about 1-2 percent of the gross domestic product in OECD countries over the long term,”
others argue that “the costs of reducing emissions 20 percent below 1990 within several decades are negligible to
negative...[because] energy-efficient improvements pay for themselves.”   The Intergovernmental Panel on Climate Change75

estimates that conserving energy with currently available technology and management practices would reduce the demand
for energy by ten to thirty percent.   76

Benefits of getting a handle on greenhouse gas emissions include, obviously, avoiding the costs of additional global
warming.  A number of studies have attempted to price the damage that could result from various degrees of warming.
Assuming an average 2.5EC increase in temperature, damage has been estimated at 1–1.5 percent of GDP per year in
developed countries and 2–9 percent of GDP per year in developing countries, or several hundred billion dollars annually,
on a global basis.77

A recent report by the World Resources Institute analyzed conflicting predictions about the costs of climate change.
It traced the sources of disagreement to differences in basic assumptions, including whether alternative energy sources are
available at competitive prices, whether firms and consumers will be quick to adjust to increasing energy prices, and so on.78

It is technically possible to realize deep reductions in emissions within the next 50–100 years by attrition
replacement of older infrastructure and equipment with energy-efficient alternatives. More efficient conversion of fossil fuels,
switching to low-carbon fossil fuels, or switching to alternative energy sources such as renewables could also reduce the rate
of warming, although further development of renewable sources will be required to make them cost-effective for a larger
share of total energy demands.   That leaves nuclear power, the increased use of which would raise a number of questions79

with regard to the security of fissile materials, uranium enrichment, and spent fuel storage and reprocessing.  
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Many economic analyses stress the importance of research and development in lowering the costs of cutting
emissions, making such R&D a “prudent investment even in the near term.”   The IPCC emphasizes that, beyond national80

energy conservation and development of alternative sources, dealing with climate change,  

depends on reducing barriers to the diffusion and transfer of technology, mobilizing financial resources,
supporting capacity-building in developing countries and countries with economies in transition, and
other approaches to assist in the implementation of behavioral changes and technological opportunities
in all regions of the globe.81

The alternative to reducing greenhouse gas emissions is just to adapt to climate change, which mainstream scientists
are calling inevitable.  It may be necessary, in fact, to adapt in some ways while we continue to reduce emissions.  Such
adaptive measures include more efficient management of freshwater supplies and infrastructure, improved monitoring and
forecasting of floods and droughts, rehabilitation of watersheds and construction of reservoirs, changing to more drought-
resistant strains of food crops, and  redirecting populations away from flood plains, steep hillsides, and low-lying coastal
areas.  To protect human health, there needs to be greater policy emphasis on development of protective technologies such
as water purification and vaccination, improved disaster preparedness, and better access to health care.

Policy Implications of Environmental Issues

Whether or not the United States takes a vigorous, pro-active stance on global warming and climate change, it will
have an impact on Americans’ lives and livelihoods.  The quality and degree of impact depends on whether the policy
response is prudential/preventive or remedial in nature.  The Clinton Administration, as of this writing, appears to be gearing
up to lobby the public on the first approach, and key members of Congress have signaled their support for America’s doing
its “fair share” to limit warming as long as other countries, including developing countries, pitch in as well.   Rolling back82

US carbon and other greenhouse gas emissions will require major efforts at energy conservation, major investments in new
forms of energy generation, including renewables and nuclear, and political commitment far beyond that sustained in the
energy crises of the mid- and late-1970s.  

Getting a grip on the issue also will require the sustained cooperation of several key players overseas, including
Brazil, Congo-Kinshasa, and Russia (locations of the largest remaining forests under single jurisdictions), and India, China,
Indonesia, and Russia again on fossil-fuel consumption.  Energy, environment, resource access, and equitable economic
development will grow increasingly intertwined as policy issues in the decades ahead.  Thus it is vital for future stability and
quality of life in rich and poor countries alike that their leaders come to closure on a framework to guide national policies,
building on the 1992 Rio Treaty much as they built on the original Vienna ozone agreement at Montreal and Copenhagen,
as the scientific data accumulated: clearly prudent, hedging measures first, tougher measures later.  In the five years since
Rio, better computers, better models, and better data have clarified the picture on looming climate change, and it is not pretty.

Once the new rules are created, implementing them will be a complex task.  Most of the responsibility for
enforcement of the ozone rules fell to the high-capacity governments of the developed states where offending chemicals were
primarily manufactured.  In the case of rules limiting carbon or other emissions, enforcement responsibilities will be diffused
among governments with widely varying administrative capacity.  To implement new agreements, therefore, the developed
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world and its development institutions must look as well to strengthening that capacity, through a combination of aid,
training, and public accountability. Without short-term incentives to forego environmentally destructive behavior, people
in poor countries will be unable to cooperate and people in rich countries will resist.  Without public support and
cooperation, the effort to control global warming will fail.  
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Part Five: Disease Prevention and Public Health 

Historically, high levels of human exploration and migration have brought with them high levels of illness and
death, as people hosting and/or resistant to certain diseases reached places where the local population had no immunity.  The
first European explorers to reach the New World brought with them measles and smallpox, which devastated local
populations lacking all immunity to these and other Old World diseases.  Malaria and typhus arrived later, with the slave
trade.   Cholera, smallpox, and plague also “spread globally with devastating impact,” often “during periods of rapid83

economic change or population growth.”   Today, better knowledge of how disease is transmitted, better medical84

technologies, sound public health policies, and sustained cooperative efforts coordinated by international health agencies
have given us the tools to control many of these maladies.  Yet human populations are intermixing now as never before, as
business travelers, tourists, migrants, and refugees.  While international disease control has made great advances, some
pathogens are bouncing back, and global warming favors the spread of the insect vectors that carry some of them, especially
mosquitoes.

Advances in International Disease Control

A major study recently conducted by researchers from the Harvard School of Public Health and the World Health
Organization has projected that given the relative success of programs to combat many communicable diseases over the past
quarter century, and of programs to reduce the rate of population increase, noncommunicable diseases may well become the
most important factors in global public health over the next quarter-century.  As birth rates decline, the developing world’s
populations will age; the commonest health problems will then be those of adults rather than children, who bear the largest
burden of communicable disease.   This projected “epidemiological transition” assumes that many communicable diseases85

now endemic to developing countries, in particular, will have been brought under control by a combination of medical
intervention (such as vaccination), public health measures (such as better sanitation and basic hygiene), and general
economic development (which correlates in many ways with improved health).  

International programs pursue all three objectives, in a mix of public and private efforts.  The first disease
eradicated was smallpox, in 1977, in a collaborative effort of the American Centers for Disease Control and Prevention
(CDC) and the World Health Organization (WHO).  The next to succumb may be Guinea Worm disease (dracunculiasis),
which afflicted more than 3 million people in sub-Saharan Africa ten years ago. The Carter Center’s Global 2000 program
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targeted the disease for eradication, emphasizing simple measures to filter and purify drinking water.  By late 1995, incidence
of the disease had fallen 97 percent.   86

That same year, former president Carter helped broker a truce in Sudan’s civil war to facilitate wide ranging
vaccination of the populace, and to permit treatment of River Blindness (onchoceriasis), a fly-borne disease infecting 18
million people in Africa, Latin America, and the Middle East that is controllable with an annual dose of medication.  Since
1987, Merck & Co. has been donating supplies of its drug Mectizan® for this purpose.  In 1995, the Carter Center and the
non-governmental Task Force for Child Survival and Development worked with the World Bank and World Health
Organization to set up a 12-year African Program for Onchoceriasis Control.   87

Poliomyelitis reached epidemic proportions in the United States in the late 1940s and early 1950s before being
brought under control by vaccines.  As the U.S. Centers for Disease control note, keeping the United States free of polio
requires “reducing or eliminating the risk for poliovirus importation.”  In 1985, the rest of the western hemisphere set out
to eliminate it, and was certified to be free of “indigenous wild poliovirus” in 1994.  Meanwhile, in 1988, WHO launched
the global Poliomyelitis Eradication Initiative (PEI).  By 1996, its vaccination programs had reduced the number of polio
cases reported worldwide by 80 percent.  The PEI hopes to eliminate polio by the year 2000.  With global eradication,
domestic polio vaccination programs can be discontinued, as were vaccinations for smallpox years before.  88

The next eradication target is measles.  Before international vaccination programs began in 1974, measles infected
130 million people annually and killed 8 million.  By the early 1990s, 78 percent of the world’s children were being regularly
immunized, but it has been difficult to push beyond this percentage. Moreover, there are wide variations in coverage across
countries and regions.  Still, in July 1996, a joint meeting of representatives from WHO, CDC, and the Pan-American Health
Organization agreed that successful elimination efforts in Latin America, the United States, and Canada suggested that global
eradication of the disease would be feasible by 2005–2010 with existing vaccines, but the enterprise would need a vigorous,
multi-tiered program of vaccination and surveillance.  89

These disease prevention programs are highly cost-effective.  The National Academy of Sciences reports that, 

Since smallpox was eradicated in 1977... the total [U.S.] investment of $32 million is returned to the
United States every 26 days.  Based on progress to date in the drive to eradicate poliomyelitis, WHO
predicts global savings of $500 million by the year 2000, increasing to $3 billion annually by the year
2015.  Every dollar spent on the vaccine against measles, mumps, and rubella saves $21, and every dollar
spent on the vaccine against diptheria, tetanus, and pertussis saves $29.90

The enemies these programs fight are tenacious.  Those most difficult to defeat are adaptable, even wily opponents.
The United States has the choice of working to contain such diseases where they originate or treating them on American
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streets and in American hospitals.  Some are making a comeback after not-quite-succumbing to previous control efforts
because what does not kill them makes them strong.  

New and Re-Emergent Communicable Diseases of the Last 20 Years

With all of the progress made in the fight against infectious diseases since the late 19th century, from vaccines to
antibiotics, many Americans assumed that infectious diseases no longer posed dangers at home.  Several decades of
complacency were brought to a halt in the 1980s and 1990s by the identification of human immunosuppressive virus (HIV)
in 1983 and the appearance of nearly 600,000 cases of AIDS in the US by late 1996;  by the discovery of other new91

pathogenic agents; and by the re-emergence of several deadly diseases (particularly certain multi-drug-resistant strains) that
had long been in decline.  Our rapidly expanding knowledge of the microbiological attributes of disease, combined with a
resurgence in outbreaks all over the world, have helped to create a general sense of urgency regarding the threat that
infectious diseases pose to human health.92

In addition to HIV, newly recognized disease agents of the last twenty-odd years include rotavirus (1973), the major
cause of infant diarrhea worldwide; Ebola virus (1977); a new strain of hanta virus (1977), the rodent-borne agent
responsible for the recent outbreak of hemorrhagic fever in the southwestern United States; HTLV I (1980), the virus that
causes T-cell lymphoma-leukemia; Escherichia coli 0157:H7 (1982), the fecal bacteria responsible for outbreaks of
hemorrhagic colitis that came to public attention as a contaminant of some commercial hamburger and apple juice; and vibrio
cholerae 0139 (1992), a new strain of bacteria associated with epidemic cholera.93

Perhaps more disturbing than the discovery of these “new” pathogens is the re-emergence of those diseases that
were thought to have been brought under control decades ago, including tuberculosis, dengue fever, yellow fever, and malaria
(for others, see table one).  

Tuberculosis 

This disease has been on the rebound globally since the late 1980s, due to increasing population density, the
evolution of multi-drug resistant strains, and the emergence of HIV/AIDS, which compromises the immune system.  Andrew
P. Dobson and E. Robin Carper estimated that one-third of the world’s population is infected with the bacterium but has not
yet developed the disease.  They predict that the present tuberculosis epidemic will grow worse, especially in the developing
world.   In the United States, the incidence of tuberculosis declined overall in the mid-1990s but has shown a steady rise94

among recent adult immigrants.   TB thrives in conditions of overcrowding and malnutrition, and drug resistance arises in95
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part from failure to complete the usual long regimen of treatment, which lets the more-resistant strains of the bacteria survive.
This has led to Directly Observed Treatment (DOT) measures whereby health workers watch clients take their medication,
an effective but labor-intensive approach.  In developing countries, however, labor may be the least costly element of such
treatment.

Dengue Fever

Increased population density in urban areas is also a major factor in the spread of diseases such as  mosquito-borne
dengue fever and dengue hemorrhagic fever, “the most important arthropod-borne viral diseases of humans.”   Both the96

frequency and the geographic range of dengue epidemics have increased in the last twenty years.  The incidence of the more
severe form, dengue hemorrhagic fever, has jumped from 50,000 per year, 1956–1980, to 450,000 cases per year,
1986–1990.  Only since the 1980s has the range of the disease spread from limited tropical areas of Asia and Latin America,
across greater areas of Asia and the Americas, and to Africa and Australia.  Major causes for its rapid spread include
increased human travel, 



Disease Prevention and Public Health 5.5

© 1997, The Henry L. Stimson Center

 Table 1: Selected Re-emerging Infections (1970s-1990s)
And Factors Contributing to Their Re-emergence

Disease or Agent Factors in Re-emergence

Viral

Rabies Breakdown in public health measures; changes in land use; travel

Dengue/dengue hemorrhagic fever   Transportation, travel and migration; urbanization

Yellow fever                     Favorable conditions for mosquito vector

Parasitic

Malaria Drug and insecticide resistance; civil strife; lack of economic resources

Schistosomiasis Dam construction, improved irrigation, and ecological changes favoring the
snail host

Visceral leishmaniasis           War, population displacement, immigration, habitat changes favoring the
insect vector, an increase in immunocompromised human hosts

Echinococcosis                   Ecological changes that affect the habitats of the intermediate (animal) hosts

Bacterial

Plague                           Economic development; land use

Diphtheria                       Interruption of immunization program due to political changes, as in eastern
Europe and Russia.

Tuberculosis                     Human demographics and behavior; industry and technology; international
travel; breakdown of public health measures; microbial adaptation

Salmonella                       Industry and technology; human demographics and behavior; microbial
adaptation; food changes

Pneumococcus                     Human demographics; microbial adaptation; international travel and
commerce; misuse and overuse of antibiotics

Cholera                          A new strain (O139) apparently introduced to South America from Asia by
ship; spread facilitated by reduced water chlorination, food contamination

SOURCE: Global Microbial Threats in the 1990s, Introduction: 7, 8.
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the inadvertent transport of mosquito eggs and larvae, and increasing population growth and density.  Urban areas that are
characterized by crowded living conditions, poor sanitation, and the necessity for domestic water storage create conditions
that favor the breeding of Aedes aegypti, the mosquito carrier of the virus.  As a result, writes Thomas Monath, dengue
emerged as a major health problem in Latin America, where the urban population nearly doubled from 1970 to 1990.  Over
80 percent of Latin America’s population will inhabit cities within thirty years.   97

Yellow Fever

Although preventable (a currently available vaccine offers 95 percent protection),  yellow fever is neither treatable
nor curable once acquired.  It is now reappearing as a major health threat.  Reported cases have risen to over 18,000
worldwide, the highest incidence since 1948.  Most cases have appeared in sub-Saharan Africa, where health officials fear
increasing urban population density may soon ignite a yellow fever epidemic.  While the disease has largely been confined
to the African continent, in today’s world the oceans offer scant protection.  No cases have been reported in the United States
since 1905, but the type of mosquito known to carry the virus has recently been spotted in the southeastern US.  Moreover,
yellow fever is difficult to diagnose and therefore goes under-reported.   This, combined with the fact that death may result98

within two weeks of the onset of symptoms, means that a swift and deadly tropical epidemic in the US is not inconceivable.

Malaria

Like dengue and yellow fever, malaria is transmitted by mosquito but its pathogen is not a virus but a parasite.
Malaria parasites invade red blood cells and feed on hemoglobin.  Worldwide, one person in ten is infected with the parasite
and one in four is at risk, but these ratios are much higher in tropical areas.  Its incidence appears to have quadrupled in the
past five years.   Because infection confers only partial immunity, victims who are not killed outright suffer recurring,99

debilitating bouts of the disease over their lifetimes, sapping the energy of entire populations where the disease is endemic.

WHO malaria eradication campaigns of the 1950s to mid-1960s seemed to work, and funding for disease control
shifted elsewhere.  But “inadequate or erratic coverage” promoted the survival of insecticide resistant mosquito populations,
which rebounded.   Malaria parasites themselves are also highly adaptive, and have developed resistance to one or more100

of the anti-malarial drugs used to prevent and treat the disease since World War II.  Resistance to Chloroquine, the principal
anti-malarial drug from the 1940s onward, is common throughout the tropics, and multi-drug resistance is increasingly
common in Southeast Asia, attributed to the actions of illegal miners, loggers, and smugglers working the war-ravaged areas
of the Thai-Cambodian border. 

[T]he miners try drug after drug, in an attempt to stay on their feet long enough to make their fortune
before going home.  This has encouraged the parasites to develop resistance, and this multi-drug resistant
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malaria has spread from the border deep into Thailand and Cambodia, and as far as India, Bangladesh,
and Nepal.101

In short, political disorder combined with poverty and greed has created both environmental (deforestation) and public health
disasters with ramifications well beyond the originating locale.  

The combination of drug resistance, increased travel, and other population movements means that diseases like
malaria can reappear where they were once thought eradicated.  Since 1988,  “locally transmitted malaria...has appeared
in California, Texas, Michigan, Florida, New Jersey, and New York City.”   102

Modern travel and migration have become increasingly significant causes of disease spread, as technology has made
quick, efficient and inexpensive modes of transportation available to increasing numbers of people.  Seven million
Americans annually frequent regions where malaria is endemic.    Globally, tourism accounted for the cross-border103

movement of over 560 million people in 1995 and that number is expected to jump to one billion by 2010.   104

In addition to the yearly waves of tourists, there are tremendous numbers of people traveling the world in search
of economic opportunity, political freedom, or safe haven.  In 1994, refugees numbered roughly 22 million, and another 25
million people were internally displaced, worldwide.   An estimated 70 million people work either legally or illegally105

outside their home countries.   These massive flows of people across borders and around the globe are major factors in the106

spread of such diseases as AIDS, deadly strains of influenza, and cholera.  107

Growing resistance to drugs and chemicals is a significant and relatively new reason for the resurgence of some
diseases and their vectors.  Drug-resistance has emerged in many bacterial, viral, parasitic, and fungal pathogens, while
pesticide resistance is rendering the control of disease vectors (such as mosquitoes) ever more difficult.108

Finally, ecological disruption caused by growing economic activity and infrastructural development has encouraged
the spread of infectious disease.  Dams and irrigation systems have been known to foster the growth of certain insect
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populations that carry microbes.  For example, outbreaks of Rift Valley Fever in parts of Africa have been associated with
dam building, in particular, with Egypt’s Aswan Dam.   109

On a larger scale, climate change induced by global warming is expected to increase the potential transmission of
vector-borne infectious diseases (e.g., malaria, dengue, yellow fever, and some viral encephalitis) by extending the
geographical range and season for vector organisms like mosquitoes.  According to the Intergovernmental Panel on Climate
Change (IPCC), models indicate that temperature increases at the high end of current projections could lead to a ten to fifteen
percent increase the incidence of malaria.  Additionally, “some increases in non-vector-borne infectious diseases—such as
salmonellosis, cholera, and giardiasis—could also occur as a result of elevated temperatures and increased flooding.”  110

Wilson stresses the importance of weighing all these factors of change and development together when projecting
the future spread of infectious disease: 

The world today is in a state of turbulence and rapid change.  The emergence of infections in many
geographical areas is but one manifestation of instability and stress in the system.  Today there are
unprecedented opportunities for mixing of people, animals, and microbes from all geographic areas in
an environment that has been altered by industry, technology, agriculture, chemicals, and climate change,
and by the demands of population growth....There is an urgent need to integrate knowledge about
infectious diseases with knowledge of climate and environmental change, migration and population
growth, demography, and the consequences of conflict.  All are inextricably linked and play a part in the
changed patterns we are seeing in infectious diseases.111

Technology and Access to Knowledge

It is clear that while technology and human development may facilitate the spread of communicable disease, and
lead to increases in some noncommunicable diseases, technology and development are also the main instruments of response.
Most deaths from infectious diseases can be prevented with current medical technology.   Recent advances in information112

and communications technology enable public health officials and professionals, often separated by vast physical distance
as well as by wide discrepancies in resources, to share information and improve cooperation in the battle against disease
worldwide.  

Electronic mail and the Internet are important new avenues of communication.  The websites for organizations such
as the World Health Organization and the US   Centers for Disease Control and Prevention (CDC) provide on-line
surveillance reports, laboratory studies, an electronic journal, data bases and other health statistics and software to help
public health workers access the Internet.  For those without such access, services such as HealthNet, provided by the
nonprofit organization SatelLife, are available.  HealthNet is a computer-based telecommunications system currently
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composed of “a system of low earth orbit... satellites, simple ground stations, and radio- and telephone-based computer
networks,” that links 4,500 health care workers in more than 30 countries.   113

While advances in medical technology and basic biological research will be crucial in improving the ability to
prevent, diagnose, treat, and cure many communicable and noncommunicable diseases, such access to technology and the
knowledge it can convey is the key to dramatic improvements in public health worldwide.  Even basic telephone service
remains a luxury in many parts of the world, and may be exorbitantly expensive when available.  

The average waiting time for a telephone line ranges from 5.3 years in Zimbabwe, to 10.9 years in
Tanzania, to 48 years in Nepal.... In many African countries, the per capita expenditure for health is under
US$10 annually, yet it costs about $23 dollars for a three-minute phone call from Burundi to Botswana.114

Lack of basic telephone service for so many in the developing world is just one indication of the wide disparity in
the availability of information between developed and developing countries.  The tracking and treating of infectious disease
has long been stymied by this information gap, the closing of which is not just a matter of donating equipment.  Would-be
providers must also articulate to political leaders in developing countries how government policy hampers their work.  Dr.
Raymond Akwule, an expert on telecommunications in Africa, has noted that many African cabinet ministers are simply
unaware of the implications of complex governmental licensing practices for potential investors.   Such practices derive115

from a long  tradition of bureaucratic dirigisme in many countries, where the needs of the economy, and the public, are
secondary to the needs of the government itself (and, too often, to the venal demands of bureaucrats and political leaders).

Meanwhile, ad hoc communication links like SatelLife are providing some access to recent medical news and
research, and a medium for healthcare professionals to trade advice on diagnosis and treatment and to track the spread of
diseases.  For example, “in 1995, when an outbreak of Ebola virus in Zaire caused concern throughout the world, healthcare
workers in neighboring countries were able to monitor the latest information from physicians at the scene, the World Health
Organization, and the Centers for Disease Control via an electronic mail conference co-sponsored by SatelLife.”   116

During the same outbreak, many health professionals relied upon email for the latest updates on reported cases,
as well as for basic information about the disease.  The Program for Monitoring Emerging Diseases (ProMED), jointly
sponsored by the World Health Organization and the Federation of American Scientists, had established an on-going
electronic mail conference, ProMED-mail, which was intended to provide news on infectious diseases to those without
access to the Internet.  Its role suddenly expanded, however, to meet the demand for information generated by the Ebola
outbreak.  When ProMED-mail first posted the news of the outbreak in Zaire, it received more updates from the CDC, which
it posted along with daily press releases from WHO.  ProMED’s list moderator, Jack Woodall, described a sudden avalanche
of announcements and official notices from academic institutions and government health ministries all over the world, which
were also posted.  The number of e-mail subscribers quickly multiplied, as people began to rely on ProMED-mail for
updated information and further references that were not available from the CDC or other organizations that were stretched
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thin in their efforts to manage the crisis.  ProMED’s role during the Ebola outbreak is but one example of how strictly
informal, ad hoc links among public health officials, professionals, and other interested parties from all corners of the earth,
can suddenly crystallize in a time of crisis, forming a constant stream of information, and perhaps facilitating the containment
of a deadly disease outbreak—if health providers have access to the service.   117

In 1994, the CDC published a report entitled Addressing Infectious Disease Threats: A Prevention Strategy for
the United States.  This report identified four major components of CDC’s plan to maintain a “strong defense against
infectious diseases.”   These are (1) surveillance and response, (2) applied research, (3) prevention and control, and (4)118

infrastructure.  The report stressed the major role that computer and communications technology can and should play in each
of these areas, particularly surveillance and response: “Accurate, efficient data transfer with rapid notification of key partners
and constituents is critical to effectively addressing emerging infectious disease threats.”   Especially useful supporting119

technologies include (1) secure national communications networks for the transmission of sensitive information; (2)
automatic and direct reporting from physicians’ offices, hospitals, and private and public laboratories; (3) computer-based
patient record technology; (4) field applications of computer technology (for example, the use of  “electronic forms that
recognize information hand-written with an electronic pen,” and “cellular transmission links for real-time connections
between field staff and central data processing operations, reducing the need to return to the office to download data”);120

(5) Geographic Information Systems (GISs).  Long used in other fields, GISs have only recently “emerged as an innovative
and important component of many projects in public health and epidemiology.”  As described by Clark, McLafferty, and
Tempalski, their utility derives from their ability to co-process spatial and attribute data, that is, to combine geographical
data such as maps with attribute data such as reported cases of a particular disease.  Maps can be created that illustrate
relevant epidemiological information about a given area, and can be regularly recreated as new data is entered (and then can
be transmitted via satellite to appropriately equipped and connected computers anywhere on earth).   Should such121

technology become more widely used, it could make a major difference in the control of deadly disease outbreaks.  Finally,
(6) “newer mathematical models...may provide...opportunities for the actual anticipation or forecasting of changes in the
incidence or distribution of emerging or reemerging diseases.”122

Policy Implications of Public Health Issues

The health arena is a classic case of “pay now, or pay later.”  Microbes and their vectors,  like weeds in the garden,
never take a break, never suffer budget cuts, like the heat, and thrive on neglect and disorder.  They travel with us, feed on
us, make us all brothers and sisters under the skin.  As a recent report from the National Academy of Sciences argues,
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isolationism at the level of public health has never been an option for this or any other country.  “The failure to engage in
the fight to anticipate, prevent, and ameliorate global health problems would diminish America’s stature in the realm of
health and jeopardize our own health, economy, and national security.”   The Academy panel urges continued, substantial123

investment of public dollars in global health research; a surveillance network for emerging and resurgent infectious diseases
and drug-resistant pathogens; education and training of health care providers and policy makers overseas; global partnerships
multinational public and private agencies to leverage expertise and “increasingly scarce resources”; and urgent attention to
the fragmented nature of the current federal programs related to health, and their lack of coordination with the
nongovernmental sector.  Stronger leadership at the top and better integration of public and private efforts would help ensure
that limited available resources are “used more effectively and efficiently.”   124
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Part Six: Conclusions 

Today’s foreign policy environment is complex, fast-moving, and quick-changing, and the rate of change shows
no signs of tailing off anytime soon.  Computing and information technologies, its major motor, have not reached peak
efficiencies and are not expected to do so for several more decades.  A successful policy, then, will be one that is capable
of adapting to change quickly and flexibly.  The private sector, with its lower burden of public and political accountability,
has tended to adapt much more quickly than government, whose policies are thus at continual risk of being crafted to meet
yesterday’s needs.  This is nowhere truer than in the information field, where recent federal decisions to regulate and tax the
Internet as little as possible are as much an acknowledgment of that adaptive cycle mismatch as they are a reflection of any
particular philosophy of governance.  

As markets and information technology open up the world as never before and promote  unprecedented levels of
exchange of people, data, money, and ideas, they facilitate growth, development, and democratization—autocracy thrives
in isolation and information poverty, democracy in connectivity and information wealth.  But the same evolution fosters
instability, organized crime, and societal vulnerability to infrastructure disruption.  States’ borders, already porous to people
and commodities,  pose even less of a barrier to encrypted data streams that protect legitimate and illegitimate business alike.
Government agencies striving to filter the anti-social elements out of that stream will find it difficult to do.  Of course, some
governments consider any dissident voice anti-social and hope to control access to the Internet, e-mail, and similar
international networking technologies potentially subversive of tight domestic political control.  It remains to be seen,
however, whether they can maintain over the long haul a two-tiered system that opens up markets for basic goods and
services but tries to keep markets in ideas largely closed.  

Open markets, and the economic growth that they generate, can lift people out of poverty and disease and thus
reduce basic dissatisfaction that can lead to societal breakdown and war.  They also contribute to the global demographic
transition toward smaller families and a stable human population size.  But they can do both only if the benefits of growth
reach down to the lowest strata of society.  

In military affairs, the combat value of a weapon system is best measured not in the abstract but against specific
adversaries.  The US   military wants to preserve its capabilities to wage intense mechanized warfare, which may have
continuing deterrent value in the Persian Gulf and the Korean Peninsula.  But elsewhere, the main jobs for American forces
look a lot more like constabulary duty than many in the military care to admit.  Current patterns of crisis and internal conflict
suggest that adaptation to tomorrow’s missions requires not so much a revolution in military technology as an evolution in
policy and doctrine that recognizes constabulary functions and similar “military operations other than war” as central roles
for military forces. The real revolution may turn out to reside not just in technological force multipliers but in the modalities
of cooperation needed to achieve US   security objectives.  

In the future, US security may be seen increasingly in non-military terms, to include environmental and public
health challenges.  Now that humanity carries sufficient weight to tilt the global climate, it faces the prospect of having to
make serious lifestyle adjustments to rebalance the scales and mitigate climate damage.  While the data now coming in from
climatologists are not one hundred percent certain in their projections, the predicted effects are sufficiently stark to motivate
a global response, if not to resolve the issue of who pays for it.  Societies around the globe will have to adapt to the climate
change question one way or another: either to implement policies designed to minimize change or to adapt to the changes
themselves. The longer governments dally with the issue of carbon emission limits and other corrective measures, the harder
the adaptation requirements will hit society, because delayed mitigation efforts will mean steeper cuts in emissions to produce
equivalent climatological impact.  Since some mitigation measures are bound to be unpopular, a key issue is whether
government leaders value their countries’ futures more than the present perquisites of office, that is, whether they are willing
to take political risks on behalf of their grandchildren.  

Medicine and public health appear to have bested the technological hubris that afflicted earlier microbial
extermination campaigns and led them to underestimate the ability of these adversaries to fight back.  They recognize as well
that the staying power of disease is not just a matter of microbiology but of human behavior, living conditions, and poverty.
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Diseases move with people, and more people are on the move, voluntarily or not, at the present moment than at any time
in humanity’s past.  Modern medicine is, in a very real sense, in a race against time to protect the gains of past decades while
continuing to look for solutions to modern plagues.  Change is underway whether we like it or not, in the shifting
temperatures of the Pacific Ocean, the spread of mosquito habitats, and the growing resistance of major diseases to the
modern era’s miracle drugs.  All are phenomena that transcend political borders.  Both  government to government and
private-public partnerships offer means of forging responses to them.  US   leadership has been key to international progress
on such issues in the past.  It can and should be central once again. 
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Annex: Information Technology and 
New Players in Global Affairs

This annex looks at how information technology has facilitated the growing role of subnational actors, not only
governmental and commercial sector, but private-non-profit or “social” sector organizations, in international affairs.  The
first section examines the role played by US states and localities in shaping America’s trade-related contacts with the rest
of the world.  The second section adds detail to the main text discussion of technology and commerce.  The third section takes
a closer look at the growing international roles of the social sector, while the final section looks at information technology
and organized crime.

States and Localities in the Global Marketplace

The growth of technology in the past decade—and even in the last several years—has spurred the emergence of
a number of “new actors” in international affairs.  Among these new actors, states and localities have taken on an increasingly
conspicuous role.  Obviously, state and local governments have had some international presence for decades, but advances
in information and transportation technology have enabled them to interact on an international scale as never before.  In the
economic arena particularly, state governments have begun to take advantage of economic globalization.  With the ease of
transportation and the nearly cost-free ability to access and transfer information, there seems to be a growing realization that
technology really has made the world a smaller place.

Increasingly, states have been promoting trade and investment via the Internet.  A growing number have home
pages on the World Wide Web containing information ranging from state government contracts, to statewide economic
statistics, to advertisements.   Ads on the “Texas Marketplace” page range from a Texas company selling jalapeño peppers1

to a Turkish trade agent seeking manufacturers of CD-ROMs.  2

States have also found more direct ways of promoting business.  Rather than relying solely on national economic
policy, state governments are actively seeking out trade and investment opportunities on their own.  State politicians have
realized that the highly-competitive global marketplace of the 1990s requires—even at the state level—that investment and
trade opportunities be sought both at home and abroad. 

For example, during an eleven-month period, Illinois Governor Jim Edgar conducted trade-related missions to the
Middle East, Europe, and Mexico.  The April 1995 Middle East trip involved stops in Egypt, Israel, and Jordan, where local
companies expressed interest in joint ventures with Illinois firms.  In October 1995, the governor led a trade mission to
Europe, where he met with government and business officials in France, Belgium, Germany, Poland, the Czech Republic,
and Britain.  A survey conducted by the Illinois Department of Commerce and Community Affairs (DCCA), which currently
has offices in Belgium, Poland, and Hungary, found that as a result of this trip, one Illinois company was already pursuing
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two contracts with European firms.  Edgar met in April 1996 with Mexican President Ernesto Zedillo to discuss NAFTA
and the privatization of government services in Mexico.3

Illinois is not alone.  Forty-one of the fifty states have overseas offices whose main task is promoting economic links
with foreign companies, investors, and buyers.  California and Florida each have eight overseas offices.   The California4

Trade and Commerce Agency  has international trade and investment offices in Hong Kong, Tokyo, London, Frankfurt,
Taipei, Johannesburg, and Mexico City; Jerusalem is home to the California-Israel Exchange.  These offices work with local
businesses, economic development corporations, chambers of commerce, and local governments to promote investment
opportunities in California and to encourage foreign consumers and firms to purchase California-made goods and services.5

California's Office of Export Development (OED) in Long Beach promotes the sale of Californian goods and services by
holding trade shows, supporting business missions, and providing trade leads to California companies searching for business
opportunities.   The Office of California-Mexico Affairs in San Diego fosters not only economic connections but cultural6

and educational relations, as well.7

Technology has enabled both large metropolitan areas and smaller cities such as Greeley, Colorado (home of
Conagra Refrigerated Foods), to exploit the export market.  A 1996 Department of Commerce (DOC) report found that
export sales of 256 selected metropolitan areas rose from $372 billion in 1993 to $415 billion in 1994.  Over 80 percent
of these areas experienced export growth during this period.  The largest percentage increases in export sales came from
small and mid-sized areas like Dubuque, Iowa; Eau Claire, Wisconsin; and Mississippi's Biloxi-Gulfport-Pascagoula area,
whose exports rose 160.4 percent from 1993 to 1994.   The plains and mountain states have rapidly increased their foreign8

exports, with the increase attributed to a mix of new products with a high value to weight ratio (e.g., semiconductors), the
new communications technologies that permit financial services firms to be based wherever operating costs are lowest, and
new markets have opened for higher-value processed agricultural products (e.g., pasta instead of bulk wheat).   9

Aided by technology, states are cooperating with both the federal and foreign governments to clean up the
environment.  In the Northwest, three states, a Canadian province, and the US federal government have formed a coalition,



Annex: New Players in Global Affairs A-3

 “About the Environmental Technology Partnership,” The Environmental Technology Partnership,10

http://www2.pacific-rim.org/pacific_rim/etp/index_etp.html.  ETP is comprised of the Washington State Department of
Community, Trade and Economic Development, the Oregon Economic Development Department, the Idaho Department
of Commerce, the British Columbia Trade Development Corporation, the Washington State Department of Ecology , the
US Environmental Protection Agency, and the US Department of Energy.

 “Hanford Site Technology Coordination Group,” Environmental Technology Partnership, http://www2.pacific-11

rim.org/pacific_rim/etp/index_etp.html.

 Michael J. Mandel, “The Digital Juggernaut,” Business Week (Special Issue: The Information Revolution 1994),12

22.

 Ibid.13

 Steve Lohr, “New York Area Forging Ahead in New Media,” The New York Times (CyberTimes), 15 April 1996,14

http://www.nytimes.com/web/docsroot/library/cyber/week/
0415alley.html#1 (downloaded 29 August 1996). Also Brooke, “Heartland,”  A20.

 Industry leaders now refer to “Internet time” and “Web weeks” to describe the amazing rate of technological15

change.  See John Markoff, “Quicker Pace Means No Peace in Silicon Valley,” The New York Times, 3 June 1996,
http://www.nytimes.com/web/docsroot/library/cyber/week/0603time.html (downloaded 29 August 1996).

© 1997, The Henry L. Stimson Center

the Environmental Technology Partnership (ETP) to expedite the environmental cleanup of the Hanford Site.   Within the10

coalition, the Hanford Site Technology Coordination Group (STCG), which is responsible for determining the technology
needed for the cleanup, acts as a liaison between technology developers and technology customers.  The STCG has sub-
groups—for tanks, plumes, landfills, decontamination and decommissioning, and mixed waste—that prioritize problems and
technology needs and select technologies for demonstration and implementation.  While the short-term goal of ETP is the
Hanford cleanup, the coalition evidently has realized that the project could have positive spin-offs outside the US, and hopes
that its work will promote expansion of the region’s environmental industry by showcasing technologies that can be used
in cleanup efforts abroad.11

The Commercial Sector

During the early 1990s, business and consumer spending on high-tech equipment accounted for 38 percent of US
economic growth.   In 1993, the US was the largest exporter of information technology equipment, with $62 billion in sales.12

Despite large trade deficits with countries like Japan and China, the US ran about a $3 billion overall trade surplus in
computer-related services.   High technology trade is increasingly important to America’s economic health.13

Technology and the Economy

US metropolitan areas have seen a dramatic rise in the number of information technology-related firms, also known
as “new media” companies.  In New York, 4,200 companies—ranging in focus from on-line entertainment to multimedia
software—employ 71,500 workers, up from 28,500 in 1992.  The San Francisco Bay area has over 2,200 “new media”
companies with 62,000 employees.  About 110,00 jobs are tied to high technology firms in both fast-growing Denver and
more-established Boston.   The fast pace of technological innovation  has also created great demand for skilled high-tech14 15
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workers, computer programmers in particular. (The Bureau of Labor Statistics estimates that from 1994 to 2005 the number
of computer-related jobs will increase by about 60 percent nationwide to 543,000. )16

However, technology can also make some employees expendable.  The sheer pace of innovation can quickly leave
workers with obsolete job skills, leading to great volatility in the work force.  While those with the up-to-date technical skills
are in high demand, those lacking the skills necessary to compete in the digital world risk falling further behind,
economically.  Princeton University economist Alan B. Krueger estimates that people who use computers at work earn on
average 10 percent to 15 percent more than those in comparable occupations who do not use computers.   The AFL-CIO17

has picked up on this theme of maldistribution of wealth and points out that many American workers simply do not have the
skills to compete in today's global economy.  The lack of technical training opportunities is attributed in part to organized
labor’s dwindling clout as “union jobs” go overseas and rising high-tech industries run non-union shops.18

Many US multinational corporations have indeed opened operations abroad not only to take advantage of emerging
markets but because they can find cheaper labor.  While Patrick J. Buchanan's 1996 presidential bid eventually failed, his
message of economic nationalism resonated with many American workers who felt they had lost their jobs because US
companies sought out cheaper labor in other countries.   Computer programmers in Bangalore, India, earn an average of19

$450 per month, one-tenth of what US programmers make.  As German economist Klaus Schwab has said, for many
companies, “it is [now] possible to have high technology, high productivity, high quality, and low wages.”   But it isn’t20

possible everywhere, or in every sector: many low-labor-cost countries also have low labor productivity, making per-unit
labor costs as high or higher than if the jobs remained stateside.  Mobility of capital and cheaper wages abroad are leading
to downward pressure on US wages, but the same forces work to increase costs overseas, over time, as wages in the highest-
productivity areas are bid up.21

Continuing high tariffs in some emerging market countries also encourage US multinationals to go abroad.  In 1995,
Brazil imposed a 33 percent tariff on imports of finished computers in order to protect the country’s approximately $9-billion
computer hardware and software industry.  Computers built in-country from the motherboard on up were exempt from tariffs
and the firms making them actually received certain tax breaks.  To be competitive in a potentially large market, several US
companies, including IBM and Hewlett-Packard, have built factories in Brazil; others, like AT&T and Digital, have joint-
venture plans with Brazilian companies.   22
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American multinationals have also increasingly begun to trade technology for market share.  This practice has
become fairly widespread in China, which boasts a potential customer base of 1.2 billion people.   China is expected to be23

the largest market for semiconductors within a decade and is already the largest new market for transport aircraft.  If the
Chinese demand and receive key production technology as part of current aircraft purchases, there could be high costs down
the road for the US aerospace industry and its workers.   Yet the competitive nature of the industry, where Boeing, having24

bought McDonnell-Douglas, now competes alone against Europe’s Airbus Industrie, is such that China may be able to
enforce such demands.   These pending sales, plus Boeing’s involvement in some $200 million worth of other projects in25

China, make the company leery of downturns in US-China relations, which tend to produce Chinese orders from Airbus.

Multiplied by several thousand companies vying for the China market, the potential pressure on the White House
to maintain most favored nation trading status and not otherwise rock the boat with objections to Beijing’s policies on
democracy in Hong Kong, human rights throughout the country, or the future of Taiwan, becomes abundantly clear.  To the
extent that exports mean jobs for Americans, the case for “multi-tracking” US-China relations (handling each of these issues
independently of the others) seems strong.  But to the extent that technology transfer serves to dry up the market or creates
economic competitors in a country that already runs an enormous trade surplus with the United States, the case is much
weaker.  

While some American companies are wary of giving away too much technology, others complain that US export
controls are too restrictive.  During the Cold War, strict export restrictions stemmed the flow of ‘dual-use’ technology to the
Soviet Union and its East European satellites.  After the Soviet Union collapsed, the main multilateral export control
mechanism, the Coordinating Committee on Multilateral Export Controls (COCOM), was phased out and the US began to
examine the possibility of loosening some of domestic controls to allow US companies to better compete around the world
along with other Western firms.  But when the Clinton Administration did loosen export controls in 1993, freeing up $37
billion worth of computer and telecommunications exports, the move raised concerns about aiding some states’ efforts to
acquire mass destruction weapons.  Given the increasing primacy of economic issues in US foreign policy, these sorts of
technology-related trade-offs between public policy goods and commercial sector objectives seem likely to be a significant
source of tension in coming decades.

Technology and Finance

The ease and speed with which companies can now gather financial information, buy and sell securities, and transfer
funds has revolutionized the global economy.  Technology has also helped to integrate markets worldwide, and paved the
way for or helped to accelerate a number of trends, including cross-national diversification and hedging, cross-listing of
securities in multiple countries, and electronic systems for near-24-hour trading.  About ten percent of pension and mutual
funds worldwide, with a combined value of $15 trillion, will be invested in foreign securities in 1997.   The value of cross-26
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border bond offerings, including foreign bonds and Eurobonds, rose from $38 billion in 1980 to $238 billion in 1988.   In27

April 1995, on the US foreign exchange market, transactions between a US dealer and a foreign counterpart accounted for
58 percent of the turnover volume.  Similarly, in the US derivatives market, cross-border transactions accounted for 50
percent of the outstandings for interest rate products and 60 percent for currency derivatives.28

Automated execution systems and other forms of electronic trading are also a direct result of technological
advances.  GLOBEX, an international, electronic order-entry and matching system operated by Reuters for use by the
Chicago Mercantile Exchange (CME), allows for 23-hour trading for CME futures and options.  With more than 500
GLOBEX terminals in mid-1996—up from 310 in mid-1994—traders can receive answers to their queries in three seconds
or less.  The trading system also allows cross-exchange trading, which enables members of one exchange to place orders
directly for products listed by another exchange.   The use of electronic order matching systems has grown from virtually29

nothing in 1992 to almost one-third of brokered “spot transactions” and six percent of total market volume.30

Discount brokerage houses have also begun to offer on-line trading to their customers.  The number of firms
offering this service has grown from 12 in January 1995 to 22 in April 1996; the number of on-line accounts rose over the
same period to 624,000, from 412,000.   Charles Schwab and Company, the country’s largest discount broker, announced31

plans in March 1996 to allow investors to trade stocks, receive stock quotes, and check their account balances via its World
Wide Web site.  Other companies, such as Aufhauser & Company, National Discount Brokers, Jack White & Company, and
Howe Barnes Investments, Inc. already offered this service.   Along the same lines, Internet providers Compuserve and32

America Online announced plans in the spring of 1996 to establish a mutual funds trading on-line service.33

The new information technologies have also abetted the proliferation of financial information services.  Several
companies, including Reuters Holdings PLC and Quotron Systems, Inc., provide up-to-date, on-line information on general
financial news and quotes and sales prices for exchange-traded and over-the-counter instruments.  Technological innovation
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has not only improved the speed and efficiency with which these companies do business, it has enabled them to reach more
customers.  The overall internationalization of securities trading has led vendors to enter foreign markets.  Rather than
offering price quotes just on British stocks, Reuters moved into the US stock market as well.   Similarly, Telerate, Inc., a
firm that specialized in US Government securities prices, entered the equities market by buying out the leading provider of
Canadian stock quotes.34

In combination with reductions or elimination of national government controls on capital flows, the new
technologies have enabled investors to move their funds more easily to foreign investment opportunities.  Worldwide, foreign
direct investment (FDI) in 1993 was more than eight times its 1975 level.   South Korean firms recently announced plans35

to invest $1.7 billion in Latin America over the next three years, a figure ten times as large as South Korea’s total FDI in
1991.   US overseas investment has also risen sharply over the last decade, from $221 billion in 1982 to $711 billion in36

1995.   Similarly, inward FDI (that coming into the United States) increased from $101 billion in 1982 to $560 billion in37

1995.38

Not only volume but velocity of international financial transactions have increased in recent years.  The aggregate
trading value of world stock and bond markets and markets in financial futures, options, and swaps options, amount to
between $10 trillion and $20 trillion annually.   By the end of March 1995, the global total of outstanding over-the-counter39

derivatives was $41 trillion, of which $11 trillion was booked in the US.   According to the Bank for International40

Settlements (BIS), daily foreign exchange trading ranged from $10 billion to $20 billion in 1982; by 1992, the corresponding
figure was $880 billion.   By 1995, over $1 trillion in foreign currency was being traded worldwide every day.  41 42

Increased volume and velocity can increase short-term volatility in world markets, and reliance on automated
technology to handle the increasing load can itself be risky.  Systems for quote dissemination, small order execution, and
order routing were overwhelmed in the October 1987 stock market crash, for example.   Interconnection and43

interdependence of the world’s securities markets mean that problems in one of them can produce widespread “ripple
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effects” in the others.  When the Mexican government announced a change in the stabilization rate of the peso in December
1994, the peso’s value quickly dropped by 50 percent, which resulted in 10 to 30 percent drops in almost every emerging
market.44

Not all recent financial crises in one country have had adverse effects globally.  In the 1990s, when Japan’s stock
market and real estate markets suffered badly, leading to a low-growth trend that lasted several years, the crisis did not spread
to other states.   Moreover, since the mid-1980s, the 20-year US Treasury bond, the trade-weighted foreign exchange value45

of the dollar, and the Standard and Poor’s 500 Company stock price index have exhibited decreased volatility.   46

Still, technological innovation now has the potential to outpace the capability of investors to control the speed of
financial flows or react to the sudden infusion or drain of capital.   National governments will find it increasingly difficult47

either to protect investors or to make macroeconomic policy.  In 1983, when average daily foreign exchange volumes in the
New York, London, and Tokyo exchanges totalled approximately $39 billion, the combined central bank foreign exchange
reserves of the US, the United Kingdom, Japan, West Germany, and Switzerland were about $139 billion; by 1992, the
average daily volumes of trading in these currencies had reached $623 billion, more than double the size of the five
countries’ combined reserves.   National policies intended to raise interest rates or stabilize currencies could be easily48

overwhelmed by the velocity of international financial flows.  Governments’ policies and regulations may not be able to keep
up with the sheer pace of technological change in this field.

Technology has exacerbated the effects of what Benjamin J. Cohen has called the “Unholy Trinity”—the inherent
incompatibility of exchange rate stability, capital mobility, and national policy autonomy.  Generally speaking, states cannot
attain these three goals simultaneously, except by pure chance.

[I]n an environment of formally or informally pegged rates and effective integration of financial markets,
any attempt to pursue independent monetary objectives is almost certain, sooner or later, to result in
significant balance-of-payments disequilibrium, and hence provoke potentially destabilizing flows of
speculative capital.  To preserve exchange rate stability, governments will then be compelled to limit
either the movement of capital (via restrictions or taxes) or their own policy autonomy (via some form
of multilateral surveillance or joint decision making).  If they are unwilling or unable to sacrifice either
one, then the objective of exchange rate stability itself may eventually have to be compromised.49

Most states by now have accepted the inevitability of capital mobility, so there has developed a more direct
correlation between exchange rate stability and decreased policy autonomy.  As independent events increase confidence in
exchange rate stability, governments feel free to maintain their policy autonomy; but as instability sets in, multilateral
approaches win out over national policy autonomy.   National governments are by no means powerless to deal with the50



Annex: New Players in Global Affairs A-9

 David M. Andrews, “Capital Mobility and State Autonomy: Toward a Structural Theory of International51

Monetary Relations,” International Studies Quarterly (June 1994), 203.

 Benjamin J. Cohen, “Phoenix Risen: The Resurrection of Global Finance,” World Politics (January 1996), 295.52

 Lester M. Salamon, “The Rise of the Nonprofit Sector,” Foreign Affairs (July/August 1994), 117.53

 Ann Marie Clark, “Non-Governmental Organizations and Their Influence on International Society,” Journal of54

International Affairs (Winter 1995), 514.

 Carlos Alberto Afonso, “NGOs Networking: The Telematic Way,” Development, vol. 2 (1990), 51.55

 Association for Progressive Communications (APC), “History of the APC,” http://www.apc.org/history.html56

(downloaded 20 August 1996).

© 1997, The Henry L. Stimson Center

technological revolution that has affected the financial industry, but their range of choices is more limited and in an integrated
world economy any state’s “divergent monetary objectives” will have increased costs.   Still, as long as the integration of51

financial markets depends to some degree on national government estimates of costs and benefits, the state will remain a
central figure in the marketplace.52

The Social Sector

In the social sector, private, non-profit, non-governmental organizations (NGOs) are affecting the foreign policies
of many countries through their use of technology, particularly information technology.  Lester Salamon, an expert on the
nonprofit sector, has identified the communications revolution as one of the keys to NGOs’ increasing influence in the
international system.   These organizations are using technology to improve their services and to transmit their messages53

more efficiently to larger audiences.  With growing networks of communications and information exchange, many
international NGOs have carved out their own niches in the international arena, organizing and motivating individuals and
grass roots organizations to form a “nascent international society.”   NGOs are also using technology in the field to improve54

social, political, and economic conditions in countries around the globe.

To varying degrees, NGOs have been taking advantage of the advances in information technology to achieve their
objectives more efficiently.  Through the use of cellular telephony, computers, modems, integrated services digital network
(ISDN) lines, and Worldwide Web pages, NGOs are able to more easily and quickly transfer information to colleagues,
communicate with staff in the field, and relate to members the activities of the organization.  Hundreds of NGOs have Web
pages and many of them have joined informal networks of organizations to improve further the communication and
coordination between them.  These networks did not begin to appear until the 1980s, but dozens have sprung up since then.55

In 1990, GreenNet, a British network of environmental NGOs, began collaborating with the Institute for Global
Communications (IGC), which headed up several other networks, including PeaceNet, EcoNet, ConflictNet, and LaborNet.
These two organizations then began communicating electronically with five other international networks, including the
Swedish-based NordNet, the Canadian-based Web, the Brazilian-based AlterNex, the Nicaraguan-based Nicarao, and the
Australian-based Pegasus.  These seven groups formed the Association for Progressive Communications (APC) to
coordinate the operation and development of this worldwide network.  With over 40,000 members in 133 countries and 50
partner networks connected electronically across the globe, APC has a large pool of activists to pursue work in human rights,
the environment, and social justice.56

APC’s Web page provides detailed descriptions of member organizations’ work in fifteen different languages and
gives member organizations e-mail addresses and Web navigational tools to help them connect with as many individuals
and organizations as possible.  Its international partners may provide the only e-mail access to NGOs in their countries.  In



A-10 Alternating Currents

 Maggie Farley, “Cyberspace Expands Reach of Women's Forum,” Los Angeles Times, 2 September 1995,57

10(A).

 Interview with Michael Briggs, Media Director, InterAction, Washington, DC, 29 August 1996; interview with58

Carlos Parada, Manager of Information Systems for the InterAction-affiliated Alliance for a Global Community, Washington,
DC, 29 August 1996. 

 Interview with Carolyn A. Reynolds, Public Policy Associate, InterAction, Washington, DC, 29 August 1996;59

InterAction, “The Internationalist’s Internet,” http://www.interaction.org/pub/einet.html (downloaded 29 August 1996).

 Briggs interview.60

 Ibid.61

 Reynolds interview. Briggs interview.62

 “Budget Fight Successful,” Monday Developments (an InterAction publication), 17 June 1996, 1. 63

© 1997, The Henry L. Stimson Center

1992, APC was the primary provider of telecommunications for NGOs and United Nations (UN) delegates during the Earth
Summit in Rio de Janeiro, and served in a similar capacity at the 1993 UN Conference on Human Rights in Vienna, the 1994
International Conference on Population and Development in Cairo, and the 1995 Fourth World Conference on Women in
Beijing.  During the Beijing conference, APC created a ‘virtual’ women’s conference, offering women the chance to join
on-line discussion groups, download documents, and give their input on the Platform for Action.57

InterAction is another prominent PVO network based in Washington, DC.  In 1993, InterAction received a United
States Agency for International Development (USAID) grant to improve coordination among NGOs involved in
development and disaster relief.  InterAction staff found that major improvements in information technology were necessary
to accomplish the project’s goals and they amended the proposal to reflect this need.  When the project began, approximately
12 member organizations had e-mail; two years later, slightly more than 100 had the capability; by mid-1996, the number
was approaching 140.   InterAction also published The Essential Internet: Basics for NGOs, an Internet resource guide58

for nonprofit relief and development agencies.59

InterAction staff are convinced that technology has had a marked effect on their work.  E-mail has reduced the cost
of communicating with member organizations and colleagues abroad.  One staffer estimated that in the case of one overseas
contact to whom he formerly spoke on the telephone a couple of times weekly, e-mail has saved him about $20 per week.60

Before 1993, InterAction relied mainly on faxes to keep member organizations informed.  With electronic mail, however,
InterAction is able to transmit a memo or letter to its member organizations in a matter of seconds at much lower cost.  Prior
to 1993, InterAction also had little contact with the media, but now has a sizeable press e-mail list.  Journalists seem to prefer
e-mail to other written communication, and the increased exposure gives InterAction yet another vehicle for delivering its
message.61

Information technology proved especially useful for InterAction in 1996, when Congress seemed likely to slash
funding for international relief and development.  With e-mail, InterAction was able to quickly pass talking points to
members on various issues affecting the proposed cuts.  The ease of forwarding e-mails, as opposed to refaxing materials,
greatly increased the number of individuals and organizations worldwide with whom InterAction could communicate.
InterAction staffers believe that this sort of connectivity played a crucial role in making NGOs aware that their funding was
truly at risk and in motivating them to lobby Congress to maintain funding at then-current levels.   By the summer of 1996,62

it appeared that this campaign would be successful.63

However, the decentralizing, hierarchy-flattening effects of networked information technology can also erode
coordination.  Any member of an organization can rapidly pass along to other members, via e-mail, critiques of headquarters
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policy or analysis.  Similarly, board members can proliferate ideas outside formal meetings, leaving other members “out-of-
the-loop.”  On the other hand, older communications technologies can easily circumvent e-mail. As one administrator said
in an interview, “Some of our activists thought e-mail would be like Esperanto, and solve all communication problems.  The
fact that back-channel phone calls and meetings contradicting e-mail would still happen never occurred to these people.”
As egalitarian, multi-channel information distribution and decision making produced confusion, he noted, there was renewed
support among members for restoring some central coordinating responsibility.  Perhaps in response to such phenomena,
in October 1996, InterAction organized a Telecommunications Committee to promote “sustainable telecommunications”
among humanitarian NGOs, coordinate participation in “telematics initiatives” such as the United Nations’ Reliefweb, and
“provide a coherent focal point for the US NGOS community to communicate with foreign NGOs, international
organizations, and donor governments” on electronic communications issues.   64

Freed from the constraints posed by the Cold War, and further empowered by their access to technology, NGOs
are gaining greater influence in foreign policy and international affairs.  Some argue that national identity is diminishing in
relevance as foreign policy shifts focus from strictly security matters to more “global” issues, and that this shift has increased
opportunities for transnational, nongovernmental action.   Using information technology as a tool, NGOs have made it65

“increasingly difficult for governments to stem the flow of information from local groups” to national and international
entities.   The rising clout of these organizations has made the secretary general of Amnesty International arguably a more66

powerful actor on the international scene than the leaders of small states such as Moldova or Namibia.   67

In some cases, national governments themselves promote the nonprofit sector.  At the 1995 World Summit on
Social Development, for example, US Vice President Al Gore announced Clinton Administration plans to channel 40 percent
of its foreign aid through NGOs, more than double the percentage of a decade earlier, and part of growing trend by
governments to hand over to private organizations duties traditionally reserved for the states.   States may be realizing that68

in certain sectors private organizations can do a more efficient and better job.  A December 1995 Government Accounting
Office (GAO) report found that 20 of 26 USAID NGOS-directed foreign aid projects that it reviewed were making progress
toward their objectives and were particularly successful in building up local capacity, the key to long-term economic
development.69
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Expatriate communities (not NGO’s per se, but certainly part of the social sector) also contribute in a major way
to the development of their countries of origin, using electronic funds transfers to wire substantial amounts of cash back
home.  Such “remittances” increased from $43 billion in 1980 to $71 billion a decade later, making the value of remittances
second only to trade in crude oil.   Workers’ remittances, which comprise the largest percentage of aggregate global70

remittances, totalled $29 billion in 1980, but by 1994 had reached $36 billion.   Some countries, such as Brazil and Mexico,71

have experienced marked increases in workers’ remittance credits in recent years.  Brazil’s credits jumped from $19 million
in 1988 to $1.8 billion in 1994; Mexico’s credits nearly doubled between 1988 and 1994, rising from $1.8 billion to $3.7
billion.   The actual size of the remittance pool is not even reflected in these statistics because they do not include transfers72

made informally, that is, those made outside official channels like remittance corporations and banks.  Previous country
studies have indicated that unofficial remittances may account for over 75 percent of the total remittances.73

The effects that global remittances have on the world economy are in dispute.  Analysts today disagree on a host
of issues, including whether remittances encourage investment or simply lead to higher consumption; whether they give rise
to inflationary pressures; and whether they reduce poverty and aid development.   Recipient countries, however, tend to view74

remittances as a much-needed source of foreign revenue.

The Criminal Sector

Technological innovation has had an enormous impact on global organized crime, placing more tools in the hands
of criminals and, in many cases, facilitating criminal attempts to avoid detection by law enforcement officials.  Consider
counterfeiting: From 1992 to 1993, detected cases of counterfeit currency abroad increased by 300 percent.  Intelligence
analysts traced much of the increase to a group of highly-skilled counterfeiters, backed by Iran and Syria, who have produced
as much as $1 billion in superb reproductions of the old US $100 bill.  New currency is designed to foil counterfeiters, but
the competition will undoubtedly continue.  The ultimate replacement for currency, the smart cash card, would pose
additional difficulties for law enforcement, enabling arbitrarily large amounts of illicit “cash” to be walked across borders
with ease.  Total card value limitations and positive identification of the owner (via embedded photo, fingerprint, or retinal
print) might deter illicit use by destroying anonymity, but would in turn raise concerns about privacy and individual rights,
inasmuch as it could function as a de facto national identity card, much as Social Security accounts have come to function
de facto as citizen ID numbers.  

Money Laundering
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Criminal entities across the globe are also cooperating in the drug trade.  In 1993, Russian authorities confiscated
a ton of South American cocaine being shipped to St. Petersburg.  A Russian-Eurasian organized crime group had set up
the shipment through Colombian drug cartels.  In a similar case, 15 Russian and Sicilian crime figures were convicted in
the US for shipping heroin from Warsaw, Poland, to New York City.  The Sicilian mafia launders money—often in Eastern
Europe and Russia—for the Colombian cartels, investing their 25 percent cut in Russian goods, which are exported for hard
currency, and clearing up to five times the value of the laundered money.   Many Mexican drug dealers simply smuggle large75

shipments of cash across the US-Mexico border.  Between April and October 1995, Mexican officials made three seizures
totaling $20 million.   Many other dealers, however, are beginning to resort to more sophisticated methods.  According to76

one Drug Enforcement Administration official, many Mexican traffickers buy shares of banks, place their members on the
boards of directors, and use these financial institutions to launder money.  77

Wire transfers are used extensively to launder money.  According to the US Treasury Departments’ Financial
Crimes Enforcement Network “[t]he use of wire transfers is probably the most important technique used for layering elicit
funds in terms of both the volume of money that can be moved and the extent to which transfers occur.”   The massive78

volume of global transfers, estimated at 700,000 per day (averaging $2.8 million each), allows drug traffickers to move
illegal profits between accounts without being noticed.  US law does not restrict the amount of electronic transfers into or
out of the country and does not require reporting of transfers between accounts or between financial institutions.  Although
approximately $300 million is laundered every day, the daily worldwide total of $2 trillion in transfers simply dwarfs the
smuggle’ transactions.   79

One method of money laundering that has recently attracted federal regulatory attention involves funneling money
through nonbank institutions, such as remittance corporations, check cashers, money order sellers, or other off-shore
accounts.  Organized crime syndicates or drug traffickers can deposit money into local bank accounts maintained by a
remittance corporation.  A member of the organization can then fax the names of intended recipients to the remittance
corporation, which transfers the money electronically to a foreign bank account.  In 1994, federal law enforcement officials
said that several remittance corporations in the Southwest were laundering money.  One maintains only numbered bank
accounts to avoid revealing client names and paid enormous fines to maintain its clients’ confidentiality.   In May 1997,80

federal regulators proposed new reporting requirements for check-cashing and other non-bank institutions on transactions
over $750 (the current limit is $10,000) and to require notice of frequent transfers of just under $750.  With the new system,
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law enforcement officials hoped to stem money laundering without making the process of sending cash back home more
onerous for the average worker.  81

Criminal Hacks

Another criminal use of technology involves hackers attempting to gain unauthorized access to information systems,
particularly government networks that deal with national security.   L. Dain Gary of the Computer Emergency Response
Team (CERT) maintained by the Software Engineering Institute at Carnegie Mellon University said that the number of
‘attacks’ CERT handles has risen dramatically from 132 for all of 1990 to approximately 2,300 in 1994 and 2,600 in 1996.82

The Defense Information Systems Agency (DISA) has indicated that the US Department of Defense, with its 2.1 million
computers, 10,000 local area networks, and 100 long-distance networks, was the target of approximately 250,000
unauthorized access attempts in 1995, 65 percent of which did gain access to unclassified data.   83

There are three popular techniques that hackers continue to employ to break into computer systems.  One method
simply involves using computers to crack the passwords of a network user.  Sendmail, another technique, involves sending
an e-mail with certain codes to a networked computer.  The codes in the sendmail then execute at the system’s root level,
enabling the hacker to gain access to the password file and create his own password.  Hackers may also install “sniffer”
software programs at remote network switches or host computers.  Sniffing programs send copies of information routed
through the network to the hacker, who is then able to discern user identifications and passwords.  Information on how to
master these techniques can be found across the Internet through informal hackers groups, such as the 2600 club, the Legions
of Doom, and Phrackers Inc.84

Part of the problem remains a user community that lacks the technical training and expertise to prevent hacker
intrusions.  Technology—both software and hardware—is changing so rapidly that neither operators nor law enforcement
officials are able to keep abreast of the latest developments.  New users come onto the Internet every year and make the same
mistakes as their predecessors, allowing hackers to succeed with techniques that worked “five years ago.”   In 1991, a85

hacker pleaded guilty to breaking into a Pentagon system and agreed to assist the Air Force Office of Special Investigations
to determine systems that were vulnerable to hackers; within 15 seconds he had hacked into the same Pentagon system for
which he had been convicted.   Five years later, a May 1996 General Accounting Office (GAO) report concluded that the86

Department of Defense still had “no uniform policy for assessing risks, protecting its systems, responding to incidents, or
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assessing damage.”   So even when system vulnerabilities are identified, they are not always corrected.  CERT issues regular87

security advisories on vulnerabilities and solutions to them, updates them as necessary, and reissues relevant bulletins issued
by computer hardware and software vendors.88


