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Governance has a fundamental role in security sector reform. Every element of security sector 
reform implies a functioning government in place: performing a threat assessment, planning a 
national security strategy, developing constitutional, legal, and policy frameworks, managing the 
security sector, and overseeing and holding it accountable. Moreover, performing these tasks 
successfully and sustainably requires a government in place that is willing to take ownership of 
the reform process, and has some capacity to do so and to engage with external actors (such as 
peacekeepers and assistance providers), with its public, and with itself (managing and 
coordinating policies and actions). 
 
Yet principles of good governance of the security sector—democratic and civilian control of the 
security sector; transparency, oversight, and accountability for security policies, decisions, and 
practices; respect for human rights; compliance with international law; and legitimacy of the 
security sector in the eyes of the public—are largely aspirational, as no state will perfectly adhere 
to such standards at all times. For added complexity, basic receptivity of local parties to these 
good governance principles is a necessary precondition for governance reform as well as its 
desired end state.  
 
Principled security sector governance (SSG) faces severe challenges in post-conflict, fragile, or 
failed states. Government in such states may be factionalized, too weak to deliver essential 
services, or largely destroyed by war or other calamity. Under such conditions, in what the 
Secretary-General has defined as the immediate aftermath of conflict (“the first two years after 
the main conflict in a country has ended”; United Nations 2009, Summary) outside actors may 
hope but should not expect that host state leaders and agencies will take effective ownership of 
reforms, cooperate with each other, or open up to the public. The implication is that governance 
of the security sector will not conform to good governance principles in that early period, and that 

                                                 
1 This practice note is a part of the SSR Best Practices and Lessons Learned Repository, a project which the Stimson 
Center conducted at the request of the Security Sector Reform Unit in UN DPKO’s Office of Rule of Law and Security 
Institutions. The SSR Repository was made possible with support from the United Kingdom’s inter-agency Strategic 
Support for International Organisations (SSIO) program. The views expressed in this note are those of the author and 
the Future of Peace Operations program at the Stimson Center, and do not necessarily reflect the views of the UN SSR 
Unit or the UK SSIO program. 
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concerted outside leverage, exerted at many levels, will be required over an extended period to 
give those principles a chance to embed themselves in everyday government practice.   
 
We have no illusions that the guidelines in this note will solve the problem of governing, or 
reforming the governance of, a security sector in these contexts. We do hope that these guidelines 
give assistance providers, host/partner governments, their peoples, and other stakeholders some 
insight into how to proceed with changes that will ultimately help people to live in less fear, with 
more hope for the future and a little more trust in their governing institutions. 
 
This practice note begins with definitions and frame of analysis to delineate the scope of 
discussion and list relevant security sector actors. Core program design issues introduce essential 
approaches for integrated missions, country teams, and donors to consider, and good governing 
principles that apply to assistance providers, host governments, and stakeholders alike. Program 
planning discusses the planning constraints and tools for oversight and accountability of the 
security sector. Iterative lessons learned will summarize the best practices in security sector 
governance and oversight.  
 

DEFINITIONS AND FRAME OF ANALYSIS 
Although definitions for security sector governance vary, reform centers around two dimensions 
that enable effective oversight and accountability of the security and justice sector: 1) an 
institutional dimension to (re)build transparent mechanisms and processes for security policy, 
decisions, and practice, and 2) a normative dimension to transform relationships among security 
and justice providers, governing and oversight bodies, and the general public to embody 
principles of “good governance”—transparency, accountability, responsibility, participation, 
respect for human rights, compliance with international law, and regional peacebuilding 
(ECOWAS, 2008, paras. 72, 74, 75; Hanggi, DCAF 2003, 11; Law, DCAF 2007, 18; Ball et al., 
CDD 2004, 1.1; United Kingdom DFID, 2002, 18; United Kingdom DFID, 2000, 46; United 
States 2009, 4).2  
 
Traditionally, SSG reform efforts targeted support toward two security sector actors: bodies 
authorized to use force and civil management and oversight bodies. This approach is now widely 
agreed to be too narrow and state-centric given the importance of justice and rule of law 
institutions in providing security, the prevalence of non-state security and justice providers, and 
the need to include civil society for public participation and legitimacy (Hanggi, 9; OECD, 
2007c, 6). Therefore this practice note will look at all formal and informal actors with a role in 
influencing security sector governance (Ball et al., 2004, 2.2). Actors with a formal role include 
bodies authorized to use force, civil management and oversight bodies, and justice and rule of law 
institutions. Actors with a typically informal contribution to security sector governance include 
non-statutory security bodies and non-statutory civil society groups (UNDP, 2002, 87; Hanggi, 
10; Ball et al., 2004, 2.2). 
 
Bodies authorized to use force (“security forces”) are statutory security forces: regular armed 
forces of the state (army, navy, coast guard, marines/marine infantry, and air forces); state-
                                                 
2 Institution-building corresponds closely with professionalism and capacity, which is addressed in practice notes on 
defense sector reform (for all security forces except police) and management of the security sector (for all other actors 
in the security sector, including police). 
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sponsored paramilitary forces (gendarmerie or equivalent, and border security forces); customs, 
and immigrations services, police, presidential guards, intelligence and secret services, prison 
guards, coast guards, reserves or local security units (national guards, militias), or any other 
security services with a state mandate to use force (Ball et al., 2004, 2.2; Hanggi, 10; DCAF, 
2008, 2-3). 
 
Civil management and oversight bodies (“civilian authorities”) include statutory executive and 
legislative bodies as well as customary and traditional authorities. Executive bodies include the 
president and/or prime minister, national security advisory bodies, ministries of defense, interior, 
foreign affairs, and justice, other ministries that may affect security matters (transportation, 
immigration, agriculture), financial management bodies (finance ministries, budget offices, 
financial audit and planning units), and any other civilian authorities that direct, manage, and 
oversee the security forces. Legislative bodies include parliament or the legislature and select 
parliamentary or legislative committees overseeing the security forces and security policy.3 This 
category also includes independent oversight bodies (auditing boards, anti-corruption agencies, 
and procurement agencies) and statutory civil society organizations (public complaints 
commissions and civilian review boards), which are financed by the government but maintain 
complete independence in decision-making and report only to parliament (Hanggi, 10; Ball et al., 
2004, 2.2). 
 
Justice and rule of law institutions include criminal investigation and prosecution services, civil 
and criminal courts and tribunals, military courts and tribunals, and customary and traditional 
justice institutions; ombudspersons and human rights commissions; and corrections systems. 
Formal justice institutions are the primary statutory bodies responsible for legal accountability of 
the security sector, upholding the constitution, rule of law, and respect for human rights (Ball et 
al., 2004, 2.2; Hanggi, 10; OECD, 2007a, 113).  
 
Non-statutory security forces or armed groups include liberation and guerrilla armies, private 
bodyguard units, political party militias, private security companies, non-statutory paramilitaries, 
civil defense forces, local and international criminal groups, and any other non-state groups with 
the capability to use force but without a mandate (DCAF, 2009, 2-3; Ball et al., 2004, 2.2).4 These 
have varying degrees of legitimacy, and some of them (private security companies, civil defense 
forces) may provide better security and, as with non-statutory justice providers, may have more 
public legitimacy than statutory security forces (United States, 2003, 6-4; Baker and Scheye, 
512).  
 
Non-statutory civil society includes professional organizations, research and policy analysis 
organizations, the media, political parties that may affect security policy, the business 
community, advocacy organizations, religious organizations, concerned public, and other non-
governmental organizations involved in monitoring and/or evaluating the security and justice 
sector, providing policy analysis or advice, disseminating information and raising public 
awareness about the security and justice sector (DCAF, 2008, 2-3; Ball et al., 2004, 2.2). 

                                                 
3 Parliament or legislature terminology depends on a country’s political system. This practice note will use legislature 
terminology. 
4 Some bodyguard units or private security companies may have a state mandate and should be considered as part of 
security forces in such situations.  
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With so many actors vying for influential roles, and many of them lacking professionalism and 
institutional capacity, reform of security sector governance is a long-term, uneven, and inexorably 
political process (Sherman, CIC 2009, 6; Ball, UNDP, 2002, 21-22). The process aims for good 
governance principles but is rarely able to fully achieve them in practice, even in the most stable 
and developed of countries (Ball et al., 2004, 3.3.2). Institutional mechanisms and legal 
frameworks may codify the rights and mutual obligations of security and justice sector actors, but 
the relationships among them and the communities they serve are full of complex and informal 
norms and practices that may diverge from international standards, pre-existing national laws, or 
national laws developed as part of SSR programming (Sherman, 6; Ball et al., 2004, 1.3.2). This 
divergence is often inevitable and necessary for an effective context-specific approach to reform 
(Ball et al., 2004, 1.3.2). The best results occur when the process is clearly defined through an 
integrated policy, locally driven, and culturally appropriate, and external assistance providers 
commit to sustained engagement with state and non-state security and justice providers, 
governing and oversight bodies, and civil society (Ball et al., 2007, 2-4; OECD, 2007a, 63-64, 66; 
Clingendael, 2008, 2). 
 

CORE PROGRAM DESIGN ISSUES 
Core SSG program design issues relate to both process and objectives. This section discusses 
widely-used approaches to effective SSG programming and commonly accepted good governance 
principles that guide such programming.  
 
Programming Approaches 
Effective security sector governance programs use multi-layered, whole of government, process-
focused, harm-avoiding, and context-specific approaches that have demonstrated abilities to 
promote local ownership and sustainability. They often face implementation challenges, however, 
due to lack of resources, interest, or consensus among external assistance providers, host 
governments, and other stakeholders. These approaches, common to all SSR, are explained below 
in terms of governance reform and the benefits they bring to it. Although they can be mutually 
supportive, there can also be tensions, as between the human rights approach and necessary 
context-specificity.  
 
Multi-layered Approach 
The multiple agendas of those involved in or affected by security sector governance reform can 
give rise to key disagreements. Although the goal of reform is to enable government to provide 
for the “enhancement of effective and accountable security for the State and its peoples,” 
disagreement often arises over whether priority should be given to effectiveness or accountability 
(United Nations, A/62/659, para. 17). Assistance providers, wanting to use limited resources 
effectively, argue that sustainable good governance and management are means to improve 
efficiency and do more with available resources. The host government, possibly facing threats to 
its leadership and existence, tends to emphasize the need for more immediate, effective security 
to quell internal and external threats in order to create the political space for long-term reform. 
This dilemma surfaced during the Uganda defense review, but the tension between effectiveness 
and accountability often applies when reforming governance (Hendrickson, 30; Baker and 
Scheye, 505). The local population, in effect the end user, wants the violence stopped, regardless 
of who makes it happen. 
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The problem, of course, is that internationals’ priorities are long-term, and much of their support 
is allocated to statutory security and justice actors. Although these actors are critically important, 
this focus fails to meet the immediate security needs and wishes of the local population in most 
post-conflict situations and fragile states, where up to 90 percent of citizens’ security and justice 
needs may be met by non-statutory security and justice providers. Good practice has shown that 
reform must engage with 80 percent of all security and justice providers to be sustainable, and 
non-state security and justice providers in fragile states are often heavily preferred by the public 
over the institutions of the state (Scheye, Clingendael, 21; Ball et al., 2007, 7). Whether this is a 
cause or an effect of state weakness, a state-centric approach to SSG simply will not produce 
desired results, especially in the short term (OECD, 2007a, 11; Baker and Scheye, 505, 512).  
 
If good governance is to be a major element of sustainable reform, assistance providers should 
blend short- to medium-term initiatives involving statutory and non-statutory actors to improve 
justice and security delivery with long-term programs of institution building that support good 
governance―a multi-layered approach (Ball et al., 2007, 8; OECD, 2007a, 11, 67). These two 
objectives are not incompatible. Providing immediate security does not require imposing an 
artificial government structure; not only has that proven unsuccessful but it could be 
destabilizing. With an understanding of local power structures and dynamics, and where actors sit 
on the state/non-state continuum, effective support can be given to both statutory and non-
statutory justice and security providers (Scheye, 12-13).  
 
The risks of engaging with non-statutory security and justice providers are real and the path of 
engagement is less predictable. Many non-statutory actors may have been fighting with the host 
government, making engagement with and funding of them a political issue (Scheye, iv). 
Supporting strong and legitimate non-statutory actors could potentially be destabilizing rather 
than an interim security structure, if such an actor uses its new strength and legitimacy to 
undermine the state’s monopoly on the use of force (Scheneckener, DCAF, 25). Assistance 
providers must therefore be prepared to manage risk and quickly address unintended 
consequences (Scheye, 41). Maintaining firm program grounding in human rights is absolutely 
necessary to that end, as is assessing and understanding potential partners early in the programme 
and updating those assessments as experience with them accumulates.  
 
As part of their initial information gathering and assessment of the security and justice sector, 
assistance providers need to determine who is actually providing security and justice, not just 
who “should” be doing so; assess the real providers’ capacity (or lack of it); and incorporate these 
findings into their strategy (Baker and Scheye, 516).  
 
Multi-layered approaches recognize the reality of day-to-day service delivery, the choices of local 
communities through engagement with major non-statutory justice providers, and long-term 
governance objectives through resource support to the host government (human, infrastructural, 
administrative, and financial). The idea is to gradually link the two together as the state grows 
stronger and more capable of effective security, while strengthening accountability for non-state 
actors (OECD, 2007a, 68; OECD, 2007b, 18; Ball et al., 2007, 8). Strengthening state capacity to 
provide accountability for non-statutory actors is key, not only for the benefits of transparency of 
decisions, but also because non-statutory actors can easily be co-opted by political elites through 
patronage (Scheye, 23).  
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Whole of Government Approach 
Because security sector governance reform is an inherently political process—due to changing 
power balances between civilian authorities and security forces, executive and legislative 
authorities, and civilian authorities and civil society—a comprehensive and common 
understanding of various actors’ motivations and priorities on the part of assistance providers is 
essential (Ball, 2002, 13). 
 
A whole of government approach (WGA) to the host government engages in consultations across 
sectors in the host government, including at senior diplomatic and political levels. The process 
helps to establish a mutual understanding of different mandates and skills of stakeholders and 
creates opportunities for linkages among security sector actors and other stakeholders (OECD, 
2005, 5). The point of a WGA is not for assistance providers to over commit to reform initiatives 
in every sector but to initiate a dialogue and form linkages with stakeholders, which will make 
reforms more sustainable wherever they do engage.5  
 
This process benefits security sector governance in two ways: First, WGAs can establish a 
common agenda of good governance principles that can and should be incorporated into every 
SSR initiative. In cases where a WGA leads to the development of an integrated SSR strategy or a 
comprehensive legal framework, good governance principles can be articulated for all security 
sector actors (Clingendael, 2008, 7; EU, 2005, 11; OECD, 2007a, 112). Second, reforms targeted 
at governance and oversight require the comprehensive understanding and multi-stakeholder 
dialogue that a WGA can generate. It can improve relations among elements of the security sector 
and help build the linkages that a strong, layered system of oversight and accountability requires. 
That is, oversight bodies need checks on their authority; oversight mechanisms for one part of the 
system (e.g., for police) will accomplish little without similar oversight of the judiciary and 
prisons. Non-statutory security and justice providers also can be linked into accountability-
building oversight mechanisms.6  
 
WGAs are challenging to implement for a variety of reasons. Inadequate time commitment, lack 
of expertise, or insufficient funding may undermine a comprehensive approach. Assistance 
providers may implement their own strategies regardless of whether they work in the local 
context. The perspectives of various stakeholders (security forces versus development actors, for 
example) can be difficult to reconcile and prioritize, especially with many competing needs and 
limited resources (Ball et al., 2007, 7; Hendrickson, 30). A post-conflict state with depleted 
resources, damaged infrastructure, and lack of capacity also may not be able to support a whole of 
government approach (Baker and Scheye, 509).  
 
Where a whole of government approach is not possible, security sector-wide approaches and 
institutional approaches may apply the same concepts of creating external linkages but with a 
progressively narrower focus (OECD, 2007a, 77). Both should continue to seek linkages with 

                                                 
5 A coordinated and complementary approach by assistance providers—from UN integrated missions through bilateral 
donors and their implementing partners—ideally neither double-covering nor missing key issues, is a necessary 
element of an efficient whole of government approach with the host state. Such coordination and complementarity is 
difficult to achieve in practice, however, and the breadth of considerations involved go far beyond the writ of this note. 
For discussion, see Clingendael 2008 and Patrick and Brown 2007. 
6 Accountability for decision-makers and oversight bodies is discussed further in the practice note on management of 
the security sector. 
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external stakeholders. Occasionally assistance providers will be under pressure to start operations 
with incomplete information. In these situations, quick-impact programming with a smaller 
institutional focus, or engaging in dialogue about mutual priorities, could be part of inception 
phase programming that expands its reach and impact as knowledge becomes more complete. If 
previous initiatives have worked sector-wide or institutionally, it may be more appropriate to 
build upon those efforts rather than starting anew with a whole of government approach (OECD, 
2007a, 11).  
 
Governance as a process 
Despite much discussion of security sector reform as a process, in practice many assistance 
providers may revert to previous strategies or their funding may only allow for support for 
discrete high-profile projects (assisting a threat assessment or writing a defense white paper) or 
for ad hoc projects unconnected to an overall strategy (not linking the security strategy to 
extensive training in expenditure management, for example) that produce piecemeal results for 
local populations.  
 
Governance reform especially benefits from a process approach. Examples may include extensive 
discussions and dialogue between security forces, civilian authorities, and civil society on 
women’s participation in SSR or on human rights in community settings (OECD, 2004, 36). In 
Guatemala, although an extended dialogue among government officials, military leaders, and 
civil society organizations did not produce immediately tangible results, it may have led to two 
unintended but substantial achievements: the promotion of a leading civil society organizer to a 
Deputy Minister of Interior post, and the formation of a Central American network of civil 
society organizations involved with SSR (Ball et al., 2007, 7). 
 
Multi-year planning schedules and funding cycles could provide the time to conceive of a strategy 
and work with the security sector in a long-term process. This extended planning should be 
complemented by six month interval reporting on outcomes with realistic expectations on what is 
actually achievable, especially in the initial post-conflict stages (Ball and van de Goor, 2008, 4). 
Planning should include an inception phase of one to three years to develop long-term objectives, 
and allow for a minimum of four years before a full SSR program emerges. This understanding 
can help target resources more effectively in the short term as well, as in Southern Sudan where 
the “unanimous but publicly unacknowledged judgment of the international community [was] 
that the possibility of building a comprehensive state-centric system lay more than 30 years in the 
future.” Acknowledgment would have made the advantages of a multi-layered approach obvious 
(Ball et al., 2007, 8). Short-term engagement can still build the foundation and consensus for 
long-term reform, formulate a strategy, build the foundation for basic legislative capacity for 
research prior to elections and complex structural adjustments, implement short-term projects that 
generate ownership and government legitimacy. The key challenge in the initial stages is 
balancing short-term projects and how they will merge with or at least not run counter to long-
term goals and strategies that may be still in their nascent stages.7  
 
 

                                                 
7 This concept of planning in unstable environments in discussed in more detail in the practice note on SSR in 
stabilization environments.  
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Do No Harm, While Promoting Human Rights 
Outside support inevitably changes the dynamic among security sector actors. Engagement may 
even, unintentionally or inadvertently, cause harm to the very people that programs intend to 
serve. This is especially true in security sector governance, given the political sensitivities and 
balances that are affected. A human rights approach must be incorporated to “do no harm,” an 
accepted development concept that can be applied to any engagement in a highly unstable 
environment (OECD, 2007b, 6). This bestows an obligation on assistance providers to understand 
the security environment, the dividing lines of conflict and connecting strands of peace, and how 
every actor’s actions may impact the environment. Doing no harm is a minimum requirement in 
governance reform, and indeed SSR generally, given the political sensitivities, careful 
maneuvering, and at times necessary engagement with security sector actors who have less than 
honorable intentions (McCartney et al., 2004, 21). 
 
Assistance providers should proactively assess the environment and adjust their programming to 
avoid direct harm to a population (elevating one demographic at the expense of another, for 
example) and indirect harm that may stem from heedlessly supporting any security sector actor 
who causes harm to local populations. Programming must constantly be reviewed and adjusted in 
light of new information (Anderson, 70-73). Following discovery of corruption or human rights 
violations, outsiders should carefully review their activities for impact on domestic reform, 
conflict, poverty, and insecurity. Withdrawal of aid, particularly mid-cycle, should be done 
incrementally and as a last resort. If programs are not withdrawn, responses should be 
harmonized and graduated, account for overall government trends and consider the possibility of 
adjusting the level, target, and beneficiaries of funding, or (positive) conditionality if necessary 
(OECD, 2007b, 6; OECD, 2004, 20). 
 
Women, minorities, and disadvantaged groups are major stakeholders in public security yet 
usually are under-represented in the security sector. A human rights approach requires inclusivity 
and representation in governing the security sector. Assistance providers should seek greater 
representation for women, minorities, and other underrepresented groups in all parts of the 
security and justice sector and especially in positions of authority (Netherlands, 2007, 10). In 
practice equitable representation is difficult to achieve, but assistance providers should try to 
prevent a concentration of one demographic group in military command billets or their equivalent 
civilian equivalents (Afghanistan, for example, has presented such problems) (Katzman, 10-11). 
Efforts should also be made to prevent representatives of security forces from discriminating and 
using violence against women and to facilitate justice access for female victims (Netherlands, 
2007, 10). In Sierra Leone, for example, a Family Support Unit with female officers was 
established, with UNAMSIL assistance and with requisite recruitment and training, to facilitate 
gender-based violence cases (OECD, 2007a, 174). Including a gender perspective can help build 
gender norms into the governance process (UNIFEM, 2005, 2).  
 
Context-specific Approaches  
Given the inherently political nature of governance, understanding the operational environment 
and relationships among key actors is essential. Differing political systems and philosophies, 
legal structures, and the influence of non-statutory security and justice actors necessitate that all 
security sector governance programming be designed to work within the sub-state, state, and 
regional context.  
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At national and provincial levels, more centralized political systems will prefer to fund and 
administer reform initiatives centrally, whereas federal/provincial political systems may prefer to 
decentralize authority (Ball et al., 2004, 2.3).8 Assistance providers must reconcile their strategies 
and institutional knowledge with the specific context, but neither approach is risk-free. For 
example, a high level concentration of fiscal and political state authority for security forces can be 
destabilizing by making the whole institution vulnerable to abuse and corruption (Gompert et al., 
RAND 2007, 44). Developing provincial and local capacity may better serve local needs and be 
more efficient, as opposed to placing direct management of daily operations under the sole 
control of one security apparatus or ministry (ECOWAS, 2008, 53(h)). Decentralizing authority 
to provincial or local governments and promoting their autonomy also decreases the likelihood 
that one demographic element of the population will control the entire security and justice sector 
and encourages more community participation and representation (United States, 2004, 16). 
However, local corruption by political elites can be just as endemic, and too much 
decentralization can lead to inconsistency, inefficiency, and confusion (Gompert et al., 42-43). 
Complex issues that can fuel conflict are often better addressed by local government, yet local 
government typically lacks the resources and skills, and often the mandate and legitimacy, to 
adequately address those issues (United States, 2004, 16).  
 
At the national level, legislatures have varying levels of oversight strength and participation (Ball 
et al., 2004, 3.4.2). Legislative capacity, often the primary means of oversight for executive 
authority and defense expenditure, can be extremely constrained, particularly in political systems 
with strict party discipline or where the legislative role has traditionally been marginalized 
relative to the executive. This limited oversight role renders the legislature and relevant oversight 
committees unable to contribute substantively to security and defense policy decisions, and 
implies that institutionalizing oversight mechanisms and capacity building would have limited 
impact without broader political reform (McCartney et al., 58). When civil management and 
oversight roles are constrained, independent and public anti-corruption initiatives (such as anti-
corruption commissions with the power to prosecute) can help in deterring or uncovering 
systemic, large-scale corruption and abuse, if those initiatives can avoid becoming corrupt or 
politically manipulated themselves (United Kingdom, 2008, 41). Legal mechanisms and justice 
reform also must be adapted to systems of common, civil, customary, or religious law.  
 
A context-specific approach also requires understanding the local implications of the regional 
security situation, cross border security issues, and the potential for collective regional responses 
to collective security challenges (Ball et al., 2004, 6.2). Meeting these challenges means 
neighboring states and regional bodies must agree on common principles and strategies, which 
should be managed through bilateral agreements or international and regional organizations.  
 
Fundamental Principles of Governing the Security Sector 
Commonly accepted essential principles of security sector governance are democratic and civilian 
control of the security sector, accountability and oversight, transparency, prioritization of human 
rights, compliance with international law and agreements, and public legitimacy.9 These reflect 
                                                 
8 Ball et al., 2004, describe this in the context of justice sector reform, but the concept can be applied to civilian 
authorities as well. 
9 The general consensus, established through literature reviews and interviews, is that control of the security sector 
must be both democratic and civilian as a principle of good governance.   
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the rights and mutual obligations that civil authorities and security personnel have toward each 
other and the communities they serve, and are critical to fostering good relations and trust among 
the three (Ball and le Roux, SIPRI 2006, 18; United Kingdom, 2000, 46; ECOWAS, 2008, para. 
72). As necessary preconditions for effective security sector governance, programming should not 
only aim for them but embody them, even where local political realities work against a 
transparent and participatory process.  
 
Security sector governance and oversight reform build these principles into national security 
strategies and constitutional, policy, and legal frameworks for the security and justice sector and 
translate them institutional oversight mechanisms.10 These principles also characterize the ideal 
relationships among security and justice providers, civilian authorities, and the public.  
 
Assistance providers inevitably will encounter actors (international, regional, national, and local) 
who profess adherence to good governance principles but ignore them in practice. Investing in 
governance of the security sector will inevitably involve tradeoffs with the shady or corrupt 
institutions or leaders. As both partners in reform and watchdogs in good practice, outsiders must 
decide which compromises they are willing to make. When making a decision, they should 
anticipate the public’s interpretation of the decision taken and its impact on longer term good 
governance objectives. In situations with no other alternative but to engage, the very sensitive 
challenge is weakening the corrupt influence of such actors while still furthering the reform 
agenda and persuading necessary partners and stakeholders to remain engaged (OECD, 2007a, 
231). In cases in Haiti, DRC, Bosnia, Nepal, Timor-Leste, Solomon Islands, and Burundi where 
assistance providers were aware of corrupt leadership but did not want to undermine the fact that 
the officials had been democratically elected, evidence of corruption was gathered and new 
political alliances formed, leading to a gradual replacement of corrupt personnel over many 
months (Ball et al., 2007, 7). 
 
Democratic and Civilian Control of the Security Sector 
A commonly stated element, or goal, of good governance in the security sector is democratic and 
civilian control over the security sector, meaning that ultimate authority on security issues and 
decisions must remain with elected civilian representatives whose authority is grounded in a 
democratically agreed constitution and national laws (OECD, 2004, 5; United Nations, A/62/659, 
para. 18). This relationship ideally should be embedded in a clearly defined and accepted 
institutional hierarchy with clearly stated mutual rights and obligations for the civilian authority 
and security forces (United Kingdom, 2000, 46; ECOWAS, 2008, para. 72). Few organizations or 
governments have clearly articulated provisions on democratic governance of the security sector, 
however, even though democratic and civilian are not necessarily synonymous terms in practice.  
 
“Civilian control” means that civil authorities have both adequate authority and the obligation to 
exercise political control and legal oversight of security forces and their operations, of relevant 
revenue collection and of public expenditure. They are also obligated not to politicize the security 
forces and to prevent inappropriate, unauthorized, or accidental military expenditure or use of 
resources (Ball and le Roux, 18; Wulf, 2004, 22; OSCE 2007, 10-11; OSCE 1995, 20-28; UNDP, 
2002, 90; Tjønneland, CMI 2003, 12-13). Democratic supervisory instruments at their disposal 
                                                 
10 For more information on developing national security strategies and creating frameworks, see the practice note on 
national security policies and strategies. 



Madeline L. England                                                                               11 

 

  

that protect the hierarchical relationship include constitutional principles, laws, and administrative 
rules. These instruments, and the established processes by which they are administered, make 
democratic and civilian control subject to checks and balances that improve and safeguard their 
functioning. These include executive decision-making authority, parliamentary oversight, and 
independent judicial review (COE, 2008, 31; COE, 2005, para.7). Their relationships may shift 
during states of emergency and in response to political events (COE, 2008, 30-31). Democratic 
and civilian authorities should facilitate activities aimed at fostering a good and participatory 
relationship among the security and justice sector, civil authorities, and civil society 
representatives (COE, 2005, para. 7).  
 
The security forces should be depoliticized through a carefully structured reform process and, to 
maintain political neutrality, should receive professional training consistent with norms of 
democratic societies and human rights (Ball and le Roux, 18; McCartney et al., 22; OSCE, 2007, 
10-11; OSCE, 1995, 20-28; UNDP, 2002, 90). In cases where civilian authorities attempt to 
misuse security forces or security resources, security forces have an obligation to guard against 
abuse of authority, which is why defense sector reform, particularly improving professionalism 
and capacity to respond to internal threats (as well as external) to security and stability, is 
important to balance civilian authority and oversight (United States, 2004, 22).11  
 
Each actor authorized to use force should have a primary agent of civilian control, typically the 
ministry of defense for the defense sector, which would operate with interagency linkages to and 
possibly share responsibility with cabinet-level civilian oversight for intelligence services, 
presidential guards, and border security forces. For law enforcement agencies the civilian 
oversight leadership is typically provided by the ministry of justice or the interior. As host nation 
capacity for law enforcement increases, and particularly when multiple ministries are responsible 
for civil security, competition among security force leaders for supremacy in the management 
hierarchy can generate conflict. This can be mitigated somewhat by creating coordination and 
communication mechanisms among the relevant ministries. The legislature also provides an 
important civilian oversight capacity for all security sector actors by deciding and evaluating 
funding levels and providing the statutory framework for planning and implementation (United 
States, 2003, 6.10-6.11).12  
 
Civilian management and oversight bodies should consult with civil society on a regular basis in 
the formulation of security sector policies and practice, and create a political environment 
conducive to active civil society participation as an expression of democracy. Civil society should 
have the means and capacity to monitor the security sector and to provide constructive input into 
political debate on security policies. Potential partners should not assume that civil society’s first 
priority is the public interest, as some civil society groups may have strong political interests or 
other priorities, as with groups that spread hate propaganda during the Rwandan genocide (United 
Kingdom, 2000, 12, 46; Ball and le Roux, 18; Wulf, 22; OSCE 2007, 10-11; OSCE 1995, 20-28; 
UNDP, 2002, 90; OECD, 2007, 232). 
 

                                                 
11 For more information on defense sector reform and threat assessments, see the relevant practice notes. For more 
information on professionalism for other security sector actors, see the practice note on management of the security 
sector. 
12 This is discussed further in the practice note on national security policies and strategies.  
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Accountability 
The hierarchical relationship between civilian control and oversight bodies and security forces 
obligates security forces to explain their actions to civil authorities and civil society on a regular 
basis and when asked. Civilian authorities and oversight bodies, including statutory civil society 
(public complaints commissions and civilian review boards), must have the ability to impose 
effective sanctions for inappropriate actions or if actions are not sufficiently explained. Non-
statutory civil society’s tools for enforcing accountability would be elections, lobbying, petition, 
and public protest. Accountability is a means of enforcing oversight and therefore, like oversight, 
must be applied at multiple layers of institutional, command, and individual accountability for 
misconduct (Ball and le Roux, 18; Lue-Dugmore, 2003, 71-72).  
 
Transparency 
Security sector governance reform should be transparent at every stage of the reform process, and 
governance should continue to be transparent, consistent with meeting legitimate and well-
defined needs for confidentiality, which should be subject to regular, independent oversight.  
 
All information about security sector financing, for example, should be publicly, widely, and 
easily accessible to civilian authorities, justice and rule of law institutions, and the public. Some 
documents and information pertaining to security forces will be highly sensitive and must remain 
confidential, but a careful and reasonable balance must be struck between the need for 
confidentiality and the need for accountability (Bearne et al., RAND 2005, 10-11). War plans, 
public safety plans for pursuing and prosecuting criminals, and much of the work of intelligence 
services may need to remain confidential, but procurement practices, military and other 
expenditures, and violations of human rights should not be exempt from public scrutiny or the 
rule of law. Therefore expenses should never be off-budget or covered by off-budget revenues. 
The political environment should be conducive to civil society playing an active role and 
consulted on security policies, resource allocation, and other relevant issues on a regular and 
frequent basis (Ball and le Roux, 18; Aasen, 2007, 24).  
 
On the part of justice and rule of law institutions, a lack of rule of law and judicial transparency 
and accountability creates an environment that enables or fails to prevent human rights abuse and 
corruption and undermines the professionalism of the security forces. The failure to pursue 
particular criminals or human rights abuses, corruption or malfeasance of security forces, weak 
corrections systems, and the names of detained, arrested, and released prisoners all should be 
disclosed publicly and be widely accessible to civil authorities and the public (Ball et al., 2004, 
3.2.1). 
 
Respect for Human Rights 
Respect for human rights should be built into the reform process and include not only reactive 
mechanisms, such as venues for filing complaints and ensuring remedial action, but also 
proactive mechanisms for educating and training the security sector on human rights standards, 
monitoring their behavior, and ensuring representation of minority or disadvantaged groups in 
decision-making governing bodies. Security forces training programs should inculcate a culture 
of service in which they are not beholden to any particular party or individual in power but serve 
the country and its people (Gompert et al, 23). 
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Human rights complaints mechanisms should allow for the following process: documenting 
violations, bringing the complaint to the attention of the security sector personnel concerned and 
their commanding officers, taking remedial action through a full independent investigation and 
subsequently proportional disciplinary action or prosecution, and referring the violation upwards 
or to independent oversight bodies if remedial action is not taken. In the case of an executive 
mission or occupying authority, and without a clear legal mandate on which law should be 
applied, the head of mission should provide interim guidance in keeping with international human 
rights standards (United Kingdom, 2007, 44).  
 
High-ranking officials should also be responsible for concerns of gender, of minorities, and of 
other disadvantaged groups. This would include responsibility for actions of the security and 
justice sector among civilian populations and within elements of the security and justice sector, 
ensuring that personnel’s needs are being met. Gender considerations, for example, may include, 
at a minimum, ensuring female and minority representation in specialist positions and higher 
ranks, females being issued appropriate gear and uniforms, and establishing open dialogue in 
which female personnel can voice their concerns and find solutions to those concerns to the 
greatest degree possible (United Kingdom, 2007, 45-46). 
 
Compliance with International Law 
The statutory security sector, as an organ of the state, and its personnel are bound to comply with 
the state’s obligations under international law (UN ILC, 2001, art. 4,5). A state has breached 
international law when an act or omission that constitutes a breach is attributable to the state 
under international law (UN ILC, art. 2). Compliance is viewed by civil society and the 
international community as an indicator of adherence to good governance principles and as a 
means of achieving international legitimacy (African Union, 2006, para. 26(a), 28).  
 
Many international legal obligations for states are codified through the international treaties and 
agreements to which the state is a party, including but not limited to the UN Charter, human 
rights treaties, the Geneva Conventions, Hague Conventions, and regional agreements. The 
obligation to uphold treaties to which the state is a party is accepted and uncontroversial (Simma 
and Alston, 83). In addition to treaty law, international law includes customary law, which builds 
from general and consistent practice by states that derives from a sense of obligation (opinio 
juris) (ICJ, Art. 38; Simma and Alston, 88). A subset of customary international law includes 
peremptory norms (jus cogens), which are binding on all states, the violation of which is 
“universally condemned as violative of the basic concept of human dignity.” These norms include 
slavery, genocide, torture, mass killings, prolonged arbitrary imprisonment, systematic racial 
discrimination, or any consistent pattern of gross violations of internationally recognized human 
rights (Schachter, 336) 
 
There is a growing body of international law that holds individuals criminally accountable for war 
crimes and violations of humanitarian law (Ssenyojo, 405-408). Commanding officers and 
individual security force personnel are also individually accountable under national laws, which 
should in turn reflect international norms (OSCE, 1995, 30-31; ECOWAS, 2006, Art. 4,6). 
Civilian authorities are obligated in turn under international law to respect the rights of security 
forces, including in the recruitment or call-up of personnel, to clearly document their rights and 
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duties, and to specify alternatives to and exemptions from service in the security forces (OSCE, 
1995, 27-28).  
 
Security sector governance also should promote compliance with international laws in respect of 
sanctions, arms and trade embargoes, natural resource exploitation, border security agreements, 
and other agreements and laws (OSCE, 2007c, 13, 18; African Union, 2006, 25(b); United 
Nations, 2003, S/RES/1521).  
 
Public Legitimacy 
Public legitimacy refers to a particular quality conferred upon an entity by those who are subject 
to it or part of it, indicating that they accept its authority (Bellina et al., 3). Every security sector 
actor possesses varying degrees of legitimacy (United States, 2003, 4-8, 6-4). As legitimacy 
depends upon peoples’ beliefs, perceptions, and expectations, legitimacy increases when the 
security sector is responsible to, representative of and responsive to the community it serves and 
the community is able to influence the security sector (Bellina et al., 3; UNDP, 2002, 53).  
 
Legitimacy comes from four sources: input, output, shared beliefs, and international.13 The first 
three are most relevant for the security sector’s relationship with local populations. Input 
legitimacy stems from the degree to which the security sector organizes itself, behaves according 
to agreed rules and principles, organizes public participation in the public security process, and 
requires internal accountability (Bellina et al., 16).  
 
Output legitimacy stems from service delivery. Since security is a public good, what matters to 
local populations is the quality and cost of the service. The public will consider the state ‘more 
legitimate’ only to the extent that it delivers better security than non-statutory actors (Bellina et 
al., 17).  
 
Shared beliefs can help create a legitimacy that overcomes other sources of legitimacy (tradition, 
ethnicity, or religion, for example). This shared identity can be an ethnic-cultural or civic-political 
community, or a looser sense of ‘community,’ but it generates a mutual recognition among 
citizens despite differences and a common acceptance of a state (Bellina et al., 18-19). Often 
shared beliefs will be a weak source of legitimacy for a post-conflict state in which people have 
been targeted due to their ethnicity, beliefs, or other identity, and a strong source of legitimacy for 
non-statutory security and justice providers.  
 
International legitimacy is conferred by the international community, and receiving international 
legitimacy may help develop public legitimacy. It is also reflective of the security sector’s 
adherence to human rights and professionalism in decisions, policies, and practices (Bellina et al., 
20). 
 
Public legitimacy is not uniform. Some demographics benefit greatly through patronage during 
conflict while others are targets or violence or discrimination. In reforming security sector 

                                                 
13 Bellina discusses the legitimacy of the state, but the same sources of legitimacy also apply to non-statutory security 
and justice providers. Indeed the ability of non-statutory security and justice providers to provide security as an output, 
increase community participation, and generate shared beliefs, and therefore generate legitimacy, which is why non-
statutory security and justice providers become so popular with local populations.  
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governance, the state must seek to overcome these divisions and create legitimacy through shared 
beliefs, participatory input, and effective service output. Effort should be made to incorporate 
underrepresented or disadvantaged groups at every level within the various security sector bodies 
through fair and non-discriminatory recruitment and promotions (COE, 2005, para. v; United 
Kingdom, 2007, 49).14 The security sector has a responsibility to listen to public needs and 
concerns, either directly through community activist groups or indirectly through public 
complaints commissions, ombudsmen, and civil review boards, and to respond appropriately, 
effectively, and promptly. Security sector actors operating locally should represent the 
communities they serve (United Kingdom, 2007, 49). Freedom of the press should be a priority of 
legitimate security sector governance, as the press is part of civil society that can provide 
additional oversight as well as facilitate communication with the public. 
 
Maintaining public legitimacy of the security sector also implies an obligation on the part of civil 
society to contribute voices to the process, particularly on behalf of politically or economically 
underrepresented or disadvantaged groups. Participation promotes collective community agency 
as well as individual agency; social and political movements have often been instigators of 
progress on many human development issues that are now part of security sector governance and 
good governance generally: protecting the environment, promoting gender equality, fostering 
human rights. Participation and other human development gains also can be mutually reinforcing 
(UNDP, 2002, 53).  
 

PROGRAM PLANNING 
Implementation of security sector governance and oversight reform involves transforming the 
good governance principles, as articulated through national security policies and strategies, into 
operational realities.15 To facilitate ownership and long-term engagement in governance of the 
security sector, assistance providers should promote open and regular communication and 
continuous engagement to foster good relations and trust among the security sector actors, non-
statutory security forces, and non-statutory civil society. This section first looks at governance 
and oversight tools and mechanisms, then explains governance and oversight mechanisms for the 
five categories of actors that influence security sector governance.16  
 
Planning Constraints 
When engaging in a post-conflict or fragile state, assistance providers will quickly be confronted 
with certain operational realities and challenges, including extremely limited resources and legal 
issues involved with declarations of states of emergency by host governments.  
 
Limited Resources of a Fragile State 
The reality of fragile states forces assistance providers to acknowledge very quickly the limited 
resources—material, human, financial, and public legitimacy—of the state and how this impacts 
the reform strategy and process.  
 

                                                 
14 This manual referenced good governance for police, but the principles apply to other security bodies as well.  
15 For more information, see the relevant practice note on national security policies and strategies. 
16 Oversight for and checks on authority for oversight bodies is addressed in the practice note on management of the 
security sector.  
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The basic infrastructure needed for security service delivery (physical, constitutional, legal, and 
administrative) is likely decimated. Financial resources are likely depleted as well due to 
unreliable revenue collection and a budget bloated with security spending. Human resource 
capacities, particularly for professions essential to the rule of law, will have been depleted, as 
lawyers, judges, police, and political figures are often targets during conflict due to perceived or 
actual grievances on the parts of one or more armed groups (Baker and Scheye, 508-509). 
 
States with ineffective security sectors—which includes most post-conflict states—fail to uphold 
the most fundamental obligation in the social contract: guaranteeing the safety and security of 
their citizens. Public legitimacy of the state is likely very low, often much less influential and 
legitimate than non-statutory security forces. Non-statutory justice providers have particular 
influence and often more public legitimacy than the statutory justice system (OECD, 2007c, 9, 
22; Baker and Scheye, 512).  
 
These challenges present assistance providers with choices that they must address when deciding 
where and how to engage in reform, the first being whether to focus on building institutional 
mechanisms or on the capacity of individuals who staff those institutions and the institutional 
culture that they embody. Some who support a technical-institutional focus argue that the 
resources and time (years or decades) required to alter institutional culture, are greater than either 
public interest or immediate needs for public security can tolerate (Baker and Scheye, 508). 
Others who favor institution-building argue that, because personnel turnover is often high, 
especially in legislatures, capacity-building for individuals does not produce as sustainable a 
result as capacity building for institutions (Sherman, 6). Combining technical capacity building 
with political capacity building can be more effective in the short term, and strengthening 
institutional foundations that support long-term reform (Sherman, 8).  
 
How to engage with non-statutory security and justice providers is a second issue for assistance 
providers. Engaging them may be viewed as deflecting resources from statutory security and 
justice providers and may incur ill will from the government or other stakeholders. Failing to 
engage them, however, means failing to engage institutions that most people in post-conflict 
states see as their most effective venues for dispute resolution.  
 
Derogations from Constitutional and Legal Frameworks 
Constitutional and legal frameworks that clearly define roles of the security sector, and develop 
with strong input from civil society, are the foundation for institutionalizing good governance and 
a potential entry point for reform.17 At times, however, emergency situations may lead 
governments (through executive authority) to adopt exceptional measures that permit derogation 
of obligations to individuals that infringe upon their individual rights. Statutory guarantees must 
be incorporated into constitutional and legal frameworks to prevent misuse of such exceptional 
measures. Such derogation is permitted under the International Covenant on Civil and Political 
Rights (ICCPR) only when the situation constitutes a “public emergency which threatens the life 
of the nation, and the state must have officially proclaimed a state of emergency”; therefore 
armed conflict alone is insufficient to derogate unless it truly threatens the life of the nation. The 
state must communicate to the United Nations and the public exact time limitations, geographical 

                                                 
17 Frameworks are discussed in detail in the practice note on national security policies and strategies. 
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area of coverage, the material scope of the state of emergency, and any measures of derogation 
(UN HRC, 2001, para. 4; COE, 2005 paras. 9, 10(i)). The exceptional measures should be strictly 
limited and proportional to the situation, and should be equitably applied and non-discriminatory 
(UN HRC, 2001, para. 12).18 Justification for the measures should be communicated promptly to 
the public, the United Nations, and other organizations of which it is a member state, specifying 
exact time limitations, geographical area of coverage, the scope of the state of emergency, and 
any measures of derogation (UN HRC, 2001, para. 2; United Kingdom, 2007, 49). At no point is 
the state permitted to lift laws that protect non-derogable rights: right to life; prohibition of torture 
or cruel, unusual, or degrading treatment; prohibition of slavery; prohibition of imprisonment for 
debt; the principle of non-retroactivity; and freedom of thought, conscience, and religion (UN 
HRC, 2001, para. 7).  
 
Government Tools for Oversight and Accountability 
All actors influencing security sector governance have a variety of tools at their disposal to ensure 
adherence to the principles articulated above. These include accountability tools that are a means 
of enforcing oversight. Oversight and accountability are then described in more detail as they are 
enforced by or applied to the various security sector actors. 
 
Accountability Tools 
Instruments for security sector accountability are not mutually exclusive and may be political, 
financial, legal, or operational. The first three tools are institutional in that they depend on a 
functioning political system, financial systems or material resources, and functioning justice 
sector; none of these will likely be a viable option in a fragile state, at least in the short- to 
medium-term. In the short term, then, operational accountability is one of the few ways to hold 
statutory forces accountable for security performance.  
 
Political accountability holds security sector personnel responsible for control of the security 
sector through investigation by independent oversight bodies or removal from office through free 
and fair elections or legal, equitable, and transparent disciplinary mechanisms (Lue-Dugmore, 44; 
United Kingdom, 2008, 41). As with all state expenditure, security sector institutions and 
personnel must be financially accountable for the resources allocated to them, often managed and 
overseen by a legislative subcommittee (United Kingdom, 2008, 41). 
 
Legal accountability enables the application of rule of law for misconduct through the 
codification of governance principles into laws and their application to security sector personnel. 
Their application should occur within the constitutional and legal framework that govern fair 
legal processes, but two fundamental principles are worth highlighting for the security sector: 1) 
procedures for punishment should be clearly laid out and should not be retroactive; and 2) all 

                                                 
18 These obligations are excerpted from General Comment 29, States of Emergency issued by the United Nations 
Human Rights Committee (HRC). The HRC, an independent panel of 18 legal experts, is a treaty-based mechanism to 
oversee states’ compliance with the provisions of the International Covenant on Civil and Political Rights (ICCPR), 
which entered into force in 1976 and had 164 parties as of August 2009. To clarify confusion on treaty provisions, the 
HRC occasionally will release a General Comment, which is the Committee’s interpretation of the treaty obligations of 
every state party. Parties may stipulate reservations that limit their obligation under specific treaty provisions; these are 
available on the website of the UN Office of the High Commission for Human Rights (OHCHR).  Certain rights are not 
subject to derogation or reservation for any reason. See http://www2.ohchr.org/english/bodies/hrc/comments.htm.   
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accused individuals, both civilians and military, should be tried in open courts and allowed to 
select their own lawyers from the civilian or military population (Ball et al., 2004, 3.3.1).  
 
Operational accountability is “accountability as it is actually practiced . . . [which] reflects a range 
of informal relationships and methods of achieving goals, along with—it is hoped—international 
norms and principles and national law. [Such] informal relationships . . . must operate in 
accordance with the country’s legal framework and international law.” (Ball et al., 2004, 3.3.2).  
 
Performance accountability can be thought of as a subset of operational accountability, with the 
relational emphasis on responsiveness of policymakers and security providers to public needs 
(Baker and Scheye, 508). It requires willingness of security and justice providers, governing 
authorities, civil society, and the public to take ownership and engage in dialogue (Hannah et al., 
RAND 2005, 36).  
 
The tools for performance accountability include “answerability (providing information or a 
decision), enforcement (strengthening achievement of service norms), and organizational change 
(changing the way service is delivered)” (Baker and Scheye, 508). Performance accountability is 
often called a “short route to accountability” because it doesn’t require a great deal of 
infrastructure or logistical support. Instead the public communicates their needs and concerns 
directly to security providers, and the providers’ response generates a culture of service (Ball et 
al., 2007, 22; Baker and Scheye, 508). In cases where assistance providers have very limited 
resources, performance accountability can be a very effective tool, enhanced by the quick-impact 
projects preferred by the public. The communication of needs and concerns is the beginning of a 
process and the security providers’ response, if effective, helps to build trust. As a key component 
of a multi-layered approach, performance accountability should be complemented with long-term 
initiatives to formalize political and legal accountability and professionalize operational 
accountability (Ball et al., 2007, 23; Lue-Dugmore, 67).  
 
Oversight Needs, Capacities, and Mechanisms by Actor  
All oversight and accountability mechanisms described here should be built into constitutional, 
legal, and policy frameworks that clearly define each actor’s role and how to hold each other 
accountable.  
 
The oversight mechanisms depend on the actor’s institutional role, and whether it needs to be 
subject to or administering oversight. Security forces and non-statutory security forces and justice 
providers—actors that require oversight and accountability—must be subject to the oversight 
mechanisms. Actors that provide oversight—civil management and oversight bodies, including 
independent oversight bodies, rule of law and justice institutions, and civil society—must develop 
the institutional and professional capacity to apply and enforce the oversight and accountability 
mechanisms upon the security forces.  
 
Of course, all bodies that provide oversight for the security sector should themselves be subject to 
oversight in a layered system of checks and balances. This note may touch upon these checks and 
balances mechanisms, but explaining them in detail would take more space than is available. 
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All security actors authorized to use force. All security forces must be subject to internal oversight 
mechanisms that are “lawful and legitimate,” based in national legal frameworks developed with 
input from civilian authorities, military leaders, and civil society (COE, 2005, para. 6). Oversight 
functions for all security sector actors are effective internal management and public 
accountability and transparency through the legislature, judiciary, and civil society (Gompert et 
al., 58).  
 
There should be oversight measures in place at multiple levels, beginning with a legal framework 
and universal code of conduct that incorporates good governance principles. These are executed 
through internal and external monitoring, reporting, and disciplinary procedures, all of which 
should be clearly explained and enforced. Internal oversight also includes supervision, proactive 
monitoring, internal complaints mechanisms, a disciplinary system, internal review of 
performance and control of assignments, human resources, the selection, retention, and promotion 
system, and freedom of information (OECD, 2007a, 112). 
 
Internal accountability requires that security sector actors establish systems to effectively 
monitor, detect, and respond to any inappropriate conduct or performance on the part of 
individuals. Internal mechanisms can have more immediate and direct impact. Furthermore, 
officers are more likely to cooperate with other officers during investigations, which have the 
potential to be more thorough and extensive, and may be able to identify root causes of systemic 
problems. They also can employ a wider variety of formal and informal control mechanisms. 
(Masuku, CSVR 2005, 11-13). Internal oversight can include supervision through lines of 
command, internal system of review, proactive monitoring, internal complaint mechanisms, codes 
of conduct, disciplinary system, performance review, control of assignments, freedom of 
information, and human resources (selection, retention or dismissal, and promotion) (OECD, 
2007a, 112).  
 
In addition to internal oversight and accountability, all security sector actors should be subject to 
external oversight, answering to the legislature, judicial review, higher executive oversight, and 
civil society. These oversight mechanisms are described in the following sections by actor.  
 
Functioning of intelligence services must be based on clear and appropriate legislation supervised 
by the courts (COE, Rec 1713, para. 10(i)). The executive often has ultimate command authority 
for coordination, control, and guidance of intelligence agencies (domestic, foreign, military, 
and/or criminal). Due to the confidential and sensitive nature of intelligence activities, ministers 
with direct access to the president or prime minister should be tasked with the oversight of 
intelligence agencies. They in turn are responsible for regularly updating the president/prime 
minister on intelligence activities and receiving direction and feedback. Some states also have 
created a body—an Inspector General or oversight board—that is attached to the central 
coordination control and management body functions separately to monitor intelligence activities 
and report to the president/prime minister, or legislative oversight committees, on the agencies’ 
compliance with laws and policies (Hannah et al., 11-12, 35-36). 
 
Clear processes for central coordination of and oversight for intelligence agencies may help in 
preventing overlap and rivalries between intelligence agencies and in establishing clear lines of 
accountability. Central oversight has the added benefit of clearly conveying supervision of 
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intelligence to the public. Strong executive control over intelligence is required for effective 
oversight and functioning; experiences where authority is dispersed to avoid concentrating too 
much power in one ministry have resulted in confusion and inadequate involvement from the 
president/prime minister (Hannah et al., 36). 
 
Oversight for police and other law enforcement officers is provided by governing authorities, but 
this oversight should remain separate from operations (United Kingdom, 2007, 42). Government 
interference with managing police operations or political hiring and firing of police authorities is 
inappropriate because it interferes with police independence, efficiency, and the merit-based 
system for promotion or appointment (United Kingdom, 2007, 43).  
 
Several options exist for police oversight and accountability; all involve a board for professional 
oversight and a national ombudsman for public accountability, but differ structurally according to 
the context. One option involves two completely independent oversight bodies to emphasize 
independence from the police. A second provides for two internal oversight bodies, one an 
inspector general to receive complaints and conduct internal investigations. A third option is for 
an internal inspection body to work with independent national ombudsmen. Any police oversight 
structures should liaise with deputy regional ombudsmen to spread the oversight mechanisms and 
norms beyond the capital. (Gompert et al., 59-60).  
 
These police oversight roles would not entail managerial or operational responsibility or control, 
which would be covered by the Ministry of Justice and national police, respectively. Depending 
on the context, they may not have authority to hire or fire police authorities; if not, their reports 
should be used by the legislature and executive to take action. Regional community policing 
boards should be established to communicate local priorities and concerns, which should be 
incorporated into the oversight process; this will increase the public’s voice in the process and 
deliver context-specific oversight appropriate to each region (Gompert et al., 60). 
 
The oversight bodies should be thoroughly and promptly responsive to complaints and requests 
for investigation, whether they originate from governing authorities or the public. They should 
also have the capacity and authority to launch regular periodic unannounced investigations and to 
publish regular reports on the state of police, including corruption, public confidence, reports of 
abuse, arrests and detentions, and government uses of police, and results of individual 
investigations. The reports should be widely distributed to members of the legislature, the 
executive, community policing boards, and the public (Gompert et al., 60-61).  
 
Civil Management and Oversight Bodies. Civil management and oversight bodies have a 
governing and an oversight role through the executive, legislature, and independent oversight 
bodies, including statutory civil society groups.  
 
Given the low levels of education in many post-conflict societies, educational support should be 
provided for all civil management and oversight bodies. Mandatory minimum educational 
requirements would greatly restrict the number of qualified individuals and therefore are often 
counterproductive in these environments, but promoting greater selectivity and 
professionalization with political parties, civil society, and potential applicant pools can result in 
better candidates. Literacy and numeracy programs should be incorporated into training 
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(Sherman, 10). Civil authorities should also have access to basic security sector guidelines and 
information (Sherman, 10-11). 
 
Executive oversight takes the form of ultimate command authority over security forces. It 
includes setting basic security policies, priorities, and procedures, selecting and retaining senior 
personnel, reporting mechanisms, budget management, and the power to investigate claims of 
abuses (OECD, 2007a, 113). Administrative matters on appointing cabinet officials, defense 
spending, and procurement for example, as well as operational security decisions, such as the 
declaration of war, deployment of troops abroad, declaring a state of emergency, are all part of 
executive authority and control. The more influence security forces are able to exert in decision-
making authority, the less control the executive has (COE, 2008, 31). In many systems, the 
executive is held accountable for his decisions and policies by the legislature. 
 
Legal frameworks should afford the executive or his national security advisor provide them with 
sufficient powers to exercise control over the agencies, including the right to demand 
information, while specifying the scope of their authority (Hannah et al., 35). In particular the 
process for authorizing surveillance and information-gathering, and limitations therein, should be 
clearly laid out. Management of surveillance and information gathering should be governed by 
comprehensive legislation on all activities, strictly observe rule of law, employ investigative 
techniques proportional to the threat and weighed against ensuing constraints on civil liberties 
and democratic structures, and employ the least intrusive techniques possible. It should also be 
subject to layered control of discretion, meaning higher invasions of privacy require higher levels 
of authorization (Born and Leigh, 2005, 40). Constitutional provisions should afford the 
president/prime minister the authority to appoint a director of intelligence, ideally with the input 
of at least one other cabinet member, and in turn give parliament the vote to approve or veto the 
appointment (Born and Leigh, 34).  
 
Parliamentary and legislative oversight responsibilities include developing legislation that 
regulates the behavior of security forces, control over defense expenditures, and provides other 
oversight for the security sector. Oversight mechanisms include hearings, budget approval, 
investigations, enacting laws, visiting and inspecting facilities, subpoena powers (OECD, 2007a, 
113). Legislative oversight should have a constitutional and legal mandate to oversee the entire 
security sector and its ancillary departments and officials (horizontal scope) and may have 
oversee the following components of intelligence activities (vertical scope): legality, efficacy, 
efficiency, budgeting and accounting, conformity with human rights laws and conventions, and 
policy and administration. If the vertical components are not covered by parliamentary oversight 
bodies, they should be covered by other independent oversight bodies and avoid overlap (Born 
and Leigh, 125; Hannah et al., 12).19 Parliamentary resources and legal powers should correspond 
with the scope of its mandate (Born and Leigh, 125).  
 
Legislatures can influence the security sector in a governing role preemptively during pre-
legislation, especially for parliamentary systems, by initiating or amending legislation and 
approving or rejecting legislation, or in oversight through hearings, budget approval, 

                                                 
19 Born and Leigh were referring to intelligence oversight, but the scope of authority would apply to all security forces. 
See the practice note on defense sector reform for defining the roles of security forces and the practice note on national 
security policies and strategies for information on legal frameworks.  
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investigations, visiting and inspecting facilities, and the legislature should have subpoena powers 
(OECD, 2007a, 113). The legislature also should have the authority to establish independent 
government commissions that study and report on an issue prior to developing and implementing 
legislation, informing and educating security sector actors on the need to accept and cooperate 
with them. They can also pass resolutions expressing the will of legislators on issues, preferably 
binding resolutions—although even non-binding resolutions can be used to express legislative 
positions. Both security sector actors and the legislature should understand the rules of procedure.  
 
The legislature should encourage and participate in extensive consultation with rule-making 
bodies at every stage during the lawmaking process. The greatest degree of participation would 
involve consultation with Parliament prior to introducing significant laws and budgets, the ability 
of any member of the legislature―including opposition, individuals, and backbenchers―to 
introduce bills, an active hearing schedule in which the legislature has subpoena power and the 
authority and expertise to debate the proposals, and the training, staff, and capacity to analyze 
proposals and develop alternatives. The scale of participation may, in some cases decrease to 
more limited consultations prior to introducing legislation, member bills have limitations, an 
environment in which legislative authority or responsibility to question is stifled or not permitted, 
and the legislature ability to develop an agenda is hampered by lack of resources, training, or 
political will (Ball et al., 2004, 3.4.1). SSR programming should encourage and promote 
extensive participation as much as possible.  
 
Legislation should distinguish between security and intelligence services on one hand, and law 
enforcement agencies on the other (COE, 2005, para. Ii(b)). Police action must show regard for 
proportionality, particularly during public demonstrations. When dealing with classified 
documents and issues, legislative committees may meet behind closed doors if necessary and 
should be able to request and receive without delay any information that does not disclose 
necessarily classified information on current operations or the names and employees of 
intelligence services. The committees should then report to the plenary legislature with a public 
debate on non-classified issues.  
 
Legislative or parliamentary oversight committees typically perform the oversight functions and 
report to full parliament. A large security force will require more specialized committees (COE, 
Rec 1713, para. 10(i); Born and Leigh, 125). Committees should be clearly owned and managed 
by the legislature, and parliament should be responsible for appointing and removing, if 
necessary, politically diverse (cross-party) members of oversight bodies. Government ministers 
should not be allowed membership, and the chairman of the oversight body should be designated 
by parliament or independent oversight body, not the executive branch. The committees have 
functions and powers based on legislative rules of procedure generated from legal and policy 
frameworks. More robust authority enables more effective oversight; a broad scope should 
include authority to set its own schedule, receive complaints from the public (in some cases this is 
performed by the judiciary) and intelligence personnel, instigate investigations, subpoena and 
interview personnel, demand that government officials of any rank testify at meetings, examine 
budgets, the legality of operations, and executive tasking. If they require access to sensitive and 
confidential materials, the members should be vetted using clear, robust, public, and consistent 
standards. When and if disputes arise over clearance, procedures should be put in place for 
parliament to provide final approval (Born and Leigh, 126).  
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Even when committee authority is initially, simple steps to build capacity and institutional 
resources can establish a foundation for a more active and knowledgeable committee, for 
example, research staff and resources to provide analysis and better understanding security sector 
structures, institutions, leaders, policies, and practices.  
 
The committees should also have unrestricted access to any information necessary to perform 
their oversight function, albeit kept confidential when necessary, and receive it directly from the 
agencies as opposed to through the government (minister, president, or prime minister). Meetings 
may take place behind closed doors for security and confidentiality when necessary. They must 
report annually to parliament without disclosing classified information, and ideally have full 
control over that report. Finally they should have the authority to disclose information to better 
serve the public interest (Hannah et al., 12, 37-38).  
 
A specialized committee should be established to oversee the intelligence services, supervising 
intelligence remittances and budgets as a minimum requirement (COE, Rec 1713, para 10(i)). The 
perpetual challenge in oversight of intelligence is the need to balance confidentiality requirements 
and security interests with principles of full disclosure and oversight. Agencies or individuals 
should be able to report illegal activity, and the committee should have the authority to 
investigate and take remedial action on substantiated accusations. As stated above, it should have 
full access and authority to examine budgets, legality of operations, and high-level tasking of the 
agencies. Legislation that did not permit these measures seriously weakened Czech Republic’s 
oversight authority for intelligence agencies in 1994 (Hannah et al., 37).  
 
Committee members may, intentionally or unintentionally, disclose classified information, a risk 
that governments have claimed justifies non-disclosure of information. Intelligence oversight 
committees must also have secure office space and storage for classified materials to minimize 
this risk and it should be decided through a consultative process whether and how they need to be 
vetted. Sometimes legislators, for personal or professional reasons, may not wish to know what 
intelligence agencies are doing (Hannah et al., 12).  
 
Independent oversight bodies may fall under the Executive, Legislature, or Judiciary, according 
to the context and country, but in any case should be completely independent and truly 
autonomous (Ball et al., 2004, 2.5). Their role is to receive complaints from the public, raise 
awareness of human rights within the general public and within security and justice institutions, 
research relevant issues, investigating claims of failures and abuses, and ensure compliance with 
policy and the rule of law (OECD, 2007a, 113). These bodies are stronger and have more impact 
when they have the authority to compel the state to take action, through mandates, resolutions, 
subpoenas, or indictments, and may have little impact if they can only make recommendations 
(Lue-Dugmore, 72). They should also have adequate capacity to continuously monitor the 
security sector actors for whom they provide oversight and their compliance with the decisions or 
results of the oversight process (Lue-Dugmore, 72). The audit office provides independent 
financial and legal oversight to ensure the proper use of public funds for the security sector 
according to the standards of optimality, effectiveness, and efficiency. The financial oversight 
mechanisms must verify the accuracy, reliability, and thoroughness of finances and of the 
executive and all public departments, for all functions but particularly in this case as the finances 
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concern the security sector. The audit office’s role is typically reactive and performed at the 
request of the legislature. The audit office should have unrestricted, accurate, and timely access to 
security sector actor’s accounts. 
 
Judicial review and oversight. The judiciary is the primary means of legal accountability for 
misconduct by security forces. Its role is to adjudicate cases brought against security services and 
individual employees, protect human rights, uphold rule of law, monitor special powers of the 
security services, assess constitutionality, provide an effective remedy, and review policies of 
security and justice providers in the context of prosecutions (OECD, 2007a, 113). The judiciary 
should have timely and full access to any information it requests in order to evaluate the 
constitutionality and lawfulness of the behavior of security sector actors (Ball et al., 3.2.4). One 
challenge is managing the transfer and disclosure of confidential information outside of the 
intelligence agency or confidential committee that has custody of it.  
 
A military commission or court may exist to prosecute statutory security forces but should not 
prosecute civilians, including police. Assistance providers do not often engage in military justice 
reform, but when they do, it is often best when undertaken in conjunction with reform of the 
civilian justice system. Where a functioning judicial system exists and is used for civilians and 
security forces, special judicial procedures for military personnel should be clearly regulated and 
monitored and pertain only to the military (OECD, 2007a, 125).  
 
In post-conflict settings, the judiciary may not have the capacity or the integrity to fulfill these 
roles. If courts are functioning, corruption and bribes may be common. Therefore, as much as the 
justice system must be a forum of independent review of state practice and misconduct, it often 
must undergo long-term institution and capacity building as well.  This underscores the need for a 
multi-layered approach and viewing reform as a long-term commitment and process.  
 
Non-statutory justice systems are common in many countries and can reduce the caseload of 
formal courts and increase access to justice by providing an alternative to the formal system 
(United Kingdom, 2007, 19).20 Studies of multiple post-conflict or fragile states have estimated 
that 90 per cent of the population in each country preferred to use customary justice systems to 
the formal courts (Baker and Scheye, 512). The head of the Southern Sudan Human Rights 
Commission, a government body, requested that assistance providers support local justice 
systems, arguing that support for them would be an entry point for reform (Ball et al., 2007, 12). 
Other benefits of an informal system include physical proximity to clients, efficacy, timeliness of 
decisions, low transaction costs, support for restitution, high levels of public participation, and 
restorative—as opposed to retributive―justice (Baker and Scheye, 512).  
 
Informal systems also have many shortcomings: weak accountability for decisions; no necessary 
adherence to or respect for human rights standards or principles of non-discrimination against 
vulnerable groups, particularly minorities and women; and sentences that may involve degrading 
punishments. But many of these shortcomings may be found within state systems as well, and not 
engaging with informal systems means fewer opportunities to affect their operation. Informal 

                                                 
20 It is worth noting that many states, including developed states, have legitimate non-statutory justice providers that are 
commonly used for greater speed and efficiency over bureaucratic legal systems, e.g. private arbitration and mediation 
services. 
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systems decentralize justice in the immediate aftermath of war and—if not themselves disrupted 
by war—offer elements of stability and authority while formal structures are rebuilt (Baker and 
Scheye, 517). With their community access and legitimacy, they can also serve as a powerful 
source of legitimacy for the state. In Burundi, for example, customary law courts were used as a 
forum for debating government policies, which allowed public participation and ownership. 
Chiefs then transferred the discussions upward to provincial and national levels of government 
(Bellina et al., 27).  
 
Reform may include developing a system for explaining, registering, recording, and archiving 
decisions to increase transparency. Assistance providers also may engage to create mechanisms to 
appeal decisions to higher state or non-state courts or work towards improved human rights 
standards.  They should also work in the context of broader justice reform to exchange 
information (Baker and Scheye, 517).  
 
Non-statutory Security Forces. Non-statutory security forces are usually grouped together in 
security sector reform to include any group operating without legal status, but they operate within 
a broad range of public legitimacy.21 Some private security companies, civil policing, and 
informal anti-crime groups may provide security more reliably and effectively than the state. 
Those that do have legitimacy can be very effective and good partners for providing immediate 
security, as they often continue to operate during conflict, are not as much of a target as statutory 
security forces, and can be directly accountable to the public. One issue in terms of governance is, 
as with non-statutory justice providers, strengthening regulation, monitoring, and accountability.  
 
Another challenge is the security providers, who often are provided with at least light weapons 
(often through the host-state approved SSR initiative), and whether they undermine progress in 
other post-conflict stabilization efforts (e.g., disarmament, demobilization, and reintegration).  
 
Assistance providers therefore must first evaluate the potential for a good partnership. Although 
two assessment methodologies are available for determining non-statutory actors’ motivations 
and potential for engagement, both concede that there is no easy or satisfying way to determine 
who will be a good partner. Both seek to determine non-statutory actors’ motivations and 
potential for engagement and their structural placement within a multi-layered government 
system (Scheye, 15; Schneckener; and Reno). Many non-statutory security forces have violated 
human rights egregiously or engaged in criminal activity, or will not hesitate to use violence in 
pursuit of their objectives; they cannot be part of assistance provider engagement in governance 
reform Some may have committed or incited violence but later joined peace and reconciliation 
processes and are an inevitable part of a political solution to the conflict (Schneckener, 25, 36). 
Still others may be genuinely motivated to provide security and did so during the conflict, as 
happened with vigilantes in Liberia and resulted in a positive public perception (interviews).  
 
Accountability for private security companies can be strengthened through licensing systems and 
supervision by the police. Their personnel should also be vetted and equipment inspected for 
quality and proportionality to their responsibilities. Assistance providers can also facilitate the 
development of training standards, particularly for human rights, professionalism, and weapons 
                                                 
21 Non-statutory security forces that commit acts of violence or act as spoilers of the peace are outside of the scope of 
this note.  
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proficiency, and self-regulating oversight mechanisms (Born et al., DCAF 2007, 23-27; Baker 
and Scheye, 520-521).  
 
State approved civil policing may include work-based associations or citizen crime prevention 
groups. Work-based associations in markets and among professional associations are often 
recognized by city councils and in theory accountable to either the councils or directly 
accountable to people through elections. Often there are forums for removing these security 
providers for non-performance of duties. Citizen crime prevention groups may be accountable 
either to the police or to the communities they serve, or both; how they engage with the 
community to discover public needs or communicate with the police will vary by locale. 
Appropriate international engagement may include support for legislation and administrative 
measures that better regulate the functioning of such groups. At a minimum, there should be 
regular communication between them and the public and police, as well as recording and analysis 
of community disorder and crime where they operate. Community forums can help develop 
standards of behavior and professionalism (Baker and Scheye, 521-523). These standards must be 
widely distributed and accompanied with extended training and dialogue with civil society.  
 
The primary initial challenge for all of these groups is strengthening accountability. But it is 
equally important that assistance providers support long-term state-building, as these groups do 
not lessen the obligation of the state to provide security. Moreover, non-statutory security and 
justice providers are rarely comprehensive and inclusive. Many only cater to a particular 
demographic, for example, wealthy people or businesses that can afford the services of private 
security companies. Moreover, informal community groups may internalize national violence on 
a micro level. Those that work on a volunteer basis are often unsustainable, since members may 
lose interest, or worse, the group members may turn to looting or may target local communities 
for “payment.” Although statutory security providers may exhibit similar tendencies, they also 
can earn—or lose—international legitimacy based on their professionalism or lack of it.  
 
Strengthening state oversight of non-statutory security and justice providers can be most effective 
when engagement occurs through and in conjunction with other actors: civil society or, in some 
cases, international non-governmental organizations that can act as a mediator with the non-state 
actors (Scheye, 5).  
 
Oversight by Non-statutory Civil Society. As a (typically) informal oversight mechanism, civil 
society can provide technical assistance, expertise, and insight into security policy; can lobby and 
demand change; can act as a watchdog to investigate, monitor, and report on security and justice 
sector actors; and can provide an alternative and independent view of those actors to the public 
(OECD, 2007a, 113; Ball et al., 2004, 2.6). The watchdog role should not only challenge and 
investigate government policies and daily operations but inform the public on and provide input 
into reform and decision-making processes. Correspondingly, the security and justice sector 
should be made aware of civil society groups’ roles, should acknowledge their input, and should 
create mechanisms and forums to incorporate their suggestions and reforms.  
 
Civil society’s input is not always informal as it may provide a pool of expertise and candidates 
for staffing government agencies. Civil society actors may join staff review boards or other 
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independent oversight bodies. They may also provide training to various security and justice 
sector actors according to their expertise (Ball et al., 2004, 2.6).  
 
Since the capacity and interest of civil society groups to engage in SSG depends on the context, 
an early assessment of civil society should be performed to gauge that context, their potential 
roles, their public legitimacy, and past practice (OECD, 2007a, 225). Civil society is subject to 
politicization and differences of opinion and may lack internal accountability and oversight 
mechanisms, and as a result create more problems than they help to overcome. Ideally civil 
society groups participating in SSG programming would perform their roles using many of the 
same approaches recommended earlier—multi-layered, whole of government, process-oriented, 
human rights-supportive, and context specific—but at minimum should not contradict those 
approaches. Civil society may only be able to sustain a role in SSG if the perspectives and the 
information that it brings to the table are credible and verifiable, respectively. Civil society may 
also choose to disassociate from governance reform to avoid the perception of becoming too 
political (Ball et al., 2004, 2.6). 
 
Different types of civil society organizations provide research, expertise, awareness raising, 
advocacy and/or lobbying, training, monitoring, opinion surveys, budget analysis according to 
their expertise and in the context of security and justice sector actors (Caparini and Cole, 55). 
They can provide a dual role reporting to the public on security and justice sector activities and 
reporting to security and justice sector management bodies on public opinion. Relevant civil 
society organizations are wide-ranging and may include international NGOs; large think tanks or 
NGOs based in the capital, especially those with a focus on security, defense, and justice; human 
rights groups; local community groups; women’s organizations; lawyers’ associations or other 
groups providing legal support; environmental groups; investigative journalists, press and media; 
and sociological research companies (Caparini and Cole, 55). 
 
Potential entry points for civil society organizations include peace processes, DDR programs, 
national security and defense reviews, poverty reduction strategy papers, national development 
plans, parliamentary budgetary discussions, delivering justice services (especially legal services), 
community forums, and public education programs.  
 
There are several challenges to civil society and civilian input to SSG. Security forces often resist 
civilian input in the reform process, and civil society often has limited knowledge of complex 
security issues and operations. Participatory roles for non-state actors are best enhanced when 
assistance providers require such roles as a condition for assistance (OECD, 2005, 82). 

 
ITERATIVE LESSONS OBSERVED 
Strengthening governance and oversight of the security sector is a tremendously complex and 
political issue, but the primary goal is, and should always be, improving the safety and security of 
people within the borders of the state. The long-term objective is enhancing state capacity and 
building institutions to provide security. Democratic and civilian control, transparency, 
accountability, human rights, and compliance with international law are the essential elements 
because they generate more professional behavior, greater public legitimacy, and thus more 
effective security. Meeting the long term objective requires engaging with statutory and non-
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statutory actors, over the short and long term, to strengthen institutional and personal capacity and 
integrity for providing public security.22  
 
Intelligence and security force rivalries, legacies of abuse of authority, replacing abusive 
personnel with people who may have little experience or expertise, and deep public mistrust of 
intelligence services in post-conflict societies are all significant challenges that partner 
governments will face in rebuilding their legitimacy and effectiveness. They underscore the idea 
that policy and legislative reform can only take the process so far. A substantial component of 
governance reform is a long-term process that involves reconstituting trust and building a culture 
of service.   
 
The need for legitimate civil society involvement at every stage of the reform process is essential, 
for communicating public concerns to security and justice providers, and communicating the 
impacts of international assistance initiatives to the public. They can also provide informal 
external evaluation of security sector performance and compliance with international norms.  
 
The twofold challenges of lack of civilian expertise and resistance of security forces to include 
civilians in reform should be addressed early in the process through discussions with both sets of 
actors on the roles they will play. Despite the attractiveness of one time projects to assistance 
providers (supporting a defense white paper or threat assessment, or doing human rights training), 
it is much prefereable that they engage in a process and not just a series of projects, and maintain 
continued discussions and dialogue among key stakeholders. Capacity building should be 
technical and political, and support basic literacy, numeracy, and other educational training. 
 
Stimulating the direct participation of the end user (the public) in how their security service is 
delivered is one of the quickest and most effective means of improving accountability (i.e. 
performance accountability, also known as “the short route to accountability”). Mentoring and 
training for security and justice providers should be tailored to address their concerns and needs 
that emerge from the use of performance accountability. This should also be just the first step in 
generating accountability, and should be complemented by long-term efforts by the state to create 
and enforce political and legal accountability. Operational accountability should be 
professionalized as much as possible.  
 
All security sector decisions, policies, and practices should be transparent and subject to internal 
and external oversight and accountability. All defense expenditure should be recorded on-budget. 
Reporting to the legislature should be required at regular intervals and when the legislature 
requests information. Clear measures for the transfer and handling of classified intelligence 
documents should be established.  
 
A state-centric approach, or engaging with primarily statutory security and justice providers, will 
not produce sustainable justice or security in a post-conflict environment where non-statutory 
providers are more established and prevalent, and have more public legitimacy. Particularly in 
terms of immediate security considerations, assistance providers must recognize the limitations of 
state capacity and work with legitimate non-statutory security and justice providers who are 

                                                 
22 Capacity and professionalism are addressed in the practice note on management of the security sector.  
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willing and committed to reform. The state still has the primary obligation for public security, 
however, and initial engagement with non-statutory providers should be balanced with long-term 
engagement to build the state’s institutional capacity.  
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